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1. HA3HAYEHMUE ITPOI'PAMMBI

1.1. Ha3nadeHue nmporpaMmbl

IIK «Ckanep-BC» mpeanasHayeH ISl MOMCKA YS3BUMOCTEH CETEH, MCCIEIOBAHUS CTPYKTYpbI
CETEBBIX CEPBHCOB, CETEBOTO M JIOKAIBHOTO ay[HWTa IMaposield, MOMCKAa OCTaTOYHOW HHGOpMAIMH H
aHaJM3a cCeTeBOro Tpauka.

IIK «Ckanep-BC» mpeaHa3zHaueH Juisi aBTOMATHU3MPOBAHHOTO  aHamu3a  (KOHTPOJIS)
3aIUIIEHHOCTH HHpOpManuK, oOpabdaTeiBaeMoil B mMH(pOpMaMoHHBIX cuctemax (mamee — UC) u He
coJiepKalllell CBEICHHH, COCTABIIOIINX MOCYAAPCTBEHHYIO TalHY.

[IK «Cxanep-BC» peanusyet cienyronue ¢yHKINH:

— uHBeHTapu3auus pecypcos UC;

—  BbIABJIEHHE U aHanu3 ysa3sumocteit MC;

— o0ecrniedeHure JOKaJIbHOTO U CETEBOT0 ayAUTa CTOMKOCTH MapoJIei;

— o0ecrnedeHue epexBaTa 1 aHajJn3a CeTeBOro Tpaduka,

— obecriedyeHue ayiuTa MporpaMMHON M anmapaTHON KOH(QUTYpaIil JJOKaJIbHON CHCTEMBI,

— o0ecrnieueHre KOHTPOJIS YHUUTOKEHHS MH()OPMAIIUU Ha PA3TMYHBIX HOCUTEISX;

— o0ecrniedyeHne MorcKa OCTaTOYHON MH(OPMAIIMK HAa MAIITUHHBIX HOCUTEISIX;

— of0ecrniedyeHre KOHTPOJIS 1IETOCTHOCTH HHGOpMAIuH,

— of0ecrniedyeHre KOHTPOJISI UCIIONIb30BaHUs OectipoBoIHbIX ceTeit B UC;

— KOHTpPOJIb YCTAaHOBKM OOHOBIEHHUI omnepannoHHbIX cuctem (mamee — OC) cemeiicTBa
Microsoft Windows.

1.2. OcHOBHBIC KOMITOHCHTHI

[IK «Cxanep-BC» cocTOUT U3 ClIeAyIOMNUX OCHOBHBIX MOIYJICH:

—  TIOWICK IIeNEH;

—  TOHUCK YSI3BUMOCTEH;

—  CPEICTBO CETEBOr0 ayAuTa MapoJeil;

—  TIOHMCK 3KCIUIOWTOB;

—  cpeactro ayauta OC Astra Linux;

—  CPEeICTBO JIOKAJILHOTO ayJuTa MapoJeil;

—  CEeTEeBOW aHAJIM3aTOpP;

—  CHUCTEMHBIU ayIUTOD;

—  CpEeICTBO MOMCKA OCTATOYHOU MH(pOpMaIHH;

—  CpelCTBO ayauTa OeCIpOBOJIHBIX CETEH;

—  CpEeICTBO rapaHTUPOBAHHOTO YHUUTOXEHUSI UH(DOpMALINH;



—  CpEelCTBO KOHTPOJIBHOI'O CYMMHPOBAHHS;

— cpenctBo ayaurta ooHoBinenuit OC Windows.

1.2.1. Tlouck neneil — cpeacTBO aHaIM3a JOKAJIBHON CETU C LIeIbI0 MHBEHTApU3aLMK PECYPCOB U
BBISIBIICHUS] OOBEKTOB TECTUPOBAHUSI.

1.2.2. Tlouck ysS3BHUMOCTEH — CpEICTBO TOMCKA YSI3BUMOCTEH MPOTPaMMHOTO OOECTIeYEeHHUs
(manee — I10), ycTaHOBIIGHHOTO Ha paboyel CTaHIUH.

1.2.3. CpenctBo cereBoro ayaura napojiell MpenHa3HA4ye€HO [UIl YAAJICHHOro IIOMCKa U
BBISIBIICHUS TTapOJIeH, COIEPIKAIINX JIETKO OA0UpaeMble CHMBOJIbHbIE KOMOWHAIHH.

1.2.4. Tlouck OKCIUIONTOB — CpEICTBO IIOMCKAa BO3MOXHOCTEH HECAHKIIMOHHPOBAHHOTO
HCIOJIb30BAaHUS PECYPCOB paboyel CTaHLUY.

1.2.5. CpenctBo aymura OC Astra Linux mnpenHazHaueHO Ui ayJuTa HAacCTPOEK KOMILIEKca
cpencte 3ammtel OC crernuanpHoro HaszHauenus «Astra Linux Serial Edition» mo tpeGoBanusim
0€30MacHOCTH.

1.2.6. CpencrTBo JIOKQIBHOTO ayquTa HapoJiedl MpenHa3HAueHO Ui TOMCKAa W BBIABICHHS Ha
JIOKaJIbHOM paboyell CTaHIMKM HeYCTOMYMBBIX K B3JIOMY MapoJIeH.

1.2.7. CereBoii aHanu3aTop NpelHA3HAYEH JUIs NepexBara, aHalu3a U (WIBTPALUU CETEBOIO
Tpaduka.

1.2.8. CuctemHBIil aynmuTOp TpeAHA3HAYEH Ui CKaHWPOBaHHs pabodell CTaHIWMW Ha TpeaAMET
OIpeJiesIeHUs] MapaMeTpoB ycTaHOBIEHHBIX OC, CUCTEMHBIX, KOMMYHUKALMOHHBIX U HepupepuitHbIX
yCTpOUCTB, B TOM unciie USB-ycTpoiicTs.

1.2.9. CpencTBo momcka OCTaTOYHOH WH(pOpMAIMK TPeTHA3HAYCHO IS MOMCKA 10 KITFOYCBBIM
CIIOBaM OCTAaTOYHOH MH(OpPMAIMU HAa HOCUTENSX ITAHHBIX (JKECTKHX JWCKaX, AMCKETaX, ONTHYECKUX
nuckax U USB-Hakonurensx).

1.2.10. CpenctBo ayaura 6ecpOBOJIHBIX CETEH MpeHa3HaueHo il OOHApYyKEHHsI, CKAHUPOBAHHUS
U MPOBE/ICHUS TTACCUBHBIX U aKTUBHBIX aTak Ha 1mojadop mapoiielt B 6ecnipoBoiHbIX ceTax ¢ WEP, WPA,
WPA-2 mudppoBanuem.

1.2.11. CpencTBo rapaHTHPOBAHHOT'O YHUYTOXKEHUS MH(POPMALMU MpPEeAHA3HAYECHO JUIS ylaJIeHUs
uHbopMalMK TyTeM 3aTupaHus ¢aila ciaydalHpIM Ha0OpOM CHMBOJIOB JUIS TPEIOTBpAIIECHUS
BOCCTAHOBJICHUSI TAHHBIX.

1.2.12. CpenctBo KOHTPOJBHOTO CYMMHUPOBAHHS MPEIHA3HAYCHO JUISI KOHTPOJS IEIOCTHOCTH
uHpopMaluu.

1.2.13. CpenctBo ayauta obHoBieHuid OC Windows mpepHa3Ha4eHO Ui OINpENesIeHUs CIUCKa

HeycTaHoBIeHHbIX 00HOBIeHU OC cemeiictBa Microsoft Windows.



2. YCJIOBMA BBIIIOJIHEHUW A [TPOI'PAMMBI

2.1. TIK «Ckanep-BC» ycranaBnmmBaeTcss Ha paboduie CTaHIUH, YIAOBJICTBOPSIOIIHE
PEKOMEHIyEeMbIM alMapaTHBIM U IPOTPAMMHEIM TPEOOBaHUSM, IPEICTABICHHBIM B TabwIe 1.

Tabnuma 1 — TpeboBanus k cpene GynknuonupoBanus [IK «Cxanep-BCy»

[TapameTp 3HaueHue
OmnepanoHHast cucTema He npenbsBisiercs
[Iporeccop Intel Pentium 4 2,2 I'T'1y
O0beM ornepaTuBHON MaMsITH 4 I'GauT
[TpuBon/mopt USB [Mpusox DVD-ROM/USB 2.0
Buneoanantep SVGA Buzeoamantep, COBMeCTUMEIH co cranmaprom VESA 2.0

2.2. 1TIK «Ckanep-BC» oOecrieunBaeT BbINOJHEHHE (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH MpH
peanu3anuu noTpeouTesneM CiaeayoIMuX MPeABAPUTEIIBHBIX OPraHU3alMOHHO-PACTIOPSAUTEIBHBIX MEp:

— o0ecrniedyeHre COXPAaHHOCTU OOOPYIOBAaHUS M (PU3UUYECKOM IEJIOCTHOCTH CUCTEMHBIX OJIIOKOB
KOMIIBIOTEPOB;

— obecniedyeHre cBOOOIHOM OT BUPYCOB MPOTPAMMHOMN CPeIbl KOMITBIOTEPOB;

— o0ecrniedyeHre KOHTPOJSI U3MEHEHUS MPUKIAIHON MPOTrPpaMMHON CpeIibl, UCKITIOYSHHE BBOJIA B
KOMITHIOTEP MPOTPAMMHBIX CPEJICTB 0€3 rapaHTUPOBAHHON MTPOBEPKU;

— ofecrniedyeHre OpPraHU3AIMOHHO-TEXHUYECKMX Mep 3allUThl KaHaioB nepenadn AaHHbX [1K
«Cxanep-BCy», pacronokeHHbBIX B IpejiejaX KOHTPOJIHPYEMOM 30HBI.

Hnst 3amutel kaHanoB mnepefaun ngaHHbIX [IK «Ckanep-BC», B TOM 4mcClie BBIXOIAIIMX 3a
npeneiabl KOHTPOIUPYEMON 30HBI, JOJDKHBI TPUMEHSTHCS CEepTU(GUIMPOBAHHBIE B YCTaHOBIEHHOM
MOPSAZIKE METO/bI U CPE/ICTBA, YCTOWYMBBIC K MACCUBHOMY /MM aKTUBHOMY MPOCIYIIUBAHUIO CETH, UJIH
JOJDKEH OBITh 3ampelieH yAalneHHbld goctyn s agmubHuctpupoBanusi [IK  «Ckanep-BC» 1o
HE3aIIHUIICHHBIM KaHalaM CBSI3H.

2.3.  OrpaHuyeHHs IPU IPUMEHEHUU OTCYTCTBYIOT.



3. BBIIOJIHEHUE ITPOI'PAMMBI

3.1. IloaroroBUTENBHBIN 3TAl

3.1.1. VYcraHoBKa mporpamMmsl

YcTaHoBKa nporpaMmel He TpeOyeTcsl.

3.1.2. Hactpoiika BIOS/UEFI ans 3arpy3ku [1IK «Ckanep-BCy»

s yenemrnoit 3arpysku 1K «Ckanep-BC» neobxoaumo ycranosuth B BIOS/UEFI mpuopurer
3arpy3ku kommbrorepa ¢ CD-ROM/USB-nakonutes nepes 3arpy3koi ¢ )eCTKOro JTUcKa.

[lpu 3arpyske padoueit cranumu BIOS/UEF| BbhIBOomUT Ha 3KpaH Ha3BaHHS KIABHIIHM WU
COYCTAHMS KJIABUIL, HAKATHE KOTOPBIX B 3TOT MOMEHT 103BoJHT 3aiitu B MeHi0 BIOS/UEFI. B Tabnure 2
MIPEJICTaBJICHbl MPUMEpPHI KIaBHII W uUX coueTaHuil juis Bxoga B BIOS/UEFI u mMeHio 3arpy3ku Juist
Pa3IMYHBIX MATEPUHCKHX IUIAT U IPOU3BOAUTENCH HOYTOYKOB.

Tabmuua 2 — IlepeueHp KIIaBUII

[IpousBoauTENb/YCTPONHCTBO Knapuit 211 Knapit BEI30Ra Tun BIOS
Bxoxa B BIOS MEHIO 3arpy3KH

Marepunckue miatel MSI Delete F11 AMI
Marepunckue iatel Gigabyte Delete F12 AWARD
Marepunckue miatsl Asus Delete F8 AMI
Marepunckue miatsl Intel Delete Esc Phoenix/AWARD
Marepunckue iatel ASROCK Delete F11 AMI
HoytOyxu Asus F2 Esc *
HoytOyku Acer F2 F12 Insyde H20/ Phoenix
Hoyt6yku Dell F2 F12 Dell
HoytOyxu HP Esc —F10 Esc —»F9 *
HoytOyxu Lenovo F2 F12 AMI
Hoyr6yku Samsung F2 F12 Phoenix Secure Core
Hoyt6yku Sony Vaio F2 F12 Insyde H20
Hoyt6yku Toshiba F2 F12 Insyde H20/ Phoenix

Ipumeuanue. 13-3a nporpaMMHoO-anmapaTHbIX 0coOeHHOCTeH padoueii cTaniuu Tun BIOS/UEFI
¥ HAMMEHOBAHUS KJIABUII MOTYT OTIMYAThCS OT MPECTABICHHBIX B Ta0muIe 2.
B GonpmmucTBe Bepcuii BIOS mapamerps! 3arpy3ku pacnoiioxkeHsl B pasaene Boot. B stom

paszzene COAEPKUTCS CIIMCOK BCEX YCTPOMCTB, MOAKIIOYCHHBIX K paboueil craniuu. [lepBbIM B cIiMcke

* Turt BIOS 3aBucuT OT MporpaMMHO-anmapaTHBIX 0COOCHHOCTEH paboYeii CTaHIINH.
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YKa3aHO YCTPOWCTBO, C KOTOPOTO IMPOU3BOAMTCS 3arpys3ka. Ilpm HEOOXOOMMOCTH MOXXHO H3MEHHTH
nopsiok 3arpy3ku. JKectkuit muck m CD-ROM sBisiroTcss BCTPOSHHBIMH KOMIIOHEHTAMH W BCET/a
MPUCYTCTBYIOT B pazzaese Boot. st Toro, 4ro0sl B criucke ycTpoicTB npucyrcrBoBan USB-HakonuTensp,
HE00XO0IMMO MPOU3BECTH JOTOTHUTEIbHbIE HACTPOMKHY.

Jist 6BICTPOrO M3MEHEHHS HACTPOEK MOpsAKa 3arpy3ku paboueil cTaHIIMKM MOYHO HCIIOJB30BaTh
mento 3arpy3ku  BIOS/UEFI. [lns Bbi30Ba MEHIO 3arpy3kd  BOCHOJB3YHTECh  KJIaBHIIAMH,
MPEICTaBJICHHBIMH B Ta0wHIIe 2.

B OompmmacTBe BIOS nmnst Hactpoiiku 3arpy3ku paboueit cranmmum ¢ USB-Hakomurens
HEO0XOAUMO BBITIOJIHUTH CIEYIONINE TEHCTBUS:

— OTKIIIOYHUTB 3aluTy 3arpy3ku (Security Boot), ecnu nannas ¢pynkuums npucyrcrsyer B BIOS;

— BKJIFOYHUTDH pexuM coBMecTrMocTu Legacy (Legacy Support wiu Launch CSM);

— YCTaHOBUTH IpUOpUTET 3arpy3ku ¢ USB-Hakonurens.

B npunoxenun 1 npencrtaBieHsl MpUMepbl HEOOXOAWMBIX HACTPOEK JUIsI U3MEHEHUs MOopsaKa
3arpy3ku B UEFI u pazmmunsix tamax BIOS.

3.1.3. 3arpyska IIK «Ckanep-BC»

3arpyska [IK «Ckanep-BC» ocymiectBisiercss HenmocpeacTBeHHO ¢ aucka win USB-nakonurens
no Texrosoruu LiveCD/LiveUSB.

Jis 3arpy3ku TTK «Ckanep-BC» HE0OX0MMO BBIMTOTHATE CIICIYIOIIHE ICHCTBYS:

1) BKIOYHTH pabOUYIO CTAHIIHIO;

2) 1o 3arpy3ku ocHoBHOM OC moakrounTh Hocutenb ¢ 10 k paboyeii cTaHIMu.

Ha nepBoMm sTamne mosBisieTcss MEHIO 3arpy3Kd, B KOTOPOM IpEJICTAaBICHbl BApUAHTHI 3arpy3KH,

MO3BOJISIOIINE 3aMTyCKATh MPOrPaMMy B Pa3IMYHBIX peKUMax coBMecTumMocTh (PucyHok 1).

OHANKI JOWMLEHHOCTH

ewcran Delonacsects

g“.'.’ Cxanep-BC S 3 e/AOH

Nenwe sarpyskH CxagepsBG

1. CraHgapTHas 3arpysxa
Z. TexCTOBHA PEXIM
3, PeyiM COBMEeCTHMOCTIH

1, ﬂHfll"HOCI'HK{l anpapaTHoro obecreyeHrs

3arpyska Cxanep-BC B rpaguiueckom pexume
He BWHHUMAHTE HOCHTENDL BO BpeMs paboTe cHCTEMw !
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Pucynox 1 — Memto 3arpy3ku 1K «Ckanep-BC»

Bapuantsl 3arpy3ku:

—  cTaHJapTHas 3arpys3ka;

—  TEKCTOBBIN PEXKUM;

—  PEXKUM COBMECTHUMOCTH;

—  JIMarHOCTHKAa ammapaTHOro 00eCIeYeHHUS.

Bribepure pexuM COBMECTHUMOCTH, €CJIM MPOrPAaMMHBI KOMIUIEKC HE 3aIlyCKaeTCsl B PEKUME
CTaHJApPTHOU 3arpy3KH.

Jnst yrounenus mpobiem ¢ coBmectuMocThio mipu 3arpy3ke IIK «Ckanep-BC 3amyctute
JTUArHOCTUKY anmnapaTHOTO 00ecIeYeHusl.

B tekcroBoMm pexume 1K «Cxkanep-BC» 3arpyxaercss B KOHCOJIBHOM pexxuMe 0e3 rpaduueckoro
uHTepdeiica. [yt 3amycka B TEKCTOBOM PEKHUME BOCHOIB3YUTECh MMapOi JIOTHH-TIapois — root-toor.

Jlis HacTpoMKM CeTH HEoO0XOAMMO BOCHOJb30BaThCS CETEBBIM MEHEDKEpOM (3aIyCcKaeTcsl U3
menio [IK «Ckanep-BC» Ocranbnbie npuioxenuss — Hurepuer — Wicd Network Manager).

[TonpoOHO HacTpoiika cetu ommcana B 1. 3.8.1. Menemxkep cereBbix momkimoueHuin «Wicd Network

Manager».
3.2.  Pabora c mpoektamu

[Mocne 3arpy3ku 1K «Ckanep-BC» oTkpoeTcs nosib30BaTenbCKuil BeO-uHTepdeiic mporpaMMHOTO

komiuiekca (Pucynok 2).

o,
Ckanep-BC &2 % # o4
'e0® CHOMM3 JOUWBILEHHOCTI =
MpoekThl WHCTpyMeHTbI
Bcero npoekToB ﬁ
Aynut OC Astra Linux NokansHeli ayanT naponei TMownck ocTaTo4Hoi NHchopMaLmni
~ 0 [ 4
- a0 | /
- apaHTVPOBaHHOE YHUHTOXEHNE ~
Aynut oBrosnexnit OC Windows d. CucTeMHbi# ayanTop @ 2 UHEDOPMALN in.
o o @
o -
Aynut GecnpoBoaHbIx ceTei oy Ceresoit aHanmaatop H KoHTponkeHoe cyMmMUpoBaHie
O M-

CocTosiHWe cUCTeMbl

INnuenauns Cepsuchl CkaHep 6e3onacHocTu

Opranusaums: CKaHep ceTh ® CewmecTs

Mpoaykr: Ckanep-BC ans 5 IP-anpecos Cranep BesonackocTu [ ] MNnarutos EZ U

Hoson mutsssnn=01 BKCnNyaTaLms YA3BMMOCTER [ ] e

O6HoBUTL CkaHep-BC Cnpaska

IHUeH3INA HCTeKaeT:

Pucynok 2 — Tlonp30oBaTelbekuil BeO-uHTEpdeiic

Eciu cpox [nedcTBUSL JMIEH3UM HMCTEK, TO B BEPXHEM IMpPaBOM yriy paboyero OKHA

ITK «Cxanep-BC» Oynet oTpaskeHo COOTBETCTBYIOIIIEEe coodieHue (Pucynox 3).



12

CkaHep-BC

Brilwen cpok OeRCTEWA JIMLEH 2MK

Pucynok 3 — Coobmienue
Bce rpaduueckue 53I€MEHTBHI IOJIB30BATEILCKOTO BeO-uHTepdelica MOXHO pa3leNiuTh Ha

CJIEYIOILKE TPYIIIbL:

cripaBouHast HH(oOpMarys (Ha pUCYHKE 2 BbIJICJICHA 3€JICHOM PaMKOH );

MPOEKTHI (Ha pUCYHKE 2 BBIJIeJIeHA (PUOJIETOBON PaMKOH);

WHCTPYMEHTHI (Ha pUCYHKE 2 BBIJICIICHA KPACHOM PaMKOiA).
B rpynne cripaBouHo# nHpOpManu coaepKaTcs:

— nuktorpamMmma O6HoBuThH Ckanep-BC 111 00HOBJICHHS TPOrPAMMHOTO KOMILIEKCA;

nukrorpamma CrnpaBka, B KOTOPOH coJliepikarcs JOKYMEHThI: «PyKoBOJCTBO omeparopay,
«KpaTkoe pyKoBOJCTBO MOJIb30BaTEN», «€XHUUECKUE YCIOBUSY,

— uHpopManus O JULEH3UY;

— uH(OpMaIMsA O COCTOSHUM CEPBHCOB IPOrpaMMHOrO Komruiekca. Ilpy M3MeHeHMM IOCTYIHOCTH
CepBHca MHIMKATOp HANpOTUB Hero M3MeHHT IBer (Pucynox 4). JKentpli 1BET MHIMKATOpa O3HAYACT, YTO

CEpBHC 3arpyKaeTcsi, KpacHbI — CEPBUC HEJIOCTYIIEH, 3€JIEHbI — cepBUC paboTaer.
=
Cepsuchl
CrkaHep ceTi ®
Ckanep GesonacHocTK

Skcnnyatauns ysasumoctein @

Pucynox 4 — MHAMKATOpPBI JOCTYITHOCTH CEPBUCOB
[TukTOrpamMMel 3amycka MHCTPYMEHTAIBHBIX Mporpamm, peammsyronmx ¢yHkuun 1K «Ckanep-BCy»
CTpYIIHMPOBAHBI B IBYX 00JacTsIX BeO-MHTEpdelica:
— TPOEKTHI;

— HWHCTPYMEHTHI.
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st GpICTpOTO JOCTYMA K CHHCKY HHCTPYMEHTOB HEOOXOIMMO HaXaThb JIEBOW KHOIKOM MBIIIH Ha
nukTorpaMMy WHCTPYMeHTBI, PACHOJIOXKEHHYI0 B BEpPXHEM IPaBOM YIIIy IOJb30BaTEIBCKOTO BEO-
uHTepdeiica.

[Mukrorpamma nHactpoek IIK «Cxanep-BC» Haxomutcs B BepxHel uactu BeO-untepdeiica. s
JIOCTYTIA K HACTPOMKaM HY)KHO HaXaThb €€ JIeBOW KHOMKOW MbIH. OKkHO HacTpoek (PucyHok 5) conepxut

cinenyromue Bkiaaaku: Ilomek ysizBumocreidi, Kypnau, JIunensusi, Undopmanmus o mpoaykre u

st pa3padoTUYnKoB.

£i’s Ckanep-BC
B

CHANMS SAWMHLLEHHOCTH

ImaeHas / HacTpoiku

it
Q Mownck yassnmocTed ﬁ HKypnan @ TNuuyensna ’p WHdopmayna o npogykTe 'ug, OnAa paspaGoTynkoE

Pucynok 5 — Oxno «Hactpoiikn»

Ha Brmagke 7KypHan coxepxkutcss uHpopMmanus 00 OmmMOKax, BO3HUKIIMX B TIpoIecce
tectupoBanus. Ha Bkmangkax Jlumensuss u MHdopmamusi 0 MpoOaAYKTe COICPKUTCS HHPOpPMAIHS O
nmuuen3uu 1 Bepcun 11K «Ckanep-BC», a Takxke KOHTAKThl TEXHUYECKOU MOIACPKKH.

[Ipu Haxkatuu 1eBOM KHONKOW MbIlIM HA KHONIKY IlomTnku ckannpoBanus Ha Bkiajake IHouck
yS3BUMOCTeH Oyner oTpaxkeHa WH(OPMAIMS O IMOJHUTHKAX, MCIOIB3YEMBIX IS TIOMCKA YSI3BHMOCTEH

(Pucynox 6, Pucynok 7).

¢i's Ckanep-BC

CHANM3 3AWMLLEHHOCTH

[naeHas | Hactpoiikn | Mownck yassumocTed

HacTpolikn noucka ysa3suMocTei

MNonuTuku CKaHWpOoBaHWA

Pucynox 6 — Bxmnanka «Ilouck ysi3BumocTeii»
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¢i's Ckanep-BC

CIHONM3 30WMLIEHHOCTH

ImasHan / HacTpodku / TMouck yA3sumocTed / MonuTHKn

[MONUTUKN CKaHMpOBaHUA

BasoBble NOMUTUKN

& O %)

Be6-npunoxexHus MycToi wabnoH BbicTpas
CKaHMpoBaHwe Bed-CepBUCOB [inA cozgaHua coOCTBEHHOM NONWTMKN C HYNA BhICTPbIi NOWCK KPMTUYHBIX YA3BUMOCTEN
OyGnHpoBaTh [0 AyGnuposath [D) Oyonupoeath

[NonHoe cKkaHWpoBaHWe

CHaHMpPOBAHWE BCEX W3BECTHBIX yﬂSEHMOCTeﬁ

OyGnupoBaTth

[Nonb3oBatensCcK1e NoIMTUKNA

Pucynok 7 — IlepedeHb MOMUTUK CKAaHUPOBAHUS

Jnst co3maHus MOJIB30BATENBCKOW IMOJUTUKKA HAXXMHUTE JIEBOM KHOMKOM MBIIIM Ha KHOMKY
Ny6aupoBaTh Ha HeoOXoauMoi 6a30Boit moauthke (PUcyHOK 7).

[Tocne BBIOOpa MyOIMpPOBaHUS IYCTOrO IMA0JIOHA OTKPOETCS OKHO, B KOTOPOM HEOOXOAMMO
yKa3aTh MapaMmeTpsl CKaHWPOBaHMs (MMs, ONMCaHWE, WKOHKY, ruiarusbl) (PucyHok 8). Ilocie BBOma
HEO0OXOIMMBIX TTapaMeTPOB AJIs CO3JAaHMsI MOJIUTUKH HaxXMUTe KHONIKY Co3aaTh.

IIpumeuanue. B myctoM mabiaoHe MONB30BATENBCKON MOJUTHKU BKIIFOUEHBI TUIATMHBI TOJIBKO

HCO6XOIII/IMLIC IJId 3alTyCKa CKaHUPOBAaHUH.
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g!%‘?_;CKuHep-BC & X & a0 o

OHANKE 30UMLLEHHOCTH

nasHas | Hactpoikw | Mowck yR3sumocTed | MonuTukw | HoBan nonuTuka

Ho6agneHne HOBOW NONMUTUKMN

Ams *

Onucatme *

BhlsSD WKOHKK ONA NOAWTHKN =

MnaruHel

CemeicTBa NNarmHos MnaruHe

DunbLTR BribepuTe ceMeficTBO ANH NPOCMOTPa NaruHos

AlX Local Security Checks 1

-1
I
@

Amazon Linux Local Security Checks

w

EBrute force attacks

@
&
[+

Buffer overflow

Pucynok 8 — Co3gaHue moyib30BaTeabCKOM MOTUTUKH

JIJ1st KaKJI0T0 HOBOTO TECTHUPOBAHUS CO3/IACTCS NpoeKnt, TIPEIICTABISIFOIINI cO00H COBOKYITHOCTh
BCEX JIAHHBIX, OTHOCSIIMXCS K TEKYIIEeMY TECTHPOBaHHIO. [IpOeKT BKIIOUaeT B ceOs MCXOIHBIC JTaHHBIC
¢a3 TectupoBanus (IMomek westeir, Ilouck ys3Bumocteil, CereBoii ayaut mnapoJaeii, Ilouck
IKCILIONTOB) U pe3ylbTaThl TECTUPOBAHUA B BHUJAEC CIEeHEPUPOBAHHOTO oTyera. /(s mpoBeaeHHs
TECTUPOBAHUS OINEPATOPy HEOOXOIUMO CO37aTh HOBBIM MPOEKT WM, B CIydae MPOAOKEHUS HAYaTOTO
paHee U COXpaHEHHOTO TECTUPOBAHMS, UCIIOJIB30BaTh €T0.

Jns co3maHus TpoeKTa B JIEBOW yacTH BeO-umHTepdelica HaKMUTE JEBOM KHOMKOW MBIIIN IO
pazneny IlpoexkThl win HaxmuTe Ha KHONKY IIpoeKThI B BepXHEM MpaBoM Yriry BeO-uHTepdeiica

(Pucynok 9).
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CkaHep-BC

HOIMM3 SCLUMLIEHHOCTH

B
X
&
IS

MpoekTbl WHCTpyMeHTb

Bcero npoektos

o o
Ayant OC Astra Linux @ TokaneHbli ayont naponei e Mowck ocTaTo4HOI NHKhopMaLMK \[go5}

- o
AynuT o6HosneHui OC Windows d- CrcTemHsIit ayauTop p S FapaHmp::;;«;;:a‘{mquewe
4 W

[oRGNal

<
p
8i5
S, o
AynuT GecnpoBoaHbIX ceTel ) CeTeBoli aHanuaatop ‘121. KoHTponbHoE CyMMUpOBaHe ®
>

CocTosiHME CUCTEMbI

JICEETE] Cepsucbl CkaHep GesonacHocTu

OpraHM3aums: 06HOBNEHHLIA sca-web Cranep ceTu ® CewmeitcTa

Mpoayxr: Cranep-BC ans § IP-anpecos CraHep 6e30NacHoCTH ® nNnaruHos E3 U

Homep niueHauM: 01 Sxcanyatauws ysasuocTel ® MonuTi

O6HoBKMTb CkaHep-BC Cnpaska
Nunuenana nctexaer: 06.12.2017

Pucynok 9 — Paznen «IIpoekThn»

B otkpeiBiIeMcst OKHe HakMuTe Ha KHONKY HOBBIN MpoeKkT Wiu BHIOEPHUTE YKE CYIIECTBYIOIIUI

MPOEKT U3 MEePEYHUCIICHHBIX B paboueii obmactu (Pucynok 10).

¢1’s Ckanep-BC

0g® CHANM3 3ALMLEHHOCTM

[nasHas | lNpoekTwl

Hosoe TeCTMpUBaHHe

XocTbl 0
Ya3BUMOCTI 0
MopnoBpaHHble Nnaponu 0
MopofpaHHble 3KCNNoATsl 0

Pucynok 10 — Co3nanue npoekTa

IMpu Haxxatun Ha kHONKY HOBBII MPOEKT OTKPOETCst OKHO, TpecTaBieHHoe Hike (PrcyHok 11).
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&1’s Ckanep-BC

oe® CHONM3 30WMLLEHHOCTH

['nasHas ' [poekTsl | HoBwlil npoekT

LobasneHne HOBOro npoekTa

Mma

OnwcaHune

CoxpaHuTb OTmeHa

Pucynok 11 — Jlo6GaBieHHEe HOBOTO MPOCKTA

[Tone Ums nomxHO OBITH 00s3aTeIbHO 3alOJHEHO (B HErO BBOJAST Ha3BaHUE IMpoekTa). B mome
Onucanue BBOAAT KpaTKoe onucaHue npoekra. [locne 3anonHeHus mosieil Ajis COXpaHEeHHs] BBEIEHHOM
nH(OpPMAIIMA O HOBOM MPOEKTe HaKMHUTE KHONMKY COXPaHHUTh, €CIHM K€ MO0 KaKHUM-JTH0O0 TPUIHHAM
MPOEKT CO3/1aBaTh HE TpeOyeTcs, HAKMHUTE KHONTKY OTMeHa.

[Tocne Haxarust kHonku COXpaHUTB WK 1OCIIE BBIOOpa paHee COXPaHEHHOTro MpoekTa padouee

MPOCTPAHCTBO MPUMET BUJ, TOXOKUI HA TIOKa3aHHBINA Ha pUCYHKe 12.

Komnas

Onepaw

a|le|e oo s

Onnaitw noaop naponei

ole|o|o §

Mowex. sxcnnowtos

Hassawme rposk1a Hoaoe TecTaposzine

Pucynox 12 — Bup paGouero npoctpaHcTBa

PaGouee mpoCTpaHCTBO pa3lNeNeHO HA CEKTOpa, KaXABIH M3 KOTOPBIX COOTBETCTBYET

OTIpe/IeTICHHON (ha3e TeCTUPOBAHMUS.
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3.3. Ilowuck nenei

3.3.1. Kpatkoe onucanue

B Hauane TectupoBaHus 00S3aTEIBHBIM SBIISICTCS NOUCK Yelell — 0030 JTOKATBbHON CeTH, K KOTOPOid
noakmoyeH 1K «Ckanep-BCy, ¢ 1enbio BbIsiBIeHHS 00bEKTOB TECTUPOBAHUS IS CIEAYIONMX (Pa3 mpOBEpKH.
[Tonck meneld mnpowsBomuTcs ImyreM ckaHupoBanusi |P-agpecoB um moproB (TCP- u  UDP-moptoB)
KOMIIBIOTEPOB, MPHUCOCIMHEHHBIX K JIOKAJIbHOM ceTh. be3 moucka 1eneil HeBO3MOXKHO HMCHOJIBb30BaTh BCE
Bo3moxkHocTH 1K «Ckanep-BCy», B 4acTHOCTH, HEBO3MOXHO MPOM3BOIUTH MOUCK 3KCIUIONTOB (IoApoOHEe
oM. 1. 3.5. Dkcrutyatanus). HaiieHHple B pe3ysbTare IMOWCKA Iiefield ICHCTBYIOLIME MOAKITIOUYCHUS C
IP-anpecamu u 3azaeiictBoBanabiMU T CP- n UDP-nopramu fasnee Oyaem Ha3biBaTh akmugamu. JJaHHBIE O HUX
pacnionaratorcst B cekrope Ilonck umesneii Ha Bkinagkax Xocrsl u IlopTel B Buje Tabmui. JlomoiHUTENEHO
TIOMCK TIeJ1eii MOKET OBITh UCTIONB30BAH ISl OTIPEACIICHNUS CEPBHUCOB (CITYK0), 3aITyIIEHHBIX Ha BKIIFOUCHHOM B
ceTh KoMnbtoTepe, i uaeHTudukanui OC 1 MPUIIOKESHHH.

3.3.2. 3amyck

Haxxmute kHOnky 3agaum B cekrope [lonck nedneii (Pucynox 12).

[epeiinute Ha BKIaaKy 3amauu 1 Haxmute Ha KHOnKy HoBoe ckanmpoBanue (PucyHok 13).

*i's Ckanep-BC @ X & o o

CQHONW3 30LUMLLEHHOCTH

[maBHan / MpoekTsl / Hoeoe TecTMpoBaHue / TMOUCK Lenei

XOoCThl MopThl 3apaun

MoWCK:

# WUmn Bpems zanycka Bpems zaBepweHns Cratyc

B Tabnuug HET AaHHbIX

Pucynok 13 — Bxuagka «3agaun»
3.3.3. Tlowuck neneit

Hactpoiiku, HeoOxoaumbie Il 3alyCKa CKaHMPOBAHHS CETH, HAaXO/IITCS Ha BKIaake ba3oBbie
(Pucynox 14), rne B mose Ileam HeoOXoaMMoO yKazaTh yeiu ckanuposauus. KOHKpeTHbIN IP-ampec,
MHOecTBO |P-aapecoB — ceTb mim mojaceTh. Llenu ckaHupoBaHUS MOXKHO UMIIOPTHPOBATh U3 aKTHBOB
Wi u3 gaitna.

Jnst 3arpy3ku meneid U3 akTUBOB HaXXMHUTE KHONKY MMMoOpT mesieii M3 aKTMBOB U OTMETHTE
HyxHble |P-ampeca (ecnmu IP-aapec BeIOpaH, psSIOM C HUM B ITYCTOM KBaJApaTe MOSBUTCS Tajoyka) WA
Ha)XMUTE KHONKY Bbiaeautb Bce (Bce IP-ampeca B mosie OynyT OTMEUEHBI aBTOMATHYECKH). 3aTeM

HaXMHUTC KHOIIKY BblﬁpaTL N OTMCYCHHBIC IP-a;[peca IOABATCA B I10JIC Heﬂl/l.
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st 3arpy3ku nesiei u3 ¢aiia moAroTroBbTe COOTBETCTBYIONINH crucok 1eneit B popmare TXT,
r7le OJHa CTPOKa JOJDKHA cojepxkarb Toibko ofauH IP-anpec xommbioTepa. 3aTeM HaXMHUTE KHOIIKY
HNmmnopt ueneii u3 ¢aiina u B oTKphIBIIEMCs] OKHE BbIOepUTe (haill ¢ UMIOPTUPYEMBIM CIIMCKOM, Jlajee

HaKMHUTE KHONKY OTKPBITH. [lepedens nerneit ckanupoBanus nosisutcs B nosie Llemn (Pucynok 14).

Ckanep-BC @ X % 4 O

QHANKMI 3AWLMWEHHOCTH

MmasHaA / MpoekTsl / 111 / Mouck yened / HoBoe CKaHMpoBaHWe

bazoeble
Lenn *

PaclunpeHHele

3apaua

B oo g

OTmeHa

Pucynok 14 — OcHoOBHbIE HACTPONKN CKaHUPOBAHUS

JlonosHUTENbHBIE HACTPONMKU CKaHUPOBAHUS CETHU PAacIOJIOKEHbl Ha BKiIajgke PacmmpeHHble 1
UCIoJb3yroTes npu HeodxomumocTh (PucyHok 15). Jlns ckanupoBanusi KOHKpeTHbIX optoB TCP u UDP
BKJIIOYMTE COOTBETCTBYIOUIMHA TyMOJep M YKaXHTe MOPTHL. [IpM HEOOXOAMMOCTH YKaXKHTE CKOPOCTb
ckanupoBanus: Paranoid wimu Sneaky mis oOxoma cuctembl OOHapykeHHs BTopxenuit, Polite mms
CHMKCHUS] MHTCHCHUBHOCTH CKaHMpOBaHMs, AQJQressive Jisi MOBBIIICHNS! HHTCHCUBHOCTH CKAHUPOBAHUS,
Insane st odeHb OBICTPOrO CKAHUPOBAHMS. YKaXHUTE TalMayT CKaHUPOBaHMS Ul IpPEKpalleHus
CKaHMPOBAHUS MeJIEHHbIX wLened. Jlnsd oOHapykeHHs 3aJaHHBIX XOocToB ¢ mnomombio TCP SYN
BKJItounTe TyMOsiep UrHopupoBats pe3yabtarbl Ping. Ecnu pe3ynbraThl CKaHUPOBaHUS HEOOXOIUMO
WCTOJIB30BaTh B APYrux (hazax TECTUPOBAHU, HEOOXOIUMO BKIIOUNTEH PyHKIHIO OnpeneasiTb BepcHio

cepsucos (Pucynok 15).
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21’3 Ckanep-BC

0.¢¥ QHONKM3 3AWMLEHHOCTH

masxas / Mpoektsl / 111 / Mowuck yenen / HoBoe ckaHupoBaHue

bazoeble
CKaHMpOBaTb KOHKpPETHBIE TCF’—FIODTI:I '

PaclwupenHtie CKaHWpOBaTh KOHKPETHBIE UDP-NopThl »
CKOpOCTh CKAHUPOBaHUA Normal v
3apava

TaiMayT CKaHMpPOBaHKsA, Cex

WrHopupoBaTh peayneTarsl Ping

OnpeaensTh BEPCHI0 CEPBUCOB »

Pucynok 15 — JlononHuTebHbIE HACTPOHKU CKAaHUPOBAHUS

Ha Brimagke 3agaua HeoOXOoAMMO yKa3aTh WMs W ONKMCAHHWE TEKYIIEr0 CKAHMPOBAHUS B

cooTBeTcTBYOmME mycThie noist (Pucynok 16). Eciu monst ocTaBUTh IMyCTHIMH, OHH OyIyT 3allOJHEHBI

ABTOMAaTUYCCKH, UCXOJd U3 YCTAHOBJICHHBIX HACTPOCK CKAHUPOBAHM.

&1’ Ckanep-BC

o9® CHONWM3 3ALMLLEHHOCTH

['naBHas / MpoekTbl / HoBoe TecTwpoBaHwe | lMowck uenei | HoBoe ckaHWpOBaHWE

Bazoeble

Wims BeenuTte uma
PacmmpEHHble Onwucanwne Beepnnte onncaHue
3apava

3anycTnTb Otmena

Pucynok 16 — MM 1 onrcanne CKaHUPOBAHUS

YrtoObl HAYaTh CKAHUPOBAHKE HAKMUTE KHONIKY 3amycTuth (PrcyHok 16).
3.3.4. 3asepiienue paboThI
[Nocne 3amycka ckaHMPOBaHMS Ha BKJIaAKE 3a1auM B TAOJIHMIIE MOSIBUTCS HOMED 33]1a4H, €€ UMsL, TEKYIIUHA

craryc (uBeTHOM MHAWKartop). JKenTbli 1BET MHAMKATOpa O3HAYaeT, YTO B TEKYIIMA MOMEHT CKaHMpPOBAHHE

BBITIONTHSCTCSI, 3€NIEHBII — CKaHWpOBaHWE YycremHo 3aBepireHo (PucyHok 17), kpacHelii — miporiecc

CKaHMPOBAHM 3aBEPILICH C OLIMOKOM.
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&i’s Ckanep-BC

e® QHANM3 3AWMLIEHHOCTH

ImaeHan / lNpoekTsl / 111 / lNouck yenei

XOCThI MopThl Janaun

Hoeoe ckaHupoBaHue

Momck
# IF Wma Bpems sanycka BpemA 3aBepleHus Craryc
1 CraHmMpoBaHme 192.168.5.214 05.03.2018 15:50:40 05.03.2018 15:50:53 @ cC

Pucynok 17 — Ilpomecc ckaHUpOBaHUS

Hes3aBucumo 0T pe3ynabTaTOB CKAHUPOBAHUS JIIOOYIO 3aJady MOMKHO IIE€PE3alyCTUTh WM
nyonupoBath. st 3Toro HeoOXoquMo HaxkaB Ha KHONKY Jly6ampoBaTth wiu IloBToputs (PucyHok 17),
pacnojoXeHHbIE CIpaBa OT HWHAMKATOpa CTaTyca CKaHHMpoBaHMs. Ecimy ckaHMpOBaHHE 3aBEpLICHO C
OIIMOKOH, ISl TTOJTydeHUsT MOoApOoOHOH MHpopMauu 00 ommOKe B MPOIECCe HAKMHUTE JICBOW KHOITKOM
MBI 10 MHIUKATOPY CTaTyca CKaHUPOBAaHUSA (B ITOM Cllydya€ OH KpAacHOrO IBETa), IOCJIE Yero
OTKPOETCS HOBOE OKHO ¢ MH(OpMAIHEH 0 3a/1aue, eTalix 3alycka U OIMOKax BO BpeMs 3aIlycKa 3a1aqH.

V3menenne craryca BBIOJHEHUS 3a1add OyleT OTPaKeHO B TIPaBOM BEpXHEM YTy BeO-

unTepdeiica (knonka Yeenomienus ) (Pucynok 18) u B sxypHaie coobiTuit (Pucynok 19).

!’y CkaHep-BC & X & BH
CIHANWE 3ALLUMLLEHHOCTH

Mocnegnue yseaoMneHns
InasHas A yBen

+ 3apaya "OunaiH noaGop ans
npoeKTb\ VlHCprMeHTb\ 192.168.5.134" ycnewHo
3aBeplueHa
Monobparo yueTHeIX 3anuceii: 0

Bcero npoekTos h I
Ayaut OC Astra Linux & TokanbHbii ayouT naponen  3apava "Astomatuueckuit f
7

NONCcK 3KCMIOUTOB Ans
192.168.5.134" ycnewno
3aseplueHa

MonoGpato skennoiitos: 0

Aynurt obHoeneHnia OC

Windows + 3apava "ABTOMaTUYECKMIA

yHut .
NOMCK 3KCMNOATOB ANA
192.168.5.134" ycnewHo
3aBeplleHa

>
Monebparo skennoitos: 1

\
ﬁ Q.
AynnT GecnposonHblx ceTer ? Certeson aHanusatop @g’ KoH1 & 3apaua "Ounaitn nopop nns )
[

ST Ny

&S

[ ] CucTemHbIR ayanTop

|
AGE
00

Pucynok 18 — YBenomienus
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2% Ckanep-BC -
“".3 aHanu3 aﬂuJHEEHHOCTH ﬂ x Q Ll

['naBras /| Hactpoiikn | Xypran

CobbiTua

Mowuck:
Bpems 1L Pesynbrar 3aronoBok CoobieHne
11.09.2017 10:52:45 Yenex 3apava "Py4Hoit nowck skcnnoidtos ona 192.168.5.134" yenewHo 3asepwexa Mogo6paHo skennoiitos: 2
11.09.2017 10:54:19 Yenex 3apnaya "ABTOMaTYeCKWiA Nnouck skcnnoiTos ona 192.168.5.134" yenewHo 3aeepens Mopo6pa+o akennoitos: 0
11.09.2017 9:46:39 Yenex 3apaua "Towck yaasumocTel (BeicTpas) ans 192.168.5.134" yenewHo 3asepeHa OBHapyxeHo yassuMocTel: 17
11.09.2017 8:55:12 Yenex 3apnaya "Ckanvposanue 192.168.5.134" ycnewHo 3aBepweHa OBHapy*eHo x0cToB: 1

Pucynok 19 — Xypnan coObrtuii

[Tociie 3aBepmieHust ckaHupoBaHus Ha BKIaake IlopThl mosBsATCs naHHBIE 00 IP-ampecax,

KOTOpbIC OyayT crpymmnupoBansl B Taduiy (Pucynok 20).

e

&1, Ckanep-BC
. &%  QHONM3 3AWMLEHHOCTH

maenan / MpoekTsl / HoBoe TecTMposadue | TloWCK Lenen
XocTsl MopTel 3anaun

Mownck:

# £ Xoer MpoTokon Mopt Cepeuc Mpoayxkr Bepcuns
1 192.168.5.134 tcp 445 microsoft-ds - -
2 192.168.5.134 tcp 5357 wsdapi - -
3 192.168.5.134 tcp 139 netbios-ssn - -
4 192 168.5.134 tcp 135 msrpc - -
5 192 168.5.134 tcp 912 apex-mesh - -
6 192 168.5.134 tcp 1110 nisd-status - -
7 192 168.5.134 tcp 902 iss-realsecure - -

Pucynok 20 — Bknanka «IlopTei»

Ha Bxmanke Xocrbl B Tabsmiie mokasansl IP-agpeca u OC, koTopbie UM cooTBETCTBYIOT (PrcyHOK 21).

&1 Ckanep-BC

% #¥ QHONKW3 3AWMLLEHHOCTH

ImaeHan / [poekTsl /| HoBOE TecTMpoBaHue /| [OWCK Lenei

XoCThl MopTsl 3apnaun

Mouck:
# 1L IP-agpec OnepaLMoHHan cHcTeMa Tun yeTpoiicTea
1 192.168.5.134 Windows Longhorn | 2008 YCTPOACTEO 0DLEro HA3HaYEHNA | CNeyMank3npoBaHHoe YCTPOWCTED

Pucynok 21 — Bkiagka «XocTbI»
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3.4. Tlowuck ysa3BuMocTeit

3.4.1. Kpatkoe onucanue

ITox ys3BumocThio [1O moapaszymeBaercs AedeKT, KOTOPHIM MOXET CTaTh MPUYUHON HAPYIICHHS
uHpopmanonHo Oe3omacHoctu. ®aza TectupoBanHus IloMck ysi3BUMoOCTell HampaBieHa Ha
OoOHapyKEHHE TaKUX JAC(PEKTOB.

3.4.2. Hauano paboTsl

UtoObl HaUaTh MOUCK YSA3BUMOCTEH, HAXKMUTE KHONKY 3agaum B cekrope Ilouck ys3BuMocTei,

3aTeM MepeluTe Ha BKIAAKY 3aaaun u HaxmuTe Ha KHOonKy HoBoe ckannpoBanue (PrcyHok 22).

TMOWCK YAZBUMOCTEH

YAIBUMOCTH 3apaun

# MmA BpeMA zanycka BpeMA zaEeplieHnA Cratyc

B Tabnuue HeT JaHHbIX

Pucynok 22 — Briagka «3agadn»

3.4.3. Tlowuck ysa3BuMocTei

Hactpoiiku, HeoOXxo1uMble A7 3alycKa MOUCKa yA3BUMOCTEH, HaxoasTcs Ha BKiIagke ba3zoBblie
(Pucynok 23), rae HeoOXoauMoO yKaszaTb yenu noucka yazeumocmetl (IP-ampeca mpoBepsieMbix
KOMIIBIOTEPOB, CETEHl WM NOJIceTel) U BbIOpaTh noaumuky ckanupoeanus (Habop rnpaBuil CKAHUPOBAHMS).
[lenu moucka ysa3BUMOCTEH MOKHO 3aJjaBaTh HECKOJBKMMHU CIIOCOOaMU: BBOJS BPYUHYIO ajipeca B MOJe
Ilesn, »MIIOpTHPYS 1LIeNTU U3 aKTUBOB WM 3arpyxas u3 (aitna.

s 3arpy3ku M3 aKTHBOB LI€JIEW IOMCKA YA3BUMOCTEH HaXMuTe KHONKY MMmopr mene u3
aKTHUBOB U OTMeTbTe HykHBIe |IP-anpeca (ecimm IP-aapec BbIOpaH, psiioM ¢ HUM B IYCTOM KBajpare
MOSIBUTCS TaJlouyKa) WIM HaXMHuTe KHONKY Bbigenutb Bce (Bce IP-ampeca B mose OyayT oTMeueHBI
aBTOMaTHYECKH). 3aTeM HaXMHUTE KHOTIKY BbIOpaTh u ormMeuenHnsle IP-aapeca nosiesites B nose Leman.

Jns 3arpy3ku 1eneil ckaHMpoBaHUs U3 (paiiina MOJATrOTOBHTE COOTBETCTBYIOIIMM CIHMCOK Lesel
noucka ys3Bumocterd B popmare TXT, rme ogHa cTpoka MoDKHA coaep:kaTh Tobko oamH IP-ampec
KoMIIbloTepa. 3areM Hakmute KHONKYy MmmopTt ueseil u3 ¢aiijaa 1 B OTKpBIBIIEMCS OKHE BbIOEpHUTE
Gbailn ¢ UMIIOPTUPYEMBIM CIHCKOM, Jajiee HaKMUTe KHONKY OTKpBITh. [lepedens nenell ckaHMpOBaHUS

IIOABUTCA B IIO0JIC He.]'ll/l.
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QHONM3 3OWMLIEHHOCTH

ImasHan / MpoekTsl /| Hosoe TecTMpoBaHWe / TMOMCK yA3BMMOCTEH /| HoBOE CKaHWpoBaHue

bazoeble
CHITERTETTLENTE R  BLicTpan (No ymon4ainio)

BhIABNEHUE XOCTOB Lienw * Mpumep:
192.168.1.1,
192.168.1.0/24
CkaHWpoBaHue NopTos 192 168.0.1-16
“
PaclmpeHHblie

= iMnopT uerei U3 akTMBOB & Vimnopr uenei us dgaiina

3anaua

Pucynok 23 — OcHOBHbIE HACTPOHKH CKaHUPOBAHUS

Hanee BbIOEpUTE MOJUTHKY cKaHupoBaHus. [lo ymomuanuio ycraHosieHa bwicrpasi. Eciu
HE00X0/MMO CMEHMTh NOJMTHUKY CKaHMPOBAaHUS, HAXMHUTE Ha KHONKY BbicTpasi (o yMo/4aHuio) u

BbIOEpUTE OAHY M3 0A30BBIX MOJUTHK WK co3zaiTe cBoio (PucyHok 24).

&t's Ckanep-BC

% &¥ QHONM3 30WMILIEHHOCTH

[nasHaa / MMpoekTsl | Hosoe Tectuposanne | Mowck yaasumocTeld | Buiop NonUTUKM ckaHUpOBaHUa

Bbi6op nonmtukm

baszoBble NONUTHKK

&R ke J

Beb-npunoxeHus MycTomn wabnoH BoicTpas
CkaHupoBaHwe Beb-cepBrcos Nns coanaHna cobBCTBEHHON NOMNTUKN G HY NS BhICTpbIi NOMCK KPUTWYHBIX YA3BMMOCTER

[NonHoe CKaHWpoBaHWe

CKaHHpOEaHI."Ie BCEX W3BECTHBIX YA3BUMOCTER

[Nonb3oBaTenbckue NOAUTUKK

Pucynox 24 — BpI00p OJTUTHKYA CKAaHHUPOBAHUS
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JlononHuTENpHbIE HACTPOWKM CKAaHUPOBAHUS PACIIOIOKEHBI Ha BKJIaJKax BbIsiBJIeHHEe XOCTOB,
CxanupoBanue mnoprToB, Pacmumpennbie (PucyHok 25) u HCHONB3YIOTCS ONEpaTOpPOM  IMPHU

HEO0OXOIUMOCTH.

Cxkanep-BC x #n & =

'6e® CHONM3 3ALMLLEHHOCTH

[nasnag / MpoekTel | HoBoe TecTpoeadue | lMowck ya3eumocTed | Hosoe ckaHvposaHve

Basoeble

Obume
BbisiBNeHne XOCTOB
BeaonacHele NpoBepkK .
CkaHMpoBaHWe NopToB
NonHomouna
PacwmpeHHble
SMB 3
3apnava
A SSH )
MNpon3BoANTENBHOCTE

TaidmayT ceTw, cek 5

TailmayT Mex oy 3anpocami, cek 5

3anyctutb OTmeHa

Pucynox 25 — PacmmpeHHbIe HaCTpOHKH

Brutouennslii Tym6nep be3omacHble MpoBepKH TO3BOJSET HCIOJIB30BaTh NMPU TECTHPOBAHUHU
TECTbI, KOTOpbIE HE MPUBEAYT K HApYUIEHUsSM B paboTe CKaHUpyeMbIX cucteM. Jlins mpoBeneHus
TECTUPOBAHUS C TMOJHOMOYMAMHU aJIMHUHHMCTpaTropa BkiItounte TymOiaep SMB (st pabGoueil cranuuum c
OC cemeiictea Microsoft Windows), SSH (s paboueii cranmuu ¢ OC cemeiicta Linux) u BBeauTe
JIOTVH ¥ TapoJb aIMUHHACTPATOpA.

Ha Bknaake 3agaua (PucyHok 26) HEOOXOAMMO yKa3aTh UMs U OMKCAaHHE B COOTBETCTBYIOLINE
nyctele moyis. Ecim mosis OCTaBUTH MYCTBIMM, OHM OYAYT 3allOJHEHbI ABTOMATHUYECKH, UCXOIs W3

YKa3aHHbBIX HaCTPOEK CKAHUPOBAHMUS.



26

21’ Ckanep-BC

'ee® CHONM3 3OWMLLEHHOCTH

['nasHas / lNpoekTsl | HoBoe TecTwpoBaHue | [Mowck ya3suMocTel | HoBoe ckaHMpoBaHWE

Bazoeble
Mma BeepguTe nMa

BbisBneHwe XxocToB OnucaHmne BeepnnTe onucanve
CkaHMpoBaHWe NopToB
PacwmpeHHble

3apava

3anycTuTb OTmeHa

Pucynok 26 — Mwmst 1 onvcanune CKaHUPOBAHUS

Jlnst Havaa mpolecca CKaHUPOBAaHUS HAXMUTE KHOIIKY 3amycTuth (PucyHok 26).
3.4.4. 3asepuieHue paboTbI
[Tocne 3amycka ckaHMpoOBaHUS B TaOMuIly Ha BKIaake 3amaum Oyner A00aBieHa CTPOKa,
coJiepKamas HoMep 3a/a4u, ee UMsi U WHAUKatop craryca (PucyHok 27). Xenteni 1BeT mHAMKAaTopa
03HAYaeT, YTO B TEKYIIUH MOMEHT CKaHMPOBAHME BBIMOJIHSETCS, 3€J€HBI — CKaHHUPOBAHUE YCIELIHO
3aBepILEHO, KPACHBIH — MPOLIECC CKAHUPOBAHUS 3aBEPILEH C OIIMOKOM.
{3 Sramepas s x ¢ & O

rnaexas / MpoexTbl / 111/ TMOMCK yA3BHMOCTER

YA3BMMOCTH 3apaun
Mouck:

#  If Wmm Bpems 3anycka Bpems 3aBeplieHnA Cratyc

2 Mowcx yAssuMoCTel (BHICTpan) AnA 192.168.5.214 05.03.2018 17.18:54 05.03.2018 17:41:01 N

Pucynox 27 — Pe3ynbTaT CKaHHPOBaHUS

IIocne 3aBCPHICHUA CKAaHHUPOBAHUSA Ha  BKJIAAKC YA3BUMOCTH TIOSBATCS JaHHBIS 00

00HaApPYKEHHBIX YSI3BUMOCTSIX, KOTOpPbIe OYAYyT CrpynmnupoBaHsl B Tabnuiy (Pucynok 28).
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Ckanep-BC a x & & o

L CHONK3 3AWMLLEHHOCTH

ImasHan / MpoeKTL Hosoe TecTMpoBaHHe / MOMCK yA3BUMOCTER

YA3BUMOCTH 3apaun

MomMck:

YpoBeHb
# Xoct Mopt Onncanue CVE pHCKa

Cnyx0bl pacnpeeneHHoil BoMUCTUTENLHOM cpefbl / yaanenHsx npoueayp (DCE / RPC) unu MSRPC Ha yaneHHOM XoCTe MOryT ObiTh

1 192.168.5.134 | 135
nepednucneHbl NyTem NoAKNioYeHH K NopTy 135 U BLINONHEHWA COOTBETCTBYIOLUX 3anpoCcoB

CpeaHuit

2 192.168.5.134 | 445 3TOT CKpUNT 0GHAPYXMBAET, YTO NOPT 445 11 139 OTKPLITH W ECNW OHK 3anyckakT cepeep CIFS / SMB. 3ameTka

3 192.1685.134 0 3T0T NVT 0005LAET TEXHUYECKYIO MHOPMALIHI0 O CKAHAPYEMOM XOCTE COBPAHHBIX BO BPEMA CKAHUPOBaHMUA 3ameTka

Pucynox 28 — Pe3ynbTaThl moucka

3.5.  Dkcmnyaranus

3.5.1. Kpatkoe onucanue

®da3za DkcmiayaTanus oObCIMHSCT JIBE 3a7a4i: CETEBOM ayJUT MapoJie U MOUCK IKCHIOUMOE —
BO3MOKHOCTEH HECAaHKIIMOHUPOBAHHOTO YJAJICHHOTO MCIOJb30BaHUSI PECYPCOB KOMIBIOTEPa (AOCTYH K
nH(OPMAIINH, YKCILTyaTaI[Usl BRIYMUCIUTEIIBHBIX MOIITHOCTEH, BO3MOXKHOCTh JICHCTBOBATH OT JIMIIA APYTHX
M0JIb30BAaTeNIei) OCPEACTBOM CIEUUATIBHBIX MPOrpaMM WiM 6e3 HuX. YacTo SKCIJIOWTOM Ha3bIBaIOT
[IporpamMmy, MpeJOoCTABIISIONIYI0 BOBMOXXHOCTh UCIIOJIb30BAaHUSI PECYPCOB KOMITBIOTEPA.

3amaya CETEBOTO ayAuTa MapoJieid — BBISABICHUE BO3MOXKHOCTH TOJIYYEHHS JIOCTYIA K pecypcam
KOMITHIOTEPOB B MPOBEPSEMOM CETH IyTEeM IMOA00pa MMEHH U TapoJisd MOJb30BaTeld. 3ajadya TOHMCKa
9KCIUIONTOB — TECTUPOBAHUE KOMITBIOTEPOB B MPOBEPSEMON CETU HAa BO3MOYKHOCTh MX MCIOJIb30BaHUS
OTHMCAaHHBIMH BBIIIE CITIOCOOaMHU.

3.5.2. 3amyck

s 3amycka CeTeBOTO ayAuTa Tapojied M IMOMCKa HKCIUIONTOB HAaXMUTE KHOMKY 3agauM B
cekrope Jkcmayaramus (Pucynok 12).

3.5.3. Tlowuck 3KCTIIONTOB

Jns  mnpoBeneHHs ~— TECTUPOBAHHSA  BO3MOXKHOCTH  HECAHKLIHMOHHPOBAHHOTO  YAAJIEHHOTO
HCIIOJIb30BaHUS PECYPCOB KoMITbioTepa BbibepuTe BKIaaKy Ilouck saxcmnoiitoB (Pucynok 29).

Ecnu mepen 3amyckoM TOHMCKa OJKCIUIONTOB B MPOEKTE OBUIM TMPOBENEHBI MOUCK Menei (c
BKJIIOUEHHOM (yHKIMeld OmnpenejasiTb BepCHH CeTEBBIX MPOTOKOJIOB) U TOWCK YS3BUMOCTEH, TO
HOKMHUTE KHONKY ABTOMATHYECKHMH MOMCK JKCIUIOWTOB, B MHOM ClIydyae HOXMUTE KHONKY Py4dHoit

MOUCK IKCIIOHTOB.
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'g Ckanep-BC

CQHONW3 3ALMLLEHHOCTH

[MmagHanA / MNpoekTbl / HOBOE TECTMPOBaHWE | JKCMNyaTaluA

[MOWUCK 3KCMMONATOR CeTeBoi ayauT naponen 3apaun

ABTOMaTHYECKMH NOWCK IKCNNOATOB PY4HOIA NOWCK 3KCNOATOB

MoMCK:

# IE  Aapec MyTe HaaBaHue 3KcnnonTa Onucaxnwe BepoATHOCTE C60A CHCTEMBI

B Tabnuue HET AaHHBIX

Pucynok 29 — Bxanka «Ilouck 3KcrmoiToB»

[Tociie HaxxaTuss KHONKM ABTOMATHYECKHMH IOHCK JKCIVIONTOB OTKpoercs okHO Hacrtpoiika

aBTOMATHYECKOTr0 MOUCKA IKCII0iiToB (Pucynok 30).

'g Ckanep-BC

CQHONKW3 3AWMLLEHHOCT

Imaexad | MpoekTsl /| HOBOE TECTUPOBaHWE | SKCMNyaTauus /| ABTOMATMYECKWE MOMCK 3KCMIIONTOB

HacTpoiika aBToMaTU4eCcKoro Nnoucka a3KCniionToB

Llens BriGepuTe U3 paHee CkaHMpyeMbIx Lenen v
Tun cepeuca .
MpoaykT .
BepcuAa .
CTpOrui nouck .

OTMeHa

Pucynok 30 — MHTepdeiic HacTpOHKH 1 3aITycKa aBTOMAaTHIECKOTO IMTOMCKA IKCIUIOHTOB

B nonte Leawb Beioepute IP-aapec. 3amyck TeCTUpOBAHUS MOKHO MPOU3BECTH TOJIBKO JJISI OJTHOTO
IP-anpeca. [lanee ykaxkute Kputepuu mnoucka skcruioiTos: Tum cepBuca, Ilpoaykr, Bepcusi. Tym6Gnep
Crporuii mouck m00aBIS€T YCIOBHE, YTO TIO BBIOPAHHBIM KPHUTEPHUSM OYIEeT MPOBEACH IOUCK
AKCIIJIOWTOB, JUIsl KOTOPHIX BCE BhIOpaHHBIE MapaMeTphbl MOUCKa OyayT UMETh 3aJaHHble 3HAUEHUs, €ClIU
TyMOJiep BBIKJIIOUEH, OyJIeT MPOU3BEIEH IMOUCK AKCIJIOWTOB, JJII KOTOPBIX COBMATAeT XOTS Obl OJUH
napamerp noucka. llocrme 3aBeprieHuss HACTPOMKHM JUIsl 3allyCKa TECTUPOBAHUS HAXKMHUTE KOIKY
3anycTuTs.

ITocne naxatusi KHONKM Py4yHOM MOMCK J3KCIUIOWTOB OTKpoeTcs okHO Hacrpoiika py4dHoro

noucka sxcmioiToB (Pucynok 31).
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.q!g Cxkanep-BC

QHONM3 3ALWMLLEHHOCTH

ImasHanA /| MpoekThl / Hosoe TecTMpoBaHue /| Jkcnnyatauma /| Py4HON NOWCK 3KCNOMTOB

HacTpoika py4HOro noucka akcrniomToB

Lens BEIGEPUTE W2 DAHEE CKAHUPYEMBIX Leneil v

Knigueskle croea * MpuMep: java rmi server

OTMmeHa

Pucynok 31 — MnTepdeiic HaCTpOHKH U 3aITycKa py4HOTO TIOMCKA SKCIIJIOWTOB

B none Heas BBeaute IP-aapec. 3amyck TecTUpOBaHUS MOKHO MPOU3BECTH TOJIBKO YISl OJTHOTO
IP-anpeca. B mMuoroctpouynoe mosie KiioueBble cjI0Ba BBOISITCS MapaMeTpbl MOMCKa — (ParMEeHTHI
TEKCTa, KOTOpbIE JOJKHBI 00s3aTeNbHO MPHUCYTCTBOBaTh B HA3BaHMHM, ONUCAHMU U JAPYIMX JAaHHBIX
HKCIUIONTA U3 0a3bl SKCIUIONTOB. OJIHA CTPOKAa MHOTOCTPOYHOI'O IOJIS JOJKHA COJEP’KaTh TOJIBKO OJHO
3HayeHne. Korma Bce mapameTpbl OyayT BHECEHBI, HaXMUTE KOMKY 3amycTuThb. [lomck Oyner
MIPOU3BOIUTHCS AaHATOTUYHO CTPOTOMY TIOUCKY.

3.5.4. CereBoii ayqut naposieit

[lepeiinnte Ha Briagky CereBod ayauT mapoJseil n Haxmure Ha KHonky Hoswii moadop

napoueii (Pucynok 32).
.q!g Cxkanep-BC

QHONM3 3ALWMLLEHHOCTH

MmaeHan /| MNpoekTel /| HoBoe TECTMPOBaHKWE | JKCNNyarauna

[NoWCK 3KCNNOATOR CeTeBoi ayaouT naponen 3apaun

HosbiiA noabop naponei

MoMCK:

# I8 Xocr MopT Cepenc MonezoBaTens Napone

B TaGnuLe HET AAHHEIX

Pucynox 32 — Hntepdeiic 3amycka noadopa naposneit

Ha Bxianke Ba3oBble pacrosnoxeHsl 0a30Bble MapaMeTpsl CETEBOTo aynuTa maposeil (Pucynox

33): Tectupyemblii cepBHC (TPOTOKOJ), MOPT (€CIM WMCIONB3YeTCs MOPT HE MO YMOJYAHHWIO) W IICNH
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tectupoBanus: [P-agpec, cetb nnm nojcers. Llenn MoKHO 3a1aTh BpYyYHYIO, UMIIOPTUPOBATH U3 MOUCKA
LeJIeH WK 3arpy3uTh U3 Qaiiia.

Jns 3arpy3ky nened U3 akTUBOB HaXMHUTE KHONKY MMMIopT meseii M3 aKTHMBOB, OTMETHTE
HyxHble IP-anpeca (ecnu IP-agpec BpIOpaH, psSIoM ¢ HUM B IyCTOM KBajpaTe MOSBUTCS Tajoyka) WU
HOXMUTE KHONKY Bblaeautb Bce (Bce |IP-ampeca B mone OyayT OTMEYEHBI aBTOMATHYECKH). 3aTeM
HOXMUTE KHONIKY BbIOpaTh 1 otmeuennslie IP-anpeca nosisarcs B nmose Lesn.

Jns 3arpy3ku Lesneil ckaHupoBaHus U3 (Qailia MOArOTOBbTE COOTBETCTBYIOIIMN CIHUCOK Lieieit
norcka ysasBumocted B popmare TXT, rie oaHa cTpoka TOKyMEHTa OJKHA COJepKaTh TOIbKO oauH IP-
anpec. 3ateM HaxmuTe KHONKY MMmopTt ueseid u3 ¢aiijia u B OTKpHIBIIEMCS OKHE BbIOepuTe (aiin

uMmnoprupyemoro crnucka. Haxmure kHonky OTkpbITh. [lepedens neneii nossutcs B nojie Llean.

Ckanep-BC s x & & o

CHANK3 3AWMLLIEHHOCTH

[maeHan / MpoekTbl / Hoeoe TecTMpoBaHue /| 3kcnnyarauws /| Hosbiil noaGop naponei

Ba3oebie
Cepsuc * fip v

Monk3oBaTenn YKa3aTs NopT i

Lienu * Mpumep:
[Naponw 192.168.1.1
192.168.1.0/24,
192.168.0.1-16
PaclumpeHHbie

3apaua

OTmeHa

Pucyrnok 33 — OcHOBHBIC HACTPOIKH TTOI00pa MapoJiei

st Toro, uToOBI yKa3aTh CepBHUC (ITPOTOKOJ), HAKMUTE JIEBOM KHOTKON MBIIITK HA BbITIAJAIONINAN
CHUCOK HarpoTuB Haamnucu CepBHUC U BEIOEPUTE HYKHOE 3HAUCHHE.

Ha Bkimagke Ilosib30BaTed HEOOXOAMMO 3a1aTh HMACHTH(PHUKATOPHI (MMEHa, JIOTHH)
MoJIb30BaTesIeH MpoBepsieMbIXx paboumx crannuii (PucyHok 34). 3agarh WX MOXKHO BPYYHYIO B ITOJIE
IMoab30oBaTenu wim uMnoptTupoBath u3 (aitna B popmare TXT, rie oHa cTpoKa TOKYMEHTa JIOJDKHA
CoJiep>KaTh TONBKO OJHO UMs. JlomomHuTenbHble HacTpolku (Cnucku mo ymonauyanuio, Haiigennbie

paHee NMOJIb30BATEJIH) UCTIONB3YIOTCS OTIEPATOPOM MPU HEOOXOAUMOCTH.
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&i’s Ckanep-BC

ee® CQHONM3 3AWMLLEHHOCTH

ImagHas / MpoekTsl /| HoBoe TECTMpoBaHWe /| Skcnnyatauyms /| Hoewid nonGop naponei

Ba3zoBble

MonbsoBarenu Mpumep:

admin,
Monk3osateni roct
P

MNaponw

WiMnopt U3 dafina |l BuiGepuTe daiin
PacwmpeHHsle

CNUCKA NO YMOM4aHHD ©
3apada HaiifneHHele paHee &

nonL3oBaTeny

Pucynok 34 —Bxknaaka «[lonb3oBarenm

Ha Bxianke Iapoau B mose Ilapoau HE0OX0AMMO yKa3aTh KOMOMHAIMK OyKB U IUQP, KOTOPHIE
OyIyT WHCIIONB30BaThCsl B KaudecTBe ayreHTH(uKanuonHoi wuHpopmanuu (Pucynokx 35). Kaxmas
KOMOMHAIMS JOJDKHA HAXOIUThCS Ha OTHENbHOM cTpoke. HacTpoiiku mporpamMmbl MOAIEPKUBAIOT
3arpy3ky napojueit u3 ¢aina B popmare TXT, rae oqHa cTpoka JOKyMEHTa JIOJKHA COJEPkKATh TOIBKO
oauH napois. JlononautenspHbie HacTpoiiku (Ilaposm mo ymomuanuio, HalineHHble paHee mapoyu u

JIpyTUe) UCTIONB3YIOTCS OTIEPATOPOM MPU HEOOXOUMOCTH.

&1’ Ckanep-BC

'8g® OHONW3 FOLMLLEHHOCTH

maetas / MpoekTbl / Hosoe TecTMpoBaHue / 3Kcnnyatauywa / Hosuli nogbop naponei

bazosuie
Maponu Mpumep:
123456,
Monb3osatenn querty
~&
Maponu
MOAKIIOYNTS CNOBapL - v
PacuuperHsie VIMNOpT U3 haina I BuiGepuTe aiin
3apava Maponu no » MpoBepUTL Naponk, »
YMOMMaHUID COBNAAAIOLLMIA C NOTHHOM
HaiaeHHbie » MpoBepuTL Napons, »
paHee naponu COBNAAAWLLNI C NOTHHOM
8 00pATHOM nopAgKe
MpoBepuTe » (admin-nimda)

NyCTOif napons

Pucynok 35 — Hactpoiika monbopa mapoieit
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Jliist 3aBepiieHus mog00pa naposield mpyu mepBoi mo1o00paHHON mape UMs - aposib IEepeuIuTe Ha

BKiIagKy PacmmpeHHble u akTUBUpYHTe 3aKOHYUTH NOAOOP NPH MNEPBOM IOJIOKHUTEIbHOM

pesyabtare (Pucynok 36).
.4:‘; Cxkanep-BC

QHONM3 3ALWMLLEHHOCT

nasHas /| lMpoexTel [ HoBoe TecTmposaHne /| Skennyataums | Hoswlid nonBop naponeit

BazoBble
3aKOHYWTE I'IOJJ.ﬁOp NpW NEPBOM NONOXUTENEHOM .

peaynbTare

Monb3oBarenn
BpeMﬂ 0XNOaHNA MEX Y COSONHEHNAMW, CEK

MNaponwn
PacwmnpeHHble

3anava

OtmeHa

Pucynok 36 — PaciipeHHbIe HacTpolKH 1o100pa mapoJieit

Ha Bknanke 3agaya HeoOXOAMMO 3a7aTh Ha3BaHHWE M ONMCAHUE JJs 33Jayd TOUCKa B
COOTBETCTBYIOILIUE ITyCThIe MOJsl. ECliu mosst 0OCTaBUTh MyCThIMU, OHU OYAYT 3all0JIHEHbl aBTOMAaTHUECKH,
MCXO/IS U3 YKa3aHHBIX HACTPOEK TECTUPOBAHMSL.

Haxwmute kHoniky 3anmyceruth (Pucynok 36).

3.5.5. 3aBepienue paboThI

[Tocne HaxaTus KHONKK 3amyCTUTh Ha BKJIaJKe 3aga4M B TaOJIUIE MTOSBUTCS HOMED 3a/1a4M, UM
n uHIuKatop craryca (Pucynox 37). XenTwlii 1BET WMHAMKATOpa O3HA4YaeT MPOIECC CKAaHUPOBAHMSA,

3€JICHBI — 3aBEPIIICHUE CKAaHUPOBAHUS, KPACHBIM — MPOIIECC CKAHUPOBAHMS 3aBEPIIIEH C OMHUOKOM.

{¥’s Ckanep-BC e x o &
AHANM3 3AWMWEHHOCTH
Imaexan / Mpoekte /[ 111 / 3kcnnyarayma
[NoWUCK 3KCNNOWTOB CeTeBOW ayauT naponei 3apaun
Mowck:
# If Wma Bpemn sanycka BpeMA saBepweHns Craryc
4 OHnaiih nopGop ana 192.168.5.214 05.03.2018 17:26.14 05.03.2018 17:26:17 @ C
3 OHnalik nonGop Ans 192 168 5.214 05.03 2018 17:25'51 05.03 2018 172551 [ ownka ] & C

Pucynox 37 — Tabnuua 3a1a4
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[Tocne 3aBepiieHust ckaHMpoBaHUS Ha BKiaake CeTeBOMl ayaMT mapoJei NOSBATCS JaHHBIE O

nonobpanueix mapoyisix (Pucynok 38), a Ha Bkimagke IMoMCK SKCIUIOWTOB Ta0nwia ¢ HallJICHHBIMH

skcmionTamu (Pucynok 39).

¢i's Ckanep-BC

QHAONM3I 3CWMLLEHHOCTH

ImagHaa / MpoekTl /| HOBOE TECTUPOBaHWE /| 3KCANyaTauua

[NOWCK 3KCMNONTOR CeTeBoW ayauT naponein 3anaun

Hosbiit nogbop naponen

Mownck:
# Il Xoer Mopt CepBuc Monk3oBaTens Mapone
1 192.168.5.214 21 fip fip password
2 192.168.5.214 21 fip fip ptt
3 192.168.5.214 21 fip fip fip
Pucynox 38 — Mudopmanus o moo0paHHBIX MapOIsIX
£i’s Cxanep-BC a x &« & o

®ee® aHanM3 3aWALLEHHOCT

nasHan / MpoekTbl / HOBoE TECTMPOBaHME / SKcnyaTaLma

Moeuck aKkcnnonTor CeTeBO# ayauT naponen 3agaun

ABTOMaTHUECKAIi NOMCK KCnofiToE [l PYuHOi MOUCK KCNIOTOR:

TMowcek:

BeposTHOCTS
# |k Appec nyTe HasBaHue 3KCnnoWTa Onucanue CB0R CHCTeMBI
CTRE MS05-017 Mepenonkerue 3TOT MOAYIb UCTIONL3yeT NepenonHenie Bycepa CTexa B uHTepelice RPC ANA CyxOk! Microsoft Message Queuing. CMeLIeHIe k 06paTHoMy afipecy
1 4 windows/dcerpc/ms05_017_msmg MyTH CNYKObI Q4Epen WIMEHAETCA B 3aBUCHMOCTH OT NMHE! HMEHH CUCTEMHOTO XOCTA, NOITOMY 3T0 HEOOXOAUMO NPENOCTABHTE C NOMOLLLI ONUMKH «HNAME». BoMbLIoe
COOBILEHHI Microsoft €nacubo Snort.org W OTTIMYHOMY caitTy MSRPC ot Jean-Baptiste Marchand

Cpeataa

Pucynok 39 — Mudopmanus o HaiiIeHHBIX IKCIUIONTAaX

3.6.  Oruersl

3.6.1. Kparkoe onucanwue

JlokyMeHTUpOBaHHWE  SIBISETCS  HEOTHEMJIEMOW  YacThl0  aHalu3a  3allUIICHHOCTH
nH(pOpMaMOHHON cucTeMbl. [t 00beIMHEHHsI pe3yIbTaTOB BeexX ATanoB TecTupoBanus B [1K «Ckanep-
BC» ucnone3yercst cekrop Otuer (PucyHok 12), ¢ MOMOIIBI0 KOTOPOTO MOYHO MOCTPOUTH OTYET C
pe3yabTaTaMi TECTHPOBAHUH.

3.6.2. Hactpoiiku oTueTa

[Tocne Toro kak ObuT BEIOpaH cekTop OTYET, B HEM OTOOpa)KaeTCs CTpaHUIlA C MPEIBAPUTEILHO
MTOCTPOSHHBIM IMOJHBIM OTYETOM, KOTOPBIH MOXHO TIPOCMOTPETh U SKCTIOPTUPOBaTh B popmare PDF wim

HareJaTaTh ¢ IOMoIbi0 KHONKY IleyaTs.
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Jsis HacTpOUKH OTYETa MOKHO BOCITIONIB30BAThC KOHCTPYKTOpoM oTuera (Pucynok 40), koTopblit

MOKHO aKTHUBUPOBATH C IOMOIIBIO KHOIIKN HaCTPOﬁKI/I (aKTI/IBI/II)OBaH 10 YMOJ'I‘-IaHI/IIO).

21 Ckanep-BC

"‘l"‘ CHONM3 30WMLLEHHOCTH

"naeHasa / MNpoekTel /| Hoeoe TecTWpoBaHwe /| OTYET

HacTpoiikn Mevyats

Hactpoitkn oTyeTa

Peawome
MopTe
Ya3suMocT

Maponw

JKCNNORTH

MpumeHKTE

Pucynok 40 — KoHCTpyKTOp OTUETOB

[TonHbIl oTueT coctouT U3 cienywmux pasaenos: Pesome, IlopTsl, Yassumoctn, Ilapoan u
Ikeni0iTel. Paznen Pe3sloMe comep uT KpaTKyto MH(GOPMAIUIO MO0 BCEM dTaraM TECTUPOBAHUS B BUIE

JUarpaMM M o0IIel TabaHIIbl pactpeieieHus ya3BuMocTel o xoctam (PucyHok 41).
£’ Ckanep-BC 2 x u O o

Inaswas | MpoekTsl ' MMokas 25-08-17 | Otuér

Hacrpoitkn MesaTs

ll CkaHep-BC OTuér

Vus npoexta Mokas 25-09-17
Onucatue

Tun ot4éTa Ot

laTa (hopMUpoBaHNs 27.09.2017 12:3¢:32

Oblee KONMUECTEO XOCTOR 3
Pesiome

PaGnpe,1eNeHe XGTOB 10 ONEPAUMOHHBIM GHGTE HaM Pacnpesiene Hie ysiaBMMOCTeN N0 YPOBHAM PNGKa Pacnpe/iene e Napone No YpoB HAM GTORKOGTA Pacnpesiene Hite SKCMNONTOB 110 YPOBHAM BEPORTHOGTH GEOR GHGTEMbI
20

W Kpnisecknn N Ouens cnabuit 0 Huskas
o [ . Cratui
0 8 Gpennnn

B Huakai
05 W 3awetka

o

Linux Windows.

Tabnuua pacnpeeneHusl ya3sBuMocTedl no xocTam
Yoot/ YposeHs pucka KpuTisHbIi Buicoknit Cpentmit Hunakuit Beero

192.168.5.214 6 6 12 4 28
Pucynok 41 — ®parment otuera [1K «Cxanep-BC»

Pazmen IMoptel coorBercTByeT ¢dasze Ilomck meneii, pazgen Ysa3zBumoctu — (aze Ilouck

ysaszBuMmocTeii, paznen Iapoamn n Ikemnoitel — Qaze Ixenayarauus. [Ipu HeoOxoaumocTu Jro0on
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pas3zen oT4eTa MOKHO HCKIIIOYUTHh M3 KOHEYHOrO OTYeTa MO TECTHMPOBAHUIO, Ui 3TOTO HEOOXOIMMO C
MOMOIIBIO JICBOW KHOINKM MBIIIM OTKJIIOYUTh TyMOJIEp HAIPOTHB KaXKJIOTO HMCKIIYAaeMOro paszeia
oT4YeTa, 3aTeM HaxaTh KHONKY IlpuMeHnTh. OTYET N3MEHUTCS COTJIACHO HOBBIM YCIIOBHSIM.

3.7.  PabGora ¢ ”HCTpyMEHTaMH

3.7.1. CpenctBo ayaura OC Astra Linux

CpenctBo aymuta OC Astra Linux mpenHazHadyeHO JUIs ayuTa HACTPOEK KOMIUIEKCA CPEACTB
sanmtel OC crienuanbHOro HasHadeHus «Astra Linux Serial Edition» mo Tpe6oBaHusM 6€30MacHOCTH.

3.7.1.1. 3amyck momyst

Moayine 3amyckaercsi u3 BeO-unrepdeiica Ayaut OC Astra Linux win U3 MOJMEHIO cTapTepa
npunoxxenui (red hat) — Iouck ys3Bumocreit — Ayaut OC Astra Linux.

ITocre 3amycka OTKpoeTcsi OKHO TepMmuHana (PucyHok 42).

root@scanner: —

®aiin [lMpaeka Bknagkw Cnpaeka

Pucynok 42 — OxHO TepMuHana
3.7.1.2. Pabora c mogynem
Jns 3amycka mporecca ayAauTa, HEOOXOJUMO 3allyCTHTh CKpPUIT Ha MpoBepseMoil paboueit
cTaHIMHU. J[7151 3TOr0 B TepMHHaie HEOOXOIMMO MPOIKCaTh KOMaHIy, B KOTOPOIl yKa3aHbI M0JIb30BATEh
u [P-anpec Tectupyemoil paboueil cTaHMU U HaXaTh KiaaBuiry Enter. JIomoiHUTENbHO MOXKHO YKa3aTh
nanky Juisg coxpaHeHnus oryetra. Ha pucynke 43 nokasan npuMep KOMaH[bl 3allycka CKpUITa Ha paboueit
cranuuu ¢ IP-agpecom 192.168.1.57 non ydeTHOM 3aMChIO MOJIb30BaTENs 00t M yKazaHHOM mankoi root

AJId COXpaHCHUA OTUETA.
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root@scanner: —

®awn [paeka Brknagkn Cnpaexa

ona

Pucynok 43 — Ilpumep KoMaH bl
B Ttepmunane 6yner oTobpaxeHo cooOIIeHHE O MOATBEPKICHUH TPOBEICHUI ayiuTa Ha pabodeit

CTaHLIMM, yKa3aHHOU B koMaHJe (PucyHok 44). Beenute B TepMuHaie Yes u HaxxMuTe KiaBuiry Enter.
root@scanner: ~

@ain lMpaeka Bknagkn CnpaeBka

Pucynok 44 — CooO1ieHne 0 moaTBEPKICHUH

Jlnst Hayasta ayuTa HeOOXOAMMO yKas3aTh Mapoiib MMOJb30BATeNs, YKa3aHHOTO B KoMmaHe (PucyHok 45).
Ecm aymur OC Astra Linux mpoBoauTcst Ha paboueii CTAHIMH BIIEPBBIC, MApOJb OyIET 3alpoIieH JIBaXKIbl.

Beenure B TepMuHae napoib M HOKMUTE KiIaBuIry Enter.
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root@scanner: —

@ann [lpaeka Brnapkn Cnpaeka

Pucynoxk 45 — Coo0mieHue o 3anpoce napoJs

B oxHe TepMuHaa Oyzet nmokasas npoiecc ayaurta (Pucynok 46).

root@scanner: ~

@ann lpaeka Bknagkn CnpaeBka

Pucynok 46 — Ilpouecc ayaura

O 3aBeplleHNH TpoIIecca ayIuTa B TepMuHaie 0yeT BeiBeaeHo coobmenue (Pucynok 47).
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root@scanner: —

@ann [lMpaeka Brknagkw Cnpaeka

+

Pucynok 47 — 3aBepiueHue ayaura
B mamke, yka3zaHHOH Al COXpaHEHHsS OTYETa, MOCIE 3aBEPLICHHS ayauTa OyIeT pacroIOkKeH
apxuB c (QailaMmu otueToB. JJIT pa3apXuBaIllMU BBEAWTE B TEPMHUHAJIC KOMaHIY, NMPEJACTABICHHYIO Ha

pucynke 48, u Haxxmute Enter.

root@scanner: ~

@ann lNpaexka Brnagkwn CnpaBka

t
t
-t.
t
t
t
t
t
ts,
t.

108%

Pucynox 48 — Komanpa pazapxuBaruu
B manke, yka3aHHO# 1711 COXpaHEHHS OTYETa, TOCIIE 3aBEPIICHUS IpoIlecca pa3apXuBalui OymayT

pacrosioskeHbl ¢aitiel otyeta (Pucynok 49).
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" | tests - o x
@awn [llpaBka Bwao 3aknapgkn Meperntn WHCTpyMeHTsl CnpaeBka
vl [ vy [
PN Go v o @ Jroot/tests %
To4ykw BXoOa hd ) y ) . \
NoMaLWHAA Na...
PaBoYMit CTON all_errors.log chkconfig.log netstat.log other tests.| parsec test.l
EN og og
@ KopauHa . \
E@ MpyunoxeHKWA

postgresgl.lo security_upd

g ates_1.5.log

7 a3NeMeHTOoB CeobopHoe mecTo: 1,8 Twk (Bcero: 2,0 MTmE)

Pucynok 49 — ®aiinbl oT4ETOB

B ¢aiine «all_errors.log» conepxurcs uadopmarms 06 ooHapyx)eHHbIX omrrbkax (Pucynok 50).

[ 4 all_errors.log - o x

@®arn Mpaexka [MNowck [MapameTpel Cnpaeka
pTyeTw no parsec m PostgreSOL cMoTpUTe B COOTBETCTBYWWMX NOrax

Security Updates for 1.5 BDU:2016-081146
OGHapy®eHs YAZBUMOCTH FAIL

Security Updates for 1.5 BDU:2016-81573
B ¢paine susr/lib/GraphicsMagick-1.3.16/config/delegates.mgk npucytcTeyeT cTpoka =delegate decode="gplt" command-

Security Updates for 1.5 BDU:Z-2016-01583 & BDU:Z-2016-01584
HesepHwie npaea pocTyna pns gaiana Jusr/bin/lnstat FAIL

Security Updates for 1.5 BDU:Z-2016-81589
PazpeweHa aBTOMaTHMUeCkan 2arpyzka mogyna apgpa libertas cs FAIL

Security Updates for 1.5 BDU:Z-2816-81598
Pa3peweHa aBTOMAaTHMUECKaA 3arpysxa moayna apgpa kalima FAIL

Security Updates for 1.5 BDU:Z-2816-81591
Paspewena asToOMaTHJYeCKan 3arpy3ka MOAyna Agpa smsSc75xx FAIL

Pemum 3MC BoikN0YeH FAIL

JanpeT YCTaAHOBKM WCNOMHAEMOro OMTa BLIKMHNYEeH FAIL

CepBHC gpm BKMKYEH FAIL

PAM MoOyne OTKIW4YeH FAIL

Mopor HeyfauyHuX BBE[EHWH Napons npeewwaeT 8 pa3 FAIL

HeBepHele HacTPOWKK 3aWMWeHHoro cepeepa CYB[ FAIL

HesepHoie npasa pocTyna ons daidna /1ib32/libpcprofile.so FAIL

HesepHulie npaea pocTyna gnR gaidna /lib/x86 64-linux-gnu/libpcprofile.so FAIL

OuucTKa SWAP He aKTHBHa FATIL

Pucynok 50 — Otyet 06 00HApYKEHHBIX OITUOKAX

B ¢aiine «chkconfig.log» comepkutest cCiucok CHCTEMHBIX CITy»K0 U ux coctosiHus (Pucynok 51).
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[ 4 chkeonfig.log - o x
@®ann [Mpaeka [Mowck MapameTpel Cnpaeka

lacpi-support 0:off 1l:off 2:on 3:on 4:on 5:on 6:off

acpid g:off 1l:off 2:on 3:on  4:on  5:on  6:off
alsa-utils @:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
anacron g:off 1l:off 2:on  3:on 4:on  5:on  6:off
avahi-daemon g:off 1l:off 2:on 3:on  4:on  5:on  6:off
bluetooth @:off 1l:off 2:on 3:on 4:on 5:on 6:off
bootlogs g:off l:on 2:on  3:on 4:on  5:on 6:off
bootmisc.sh @:0ff 1l:off 2:off 3:0ff 4:off 5:0ff 6:0ff S:on
checkfs.sh g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
checkroot-bootclean.sh @:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
checkroot.sh g:o0ff 1l:off 2:off 3:off 4:o0ff 5:0ff 6:0ff S:on
console-setup g:off 1l:off 2:on 3:on  4:on  5:on  6:off

cron @:off 1l:off 2:on 3:on 4:on 5:on 6:off

cups g:off 1l:off 2:on 3:on  4:on  5:on  6:off

dbus @:off 1l:off 2Z:on 3:on 4:on 5:on 6:off

exim4 g:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff
fly-dm g:off 1l:off 2:on 3:on  4:on  5:on  6:off

gpm @:off 1l:off 2:on 3:on 4:on 5:on 6:o0ff

gpsd g:off 1l:off 2:on 3:on  4:on  5:on  6:off
hostname.sh @:off 1l:off 2:off 3:off 4:off 5:o0ff 6:0ff S:on
hweclock.sh g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
kbd @:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
keyboard-setup 0:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
killprocs g:off 1l:on 2:off 3:off 4:off 5:0ff 6:0ff

kmod g:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
motd g:off l:on 2:on  3:on 4:on  5:on 6:off
mountall-bootclean.sh 0:off 1l:off 2:off 3:off 4:0ff 5:o0ff 6:0ff S:on
mountall.sh g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
mountdevsubfs.sh @:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
mountkernfs.sh g:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
mountnfs-bootclean.sh g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
mountnfs.sh 0:0ff 1:off 2:o0ff 3:o0ff 4:o0ff 5:o0ff 6:0ff S:on
mtab.sh g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
networking 0:off 1l:off 2:off 3:off 4:0ff 5:o0ff 6:0ff S:on
ntp g:off 1l:off 2:off 3:off 4:off 5:0ff 6:0ff
parlogd @:off 1l:off 2:on 3:on 4:on 5:on 6:off
parsec 0:0ff 1l:off 2:off 3:0ff 4:0ff 5:0ff 6:0ff S:on
parsecfs g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
plymouth @:0ff 1:0ff 2:on 3:on 4:on 5:on 6:o0ff
plymouth-log g:o0ff 1l:off 2:off 3:off 4:off 5:0ff 6:0ff S:on
postgresgl 0:off 1l:o0ff 2:on 3:on 4:0n 5:0n 6:0ff

Pucynok 51 — Cnucok CUCTEMHBIX CITyX0

B (aiine «netstat.log» comepxutcs crnucok MOpTOB (YHKIMOHHPYIOMIMX HA HHUX MPOIECccax

(Pucynok 52).
[ 4 netstat.log - o x
@awn MMpaeka Mowck MapameTpel Cnpaeka
ictive Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp [¢] 0 astra.echelon.lan:ssh scanner.echelon.1:40388 ESTABLISHED
udp <] 0 localhost:48827 localhost:48827 ESTABLISHED
Active UNIX domain sockets (w/o servers)
Proto RefCnt Flags Type State I-Node Path
unix 14 [1 DGRAM 11145 /dev/log
unix 3 [1 STREAM CONNECTED 13228 /var/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 12503 @/tmp/ .X11-unix/Xe
unix 3 [] STREAM CONNECTED 13183
unix 3 [] DGRAM 8919
unix 3 [1 STREAM CONNECTED 11983 /var/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 13289
unix 3 [1 STREAM CONNECTED 12045 /var/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 13265 @/ tmp/dbus-8LimkvCnNF
unix 3 [] STREAM CONNECTED 13222 @/ tmp/dbus-8LimkvCnNF
unix 3 [] STREAM CONNECTED 11969 @/tmp/ . X11-unix/X0
unix 3 [] STREAM CONNECTED 13242
unix 3 [1] STREAM CONNECTED 13239 @/tmp/.X11-unix /X0
unix 3 [] STREAM CONNECTED 12513
unix 3 [] STREAM CONNECTED 13219
unix 3 [1] STREAM CONNECTED 11967
unix 3 [] STREAM CONNECTED 11624
unix 3 [1 STREAM CONNECTED 13260 fvar/run/dbus/system_bus_socket
unix 2 [1 DGRAM 11682
unix 3 [] STREAM CONNECTED 13230 @/ tmp/dbus - 8LimkvCnNF
unix 3 [1 STREAM CONNECTED 12212 fvar/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 11964
unix 3 [] STREAM CONNECTED 11965
unix 3 [] STREAM CONNECTED 13221
unix 3 [] STREAM CONNECTED 13253
unix 3 [1 STREAM CONNECTED 11629 Jfvar/run/dbus/system_bus_socket
unix 3 [1 STREAM CONNECTED 12731 /var/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 12485
unix 3 [1 STREAM CONNECTED 13328 Jfvar/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 11892
unix 3 [] STREAM CONNECTED 13116
unix 3 [] STREAM CONNECTED 13301 @/ tmp/dbus-8LimkvCnNF
unix 3 [1 STREAM CONNECTED 12679 /var/run/dbus/system_bus_socket
unix 3 [] STREAM CONNECTED 11845
unix 3 [ ] STREAM CONNECTED 12581

Pucynok 52 — Cnrcok mopToB ¥ MPOILECCOB
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B ¢aiine «other_tests.log» comepxxutcs mHpOpMalMs O pe3yibTarax IMPOYUX TECTOB ayJHTa

oesomacHoctu OC Astra Linux (Pucynox 53).

€ other_tests.log - o«

@ann [Mpaeka [Mowck TMapameTpsl CnpasBka
Bepcua OC Astra Linux SE: SE 1.5 (smolensk), sepcua agpa: 4.2.0-23-generic

Bepcua OC Astra Linux SE: SE 1.5 (smolensk), sepcua apgpa: 4.2.0-23-generic

AyTeHTudukauma paboTaert oK

3anpeT Ha pocTyn pafoTaeTt oK

Co3faHMe CHMMBONMYECKMX CCHUIOK 3anpelugHo 0K

PexuM 3MNC BuIKMoyeH FAIL

3anpeT YCTAHOBKW WCMOMHAEMOTro OMTa BIKMOUEH FAIL
MNapons Ha u3MeHenwe HacTpoek GRUB cywecteyeT 0K
AyTeHTHPHKALMA CepBepa MeYaTH He OTKAN4YeHa 0K

OeMoH SS5H BKMWYeH
YpaneuHuid Bxon no XDMCP pazpeweH

localhost #any host can get a login window
= CHOOSER BROADCAST #any indirect host can get a chooser
CepBMC gpm BKMOUEH FAIL

PAM MoOyne OTKAKYEH FAIL

Mopor HeymayHelX BBEOEHWA Napona npeebwaeT 8 pa3 FAIL

HepepHule HACTPOWKM 2alMuWeEHHoro cepeepa CYB[ FAIL

KoHTpons uenocTHocTu KC3 akTueeH 0K

afick report_syslog BeikmwueH

HepepHuie mpaea pocTyna ana daina /1ib32/libpcprofile.so FAIL

HegepHeie npaBa pocTyna pns daina /lib/x86_64-linux-gnu/libpcprofile.so FAIL
OuncTka SWAP He aKTHBHa FAIL

AYTeHTHHHMKALMA NOCTYNa He OTKIKYEeHa 0K

OtcyTtcTeyeT ¢ain Jetc/security/pam_mount.conf.xml

Pucynok 53 — Cniricok opToB U CITyK0

B ¢aiine «parsec_test.log» comepxutcs uHbOpMAILUT 0 pe3ynbTaraX TECTUPOBAHHS MOICHCTEMbI

oeszomacHoct PARSEC (Pucynok 54).

parsec_test.log -8 x

@ain Mpaeka Mouck MapameTpel Cnpaeka

---[audit_file.sh]: start test I
3anycKk CMCTeMsl NPOTOKONMPOBIHWUAYCNEWHD

# Mposepka CMCTEMsl NPOTOKONMPOBAaHMA

YCTaHOBKa MapaMeTpoB ¢naroe ayouTa Ona kaTtanora /imp/tmp/file-10369...YCNEWHO
YcTaHoBKa ¢naroB ayguTa gnA ¢aina /tmp/file-10369...YCNEWHO

Cospanue cobuTuA aynuTa open /tmp/file-10369...YCNEWHO

Cozpanue cobuTua aynuta chmod /tmp/file-10369...YCNEWHO

CozpaHue cobuTuA ayguta chown /tmp/file-10369...YCNEWHO

CoznaHue cobuTuA ayguTa setfaud /tmp/file-10369...YCNEWHO

Co3naHue coOuTWA ayouTa setfacl /tmp/file-10369...YCNEWHO

Co3paHue cobuTHA ayouta parsec_chmac /tmp/file-18369...YCNEWHO

Co3pnaHue cobuTHA aypuTa exec /tmp/file-18369...YCNEWHO

Coszpanue cobuTua ayputa unlink /tmp/file-10369...YCNEWHO

OcTaHosKka cnymbbl NpPOTOKONMpOBaHMA. . .YCNEWHO

¥Ynanenue ¢naroe aynuta ¢ katanora /tmp...YCHOEWHO

Mouck coBuITMA Open B ®ypHane. ..

YCNEWHO

Mowck CoBLITMA EexXec B MypHane. ..
YCNEWHO

Monck cobutuid unlink B ®ypHane...
YCNEWHO

Mouck cobuiTuit chmod B ®ypHane. ..
YCNEWHO

Mouck cobuiTHil chown B MypHane. ..
YCNEWHO

Mowck cobuiTnit setfacl B mypHane...
YCNEWHO

Mouck cobuiTuit audit B ®ypHane...
YCNEWHO

Mouck coBuITMA Mac B wypHane. ..
YCNEWHO

Mouck coOuiTWil create B wypHane...
YCNEWHO

Janyck cMcTemsl NpoTokonuposaHWaYCNEWHO
Test PASS

---[audit_file.sh]: stop test

---laudit_proc.sh]: start test
NOAroTOBKA K TecTaM
fo0aBfieHMe MoNb30BaTens W BhiCTaBleHMe @naros_ayouia

Pucynok 54 — Pe3ynprar aynura
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B oaitne «postgresgl.log» comepkatcst pe3ysbTaThl TECTUPOBAHMS KOMILIEKCA CPEJICTB 3aIUThI

cHCTeMBbI yripaBieHus 6azamu ganHbix PostgreSQL (Pucynok 55).

L 4 postgresql.log -ox

@ainn MNpaeka [MNowck MapameTpel Cnpaeka

MonroToeka Kk BenonHexuw TecToe CYBO PostgresSQL
Co3NaHMe TecTOoBLHX Nonb30BaTened...

CozpauMe nonk3oBaTtensa u_O 06 c MaHpaTHoW meTkoi {0,0}
MHHUManNeHEIA YPOBEHE ! YpoeeHe_08(8)

MaKCHManbHbii YpoBEHb: Ypoeens_08(0)

MWHMMaNeHaA kaTeropua: Het(0)

MaKkCWMManoHaf KaTeropua: Het(@)

Co3falue none3oBaTens u2 0 B0 ¢ MaHnaTHo#W MeTkon {0,0}
MHHUMaNbHEIA YPOBEHE ! Ypoeere 8(8)

MaKCHManbHbli YPOBEHB Ypoeeus_08(8)

MWHUMaNBHaA KaTeropua: Het(0)

MaKCWMMancHas KaTeropua: Het(@)

Co3paHWe none3cBaTens u_B_ 01 ¢ MaHpaTHoW MeTkod {8,1}
MHWHUMaNEHEIA YPOBEHE ! Ypoeens_0(8)

MaKCHMMankHLIA YPOBEHE ! YpoeeHns_0(0)

MWHUMaNeHaA KaTeropua: KaTeropua_ 1(1)

MaKCWMMancHas Kateropua: Kateropwa 1(1)

Co3faHMe none3cBaTtens u_1l 01 ¢ MaHpaTHoW MeTkod {1,1}
MUHUMaNbHEIA YPOBEHb ! Ypoeens_1(1)

MaKCHMMankHLIA YPOBEHE Yposens 1(1)

MWHMManeHan KaTeropua: Kateropwa_1(1)

MaKCWMMancHas KaTeropua: Kateropwa_ 1(1)

Co3fgauMe nons3cBatend u 0 18 ¢ ManpaTHol meTkod {8,2}
MWHMMaNBHbIA YpPOBEHb ! Ypoeens_08(0)

MaKCHMaNkHLIH YPOBEHE Yposens_0(8)

MWHMManNeHaA KaTeropua: KaTeropua_2(2)

MaKCMManoHaRs KaTeropua: KaTteropua_2(2)

Co3fgauMe nons3oeBatens u 1 18 ¢ manpatHol metkod {1,2}
MHHUManbHEIA YPOBEHb ! Ypoeens_1(1)

MaKCHManbHbii YpoBEHb: Ypoeens_1(1)

MWHMManNeHaA kaTeropua: KaTeropua 2(2)

MaKkCMManebHaf KaTeropua: KaTeropua_2(2)

Co3panue none3oBaTtens u_1l 11 c ManpaTHo#W meTkod {1,3}
MHHUMaNbHEIA YPOBEHE ! Ypoeere 1(1)

MaKCHManbHbli YPOBEHB Ypoeeus_1(1)

MWHMManeHaA KaTeropua: Kateropua_1l,KaTeropus_2(3)
MaKCWMManeHan KaTeropua: Kateropua_l,KaTeropua_2(3)
Co3faHWe none3oBaTens u2_1 11 ¢ MaHOoaTHoW MeTkol {1,3}
MHHHManNsHEIA YPOBEHE Ypoeere 1(1)

MaKCHManbHblil YPOBEHB ! Yposens_1(1)

MWHMManbHaA KaTeropua: Kateropusa 1 KaTteropus 2(3)

Pucynok 55 — Pe3ynbTaThl TECTUPOBAHUS
B aitne «security_updates_1.5.109» coxmepxutcs uHpOpMAnUsS O pe3ynbTaTax ayadTa Io
METOAMYECKHM YKa3aHHUSAM IO HEUTpalu3aliyl Yrpo3 JKCIuTyatanuu ys3Bumocteid OC crenuaabHOro

HasHauyeHus «Astra Linux Special Edition» (Bepcus 1.5) B undopmanmonnbix cucremax (PucyHok 56).

s security updates_1.5.log - o x

@aian Mpaeka Mouck MNapameTpel ChNpaBka

YAzsuMocTe BDU:2016-01146

MakeT imagemagick ycTavoBnew

B fdaine fetc/ImageMagick/policy.xml oTcytcreyeT cTpoka <policy domain="coder" rights="none" pattern="EPHEMERAL"
B daine fetc/ImageMagick/policy.xml oTcyTcTeyeT cTpoxa <policy domain="coder" rights="none" pattern="HTTPS" /=
B ¢aine /etc/ImageMagick/policy.xml oTcyTtcTeyeT cTpoka <policy domain="coder" rights="none" pattern="MVG" />

B daine fetc/ImageMagick/policy.xml oTcytcTeyeT cTpoka <policy domain="coder" rights="none" pattern="MsSL" />
B
0

jakne fetc/ImageMagick/policy.xml oTcyTtcTByeT cTpoka =policy domain="coder" rights="none" pattern="FTP" /=
OHapy®eHb yA3BUMOCTH FAIL

YazemMocTe BDU:20816-01573
B ¢aine fusr/lib/GraphicsMagick-1.3.16/config/delegates.mgk npucytcTeyeT cTpoka <delegate decode="gplt" command

¥AassuMoCTL BDU:Z-2016-01583 & BDU:Z-2016-01584
HepepHule nMpaBa pocTyna Ana ¢aina Jusr/bin/lnstat FAIL

¥A3BMMOCTL BDU:Z-2016-81585
Naket gpsd-clients ycTaHoBned
YA3BMMOCTH He o0HapymeHsl 0K

YAazemMocTe BDU:Z-2016-01586
MakeT speech-tools ycTaHoenex
YAZBMMOCTH He 0OHapyXeHsl 0K

YA3BMMOCTL BDU:Z-2016-01587
Naket texlive-binaries ycraHoBned
YA3BMMOCTH He oOHapyseHsl 0K

YAazemMocTe BDU:Z-2016-01588
Maket firebird2.5-classic-common yCTaHoBMEH
YA3BMMOCTH HEe OOHapyXeHsl 0K

¥azeumocTe BDU:Z-2016-01589
PazpeweHa aBTOMAaTW4eCKaA 3arpy3ka Monyna Agpa libertas cs FAIL

Pucynok 56 — Pe3ynbTathel ayaura
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3.7.1.3. 3aBepiieHne pabOThI C MOIYJIEM

Jns 3aBepuieHust paboThl HAKMUTE u B BEpXHEM IIpaBOM YIJIy TEpPMHUHAIA.

3.7.2. CpencTBo JOKaJIbHOTO ayIuTa mapojei

CpencTBo JIOKaIbHOIO ayJuTa Naposiel mpelHa3HauyeHo AJIs MOUCKA U BBISBICHUS HA JIOKAJIbHOU
paboueil cTaHIIMKM HEYCTOWYMBBIX K B3JIOMY MapoJIeH.

3.7.2.1. 3amyck Momyst

Monynb 3amyckaercss u3 BeO-uHTepdeiica JlokaJabHBIH ayadT mapoJieil Wi W3 MOJAMCHIO
craptepa npuwioxenuii (red hat) — Araku Ha maposim — JlokajabHBII ayAUT NapoJieid.

[Tocre 3amycka NosSIBUTCS paboydee OKHO CPENICTBA JIOKAILHOTO ayauTa naposei (PucyHok 57).

T JloKaneHbIW ayO AT Naponen -0 x

dann Ayaut

H\{} -2 @ @) 7 ‘3’3\_,‘ 1 NpumuTtue CroBapu [lepebop PaayXHbie Tabnnubi ‘@___‘(a

RID [norus  |Gecos [Home [xsus |opmat [Napons |Knacc TpeGosammin k AC |

—

Pucynok 57 — PabGouee okHO MOayIIst

3.7.2.2. Pabora ¢ mogynem

Jlns aynuta He0OXOAMMO UMIIOPTUPOBATE (Al ¢ XelmamMu mapoJsiei.

s OC cemetictBa Microsoft Windows meooxomumo B noamento daiin — Umnopt u3 SAM —
yka3zaTh manky Windows immu6o yka3ats HemocpeacTBeHHO SAM daidu.

Hus OC cemeiictBa Linux HeoOxomumo B moameHto @aiian — Ummopt m3 shadow — ykasath

karasior /etc/.

WUmnopt ¢aitioB, HaxoIAUIMXCsd BHE NUPEKTOPUHN MO YMOJIYaHHUIO, HACTPAUBAETCAd U3 IMOJIMEHIO

®aiin — UmmopT u3 ¢aiina (Pucynok 58).



44

IMpumeuanune. ConyrcrByromue daitel SYSTEM (mast OC Windows), password (uist OC Linux)

JOJDKHBI OBITH PACHOI0KEHBI B OTHOM Katasore ¢ ¢aitnamu SAM u shadow cooTBETCTBEHHO.
* NokaneHsIA ayoWT Naponen -ox
dann AyauT
+ NMnopT us panna bumuTe Crosapu Mepebop Papy»xHbie Tabauukbl ‘@ ) ‘(;)
MMnopT U3 SAM 8
A UmnopT 13 shadow

—

Home |X3Lu |tDopmaT |I'Iaponb |Knacc TpeboeaHumit kK AC |

_ OT14yeT

MapaMeTpsl Ctrl+0

) Bbixon, Ctrl+Q

Pucynok 58 — Mento «®aiiny»
HNmnoptupoBath (hailuibl ¢ XemaMu maposieid MOKHO TpPH MOMOIIM KHOTOK, PacIioNIOKEHHBIX Ha

MMaHEJIN UHCTPYMCHTOB MOJYJIA:
v

-

- UMIopT u3 (aiina,
- umrnopt u3 SAM c ykazanuem nanku Windows,

@ - umnopt u3 SAM ¢ HemocpeACTBEHHBIM yKa3aHueM (Qaiina,

Q) - umropT u3 shadow.

[lepen 3amyckoM MpoLeayphl ayauTa HEOOXOAMMO B MOJIMEHIO AYAMT yKa3aTb METOJbl, C
MOMOIIIEI0 KOTOPBIX OyzmeT ocymecTBisAThes aHanu3 (Pucynok 59). Otu mMeTonsl MOKHO BBIOpaTh W Ha
MaHeJId UHCTPYMEHTOB MOJYJIS.

Metoxa ayauTta, OCHOBaHHBIH Ha TMOUCKE MO MPUMUTHUBAM, IMPENNONaracT peXuM padoThl, MPH
KOTOpPOM Ha MpeAMET BO3MOXKHOTO TMapoJis IpOBepsieTcsl M3BeCTHass MH(OpMamus O IO0JIb30BaTele.
Hanpumep, unentudukarop noip3oBares, JOTUH, 3HaueHus nois Gecos.

[Tone Gecos (Pucynok 57) comepKuT BCioMOraTeNibHyI0 HHPOpMAIHIO: HoMep TenedoHa, aapec,

IIOJIHOC MM I10JIB30BaTCIA U T.II.
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LS JloKaneHBIA aYO AT Naponen -0 x

dann | Ayonut

H J‘|7 < » 1 NpnMn1THB mMuTue Cnoeapu [epebop Papy»xHble Tabnuubl ‘@ /54 ‘(;) H

RID Cnosapu ome |X3Lu |¢opmaT |I'Iaponb |Knacc TpeboBaHuin K AC |
MNepebop

Pany»Hble Tabnuubl

& CrapTt/CTon

Pucynok 59 — MeHto «Ayant»

CJ'IOBapI/I n HaGOpLI CUMBOJIOB, KOTOPBIC 6y,Z[YT HCIIOJB30BaHbI AJIA ITOCICAOBATCIIBHOI'O nepe6opa

napoJjieil, HacTpauBaroTcs B moaMerio ®aiiin — IMapamerpsi (Pucynok 60). Oxao ITapameTpbl MOKHO

BbI3BAaTh, HA’KaB HA KHOIIKY “ Ha MaHCJIn UHCTPYMCHTOB MOOYJIA.

4 NokaneHsIA ayouT naponen -ox

dann Ayaut

=53

p ‘&?—* "W Cnosapwn Mepebop PagyxHble Tabnuubl ‘® -—-‘(;)H

RID |J'IorMH |Gecos |Home |X3Lu |tDopmaT |I'Iaponb |Knacc TpeboBaHuin K AC |

~Habopel cMMBONOB | Crogape... | |/usr/share/dict/01Dict

¥ Mooundcgurkaumna cnoe

F BYKBbI

™ UndppobykBbl

r LM MooKNo4YNTE pagy>XHble Ta6J‘IMLI,bI|

I Bce OK | OTMEHal

A

Pucynok 60 — Oxkno «ITapameTpbi»
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Jlns 3ammycka mpoueaypsl ayauTta Heooxoumo Hakatb Ctapt/Cron B MeHio Ayaut (Pucynok 59)

WM BOCIIOJIB30BAThCSl KHOIIKOM w [Tporecc ananm3a MOKET OBITH OCTAHOBJIEH B JIIOOOH MOMEHT C
MOMOIIBIO TOBTOPHOTO Haxkatusi Ayaut — Crapt/Crom.
Pe3ynbrarom paGoThl MOYJIS SIBJISIETCS CIIMUCOK C MMEHAMH I0JIb30BaTeNeH, He UMEIOIINX Mapoib,

a TAK)K€ UMEHAMH I10JIb30BaTEIICH U MapoJIe, IBISIOIUXCS HEYCTOMYMBBIMU K B3JIOMY.

Jiist coxpaHeHust oT4eTa HyKHO BbIOpaTh Paiin — OT4eT WM HaXKaTh HAa KHOMKY = Ha MaHeIn
MHCTPYMEHTOB MOJyJs. B OTKpeIBIIEMCS OKHE HEOOXOAMMO BBIOpaTh IyTh JJsl COXpaHEHUs (Qaiina

oryera (Pucynok 61).

P

3 JloKankeHeId ayauT Naponen -0 x
®dann Ayaunt

HJVB - @ @) 7 ‘3’3‘_,‘ 1 Mpumutue CnoBapwn Mepebop PaayXHble Tabauubl ‘@ i‘(;)ﬂ
RID [ Torin | G ) 1/ K AC ]

D root rog MepenTn K: |E/root}ﬂ0KyMEHTbl j e 9 O @ [ @ eboBaHNAM
2 KomnbioTep | Wwma / |Pasmep
= root
0l i
Wma cdanna: |
Tunel hannos: |Text (*.txt) j OTMeHa |
24

[

Pucynok 61 — Coxpanenue oTaera
3.7.2.3. 3aBepieHue pabOTbl ¢ MOJyJIEM

Jlnst BEIXOAA M3 MOAYJNSE HEOOXOIMMO BOCHOJNIB30BaThCs MoaMeHio MDaiiin — BbIXoa uimm HaxaTh

©
KHOTIKY ® 7.
3.7.3. CpexcTBo MmoucKa 0CTaTOYHON MHPOPMAITUT
CpencTBo Mmoucka OCTaTOYHOW WH(pOPMAIMK TpeIHa3HAYCHO UIs TIOMCKA MO KIIFOUEBBIM CIOBAM

Ha 3alIOMHUHaromem YCTpOI\/'ICTBe YAAJICHHBIX TaHHBIX.
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3.7.3.1. 3amyck momyns

Monynb 3amyckaercs u3 BeO-untepdeiica [lonck ocTaTouHoif HHPOPMANMH VI U3 TTOIMECHIO
craprepa npuiaoxenuii (red hat) — Ocraabubie npuiioxkenuss — Ilpoune —Ilonck ocraTouHOl
uHopmManum.

[Mocne 3amycka cpeacTBa MOMCKA OCTATOYHOW WH(POPMAIMH OTKPOETCsS pabodee OKHO MOJIYJIs

(Pucynok 62).
L] MoWcK oCTaTOYHOW WHOpPMAaLHMK - ax
 YerpoiicTeo o[1[2]3[ [a]s]e[7] [8[9[a[B[ [c[D[E[F] [mannuels
[busnieckui anck: sro B 0x0000(00 00 00 00 00 00 00 00 00 00 00 00 00 00/00/00 R
Pasmep: 3.78 I'G (7921596 6710K0E) 0x0010/00 00 00 00 0000 00 0O 00 00 00 00 00 00 00|00

0x0020/00 00|00 60 |00|00 60 GO0 |00 00 00|00| |00 00/0000
0x0030|00 00|00 00 |00|00 0O GO 0O 00 0B|00| 00 0000|060
rNe bnoka 0x0040/00 00|00 60 |00|00 60 GO |00 00 00|00| |00 00/00/00
[o = OTobpasnTb 0x0050/00 00|00 00 |00|00 0O GO 0O 00 0B|00| 00 00 /00|00
0x0060/00 00|00 00 |00|00 60 60 |00 00 00|00| |00 00/0000
0x0070|00 00|00 00 |00|00 0O GO 0O 00 0B|00| 00 0000|060

I~ AHa/In31poBaTb PC

- MapameTpsl Nnoucka

eqvpeEy |- =l |[oxee80]00 00 00 00 0000 00 0 00 00 00 60 00 08 06 6O
TWMel AOKYMEHTOB |... -l |[exe090|00 00 06 00 6006 00 B2 00 0O 6008 0O 6 06 00
Tun noncka px00A0|00 0D 00 00 |00/00 00 AO| 00 0O OO 00| 00 00|00 00

0x00B0|00 006D/  |00|00 66 6|6 08|08 0O 000000
7] |lexceceloo 0000 00 |e0jo0 o 00 66 60 66 00 00 00|00 0O
0x0000|00 0B/60/@0  |60|00 66 6|6 08|08 0O 000000
Edit dictionary | |[exeeE0|00 06 00 66 |00/00 60 60 00 66 06 00| 06 06 00|00
Add dictionary ||[exeoFe|oe 00 00 60  |08/00 60 60 06 0@ 09 69 0O 08|08/
0x0100|00 006000 60|00 6660 0/ 6 B6|6B| 0O 0B 6000

0x0110/00 00000 00|00 G0 6|6 08|08 0O 060000
0x0120/00 0000|006 60|00 6060 0/ 60 B6|6B 0O 0B 0000
0x0130/00 000000 |00/00 @0 GO G 60 0B|0O| |00 A/00[@0 |.......
0x0140|00 000000 |6000 6O BO 6O BO 0 OO, 0O G600 |........
0x0150/00 00000 00|00 60 6|6 08|08 08 060000
0x0160/00 006000 60|00 660 0/ 6 BA|6B 0O 0B 0060
0x0170/00 00|00/ 00|00 ol o |ee 0eloe| 0@ 060000
0x0180|00 0B/60|@0 |60|00 660 0/ 6 BA|6B 0O 0B 0000
0x0190/00 00000 00|00 o/ @6 |ee 0eloe| 0@ 060000

I~ nouck ¢pasel |

o cnosapsim ..

KoavpoBka o‘roﬁpa)Kathlx AaHHBIX
’VIASCII -l

Ha4aTbk nouck | ‘

Pucynok 62 — Pabodee OkHO MOIyIIst

3.7.3.2. Pabora c mogynem

Jlnsg moucka ocrarouHod MHGOpManuu HEOOXOAMMO B JIEBOM 4YacTu paboyero OKHa MOMYJIS
yKa3aTh YCTPOWCTBO, aHAJIN3 KOTOPOTo OyAeT MPOU3BOAUTHCS, (hpasy Juisl MOMCKA U TTPH HEOOXOAMMOCTH
Jpyrye napaMmeTphl.

Jlns 3amycka mpoliecca IoMcKa OCcTaTOYHOM nHpopManuu Heo6xoauMo Haxarh HauaTh mouck.
ITporecc moncka MOXKeT ObITh IPHOCTAHOBIIEH HaXKaTHeM Ha KHONKY IIpnocTaHoBUTS.

Pe3ynbrarhl morcka octaToyHOW MH(OpMaLMK BBIBOASTCS B BUJAE CIHCKA, COAEPKAIIETO HOMEP
onmoka n BenmuuHy cmemenus (Pucynok 63). Jlns mpocMotpa HaliieHHOW WHMOpMAIKM HEO0OXOAUMO
JBaKIbl HAXKATh JIEBOM KHOIKOW MBIIIM HA MHTEpecyrolieM cekrope. [Ipu 3ToM B paboueM OKHE MOIYJIs

Oyzet nmokazana HH(OpMAaIUs O BBIOPAaHHOM CEKTOPE U BBIACICHO HalIeHHOE cJI0BO (PucyHoK 64).



48

L] Mouck Ha ycTponcTee /dev/loop0 - 100 % - ox
—Pe3yneTaThbl Noucka
CTpoka | Me Bnoka  / | CMmelueHne | Koowpoeka | Tun daitna | MyTk K hanny I;
1 |security 642653 0x00C4 utf8 RAW
2_ security 642663 0x0062 utf8 RAW
3_ security 642664 0x01F1 utfg RAW
4_ security 642670 0x0005 utfs RAW
5_ security 1412128 0x001C utfs RAW
6_ security 1461590 0x0191 utf8 RAW
?_ security 1464240 0x0033 utfg RAW
8_ security 1464251 0x011D utf8 RAW
9_ security 1464259 0x00EG utfs RAW
; security 1464267 0x0161 utf8 RAW
I security 1464313 0x0063 utf8 RAW
; security 1464325 0x00FB utfg RAW
; security 1464332 0x01BB utfs RAW
: security 1464337 0x0139 utfs RAW P
; security 1464338 0x0034 utf8 RAW
E security 1464357 0x00BA utfg RAW -
100% | NpvocTaHoBITL I WckaTe 3aHGHn|
YIanuTe HaldeHHoe C QUCKa | COXpPaHNTL OTHET |

Pucynok 63 — OOmme pe3yabTaThl MOMCKA

L] Mouck ocTaToOYHOW WHOPMaL UK -
e — ol1[2[3] [afs]e[7] [s]ofa|B] [c[p|e[F[ | manume [
[Gwanvecrns gcr: 510 | 0x0800|2d |3e |65 64| |64|5F 76|65 |72 73|69|6f |6e 00|64 69| |->edd_versio.
Pasmep: 3.37 16 (7071012 6noka) 0x0810|73 |6b|2d 3e| |68|65/61|64| |73 80|64|69) |73|6b|2d 3e :ﬁéads_disk_:,
L stzimazitgnzz e 0x00208|63 |79 |6c 69| |6e|64|65(72| |73 o0|64/69| |73 6b|2d|3e| |cylinders.di..
~Ne 6roka 0x0030|6e |75 6d 62| |65|72|e0 49| |4f 20|a5|72| |72|6f 72 @0 Eﬂ”;gf.r'm
3621 = OtobpasuTs 0x0040|64 |69 |73|6b| |2d 3e|65/72 |72 6f|72|80| |55 6e 72 65 Siﬁt;rﬂnre
—MapaMeTps noucka 0x080850|63 |67 |67 |62 |69/7a|65 64 |20 508|61|72| |7469 74 69 ;g?gﬁd
Koanpoeku [~ | 0x0060 |67 6e |20 4c| |61|796f|75| |74 o0|e4|69| |73 |6b|73 2d Egyout.disks-
TNkl AOKYMEHTOB ... = 0x0070|3e |69 |73|5f| |76/61/6c|69| |64 00 de 6T 20|68 61 72 Egi—"alid'r‘o
—Twn nowncka 0x0030|64 77|61 72| |65|2073 |65 |63 75|72|69| |74|79|20 73 g:i;fiw .
[V mouck passl |[security 0x0890(74 |72 75|63 |74|75|72|65| |20 66 |6 75 |6e|64 00 64 ;gﬂ;ﬁ”ge
I™ no cnogapam [ [ 0x00A0|6d |69 2e |77 6172 6e|69 6e 67 00|68 6172 64 77 mi.warning. h..
B | [|exeeso|61|72 65|5f 73/65/63 75 |72 69 74/79 |00 64|6d 69| |are security..
Add dictionary | [|exeece|2e |69 7465 6d |06 64 6d) |69 2e 6861 |72 64|77 61 |.item.dmi.ha..
Konuposka oTobpaxaembix faHHsx— | | oxeenn|72 |65 |5F|73| |65|63|75 72| |69 74|70|2e| |70|6F 77 65| |re_security..
’7|A5C” | 0x00EQ |72 |5F |6 |6e| |5f|70|61|73| |73 77|64|5f| |73|74 61 74 r_on_passwd ..

0xB8FB| 75|73 |00 |64 6d|69|2e |68 61 /72|64 |77 61|72|65 5f us.dmi.hardw..

0x@100|73 65 63 75 72|69|74|79 2e 6b|65|79 62 6T |61 72 security.key..

0x8110|64 5 70 61 73|73|77 |64 5f 73|74 |61 74|75|73 80 d_passwd_sta..

0x0120|64 6d 69 2e 68 (61|72 64 77 /61|72 |65 5f|73|65 63 dmi.hardware..

0x01308|75|72|69|74 79|2e |6l b4 6d 69 |6e |69 73|74|72 B1 urity.admini..

0x0140|74 |6 |72|5F 70|61|73|73 77 64 |5 |73 7461|7475 tor_passwd_s..

HadaTe nouck | 0xB150|73 80 64 6d 69 |2e |68 B1 72 64|77 |61 72|65|5f 73 s.dmi.hardwa..

-
Avorealee leslae a0 enlaalanlan celanleslen salcelanlen it Fran _I

Pucynox 64 — Haiinennoe cnoBo B 010ke Ne 3621
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IIpumeuanue. B cmty ocoOeHHOCTEH (DaiilIoBBIX CHUCTEM BO3MOXKHO HEKOPPEKTHOE OTOOpasKeHHE
nH(MOPMAIHH, YIOBJIETBOPSIOIIEH YCIOBHSM ITOHCKA.
Oreparop MOXKET COXPaHUTh IOTyYEHHBII 0TYET, HaykaB Ha KHONKY Coxpanuth oTder (PucyHok 63). B

MOSBUBIIIEMCST OKHE HEOOXOIMMO yKa3aTh (hopMaT i JUPEKTOPHUIO coxpaHeHus otdera (PucyHok 65).

P Momnck Ha ycTponcTBe /dev/sr0 - 100 % -0 x

—Pe3ayneTaTel NoOWCKa

CTpoKa | NeBnoka | CMmelleH1e | KooupoBka | Tun aina | MyTh K (anny -
security 2446 0x01D9 utfs RAW
security o e ey
security 2| Nepeitu k: IE KomnsioTep JE3 (e 5 N+ N s @ =)
security 2] KomneioTep

security 3| [ roet
security 3
security 3
security 3
security 3
security 3

security 3

security 3

security 3

security Y vun paina:  [diskfind 2017-0421708:10:31-_dev_sr0-100%.xml
it 1 -
secunty Tunsl painos: [Xml files (*.xml) =] _ommena

security 1

IR NN AN NN AR N RN RN NN NN R NN NRNRNNNNNNN 00% [fpvocrsoeurs | vckars savoso

YAaNnuTE HalleHHoe C AUCKa | COXPaHUTL OTHET |

= el |~w|o|wv|&a|w]|n|~
a v |les|lw|m| =]

Pucynok 65 — CoxpaHenue oTuera
Jns ynanenus HaiiieHHON MH(OpMaruy HEOOXOAMMO HaXaThb YIAJUTh HalleHHOe ¢ AUCKA

(Pucynok 63). Ilepen yaaneHuem MosiBUTCS COOOIICHUE ¢ peaynpexacHuem (Pucynok 66).

b Mounck Ha ycTponcTee /dev/sr0 - 100 % - ox
— Pe3yNLTaTh NOMCKa
CTpoKka M Gnoka S CMeLleHre Koavpoeka | Tun aina | MyTe K (anny -
1 |security 2446 0x01D9 utfg RAW
2_ security 2540 0x01B1 utfs RAW
3_ security 2798 0x01EA utfg RAW
4_ security 2799 0x0182 utfs RAW
5_ security 3349 0x0042 utfg RAW
ﬁ_ security 3354 0x0028 utfs RAW
Z security 3621 § CooomEne =
8 |security 3621
9_ security 3621
; security 3621
I security 3621 0x012D utfg RAW
; security 3621 0x015F utfs RAW
E security 3626 0x015F utfg RAW
: security 101212 0x0042 utfs RAW
E security 101217 0x0028 utfg RAW
; security 101481 0x0146 utfs RAW _I
I 100% I'IputccTa»—cBwrbI WckaTe 3aHoan|
YOanuTh HAWAEHHOE € AWNCKA | COXPaHWTL OTHET |

Pucynox 66 — Coobmienue
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3.7.3.3. 3aBepuieHue pabOTHI C MOIYyJIEM

x|

I[J'IH BbIXOJa U3 MOAYJIA HCO6XOI[I/IMO Ha>XaTb B BECPXHEM IIPpaBOM YTy pa60qero OKHa.

3.7.4. CpenctBo ayauta obHOoBieHuit OC Windows
3.74.1. 3amyck Mmonyis

Moaynb 3amyckaercs u3 BeO-unTepdeiica Ayaut oonoBaenunii OC Windows wuiu U3 moaMeHIO
craprepa npuinoxenuii (red hat) — Ilouck ysizsBumMocTeit — Ayaut ooHoBaeHuit OC Windows.

[Tocne 3amycka cpeactBa ayaura oboHoBienuit OC Windows oTkpoercs pabodee OKHO MOMYJIS

(Pucynok 67).
GO .0

-~ CKaHupyemMas MalluHa

JloruH (agMuHUCTpaTop) Ip appec [92.168.0.x

- O6HOBNEHVA Microsoft AR pa3sNuYHbLIX Bepcuii windows -

OonepaLnoHHaa cucTeM: Tun

Maposb :] MopT 139
%/ CKpbITb/MOKa3aTk Naposb

~XKypHan

iXp - service pack 0
Xp - service pack 1
Xp - service pack 2
Xp - service pack 3

Vista - service pack 0

‘NakeT o6HOBNEHWIA

nakeT obHoBNEHWI
nakeT obHOBAEHWI
nakeT obHOBAEHWi
nakeT o6HoOBNEHWI
nakeT o6HoOBNEHWI

Vista - service pack 1
Vista - service pack 2
7. 2008 - service pa...
7. 2008 - service p...
8,8

10, 10

20/04/17 12.30: 3anyck npowen ycnewHo
20/04/17 12.30: BHUMaHWE: NpU CKaHWPOBaHWW Naposb
6yneT nepefaH B OTKPLITOM Buae

nakeT o6HOBNEHUIA
nakeT o6HOBNEHMIA
nakeT obHOBNEHMIA

Pucynok 67 — Pabodee OkHO MOIyIIst
3.7.4.2. Pabora c moaxynem
B pabouem okHe MOAyNs HEOOXOIMMO YKaszaTh MM MOJb30BaTeNs M Mapoiib, mopT u IP-aapec
IIPOBEPSAEMON MalINHBI.
I[Ipumeuanue. [Ipy HaTUUUK CPEICTB AHTUBUPYCHOW 3aIIUTHI HEOOXOAUMO YOEIUTHCS, YTO OHU
He OJIOKHPYIOT IOCTYII IO yKa3aHHOMY IOPTY.

IIpOBepHTb COCTOsIHHUE IIOPTa MOXKHO, HAIIpUMEP, B KOMaHJIHOM CTPOKEC C NMOMOLIBIO YTUJIUTHI

netstat: komana netstat -a (Pucynok 68).

N KomaHaHana cTpoka
icrosoft Windows [Version 6.3.96001

CocToAHKHe
LISTENING
LISTENIHNG
LISTENIHNG
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENIHNG
LISTENIHG
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED

LISTENING
ESTABLISHED
HH HED

BHewHu¥ anpec
production:0
production:0
production:0D
production:0D
production:0
production:0
production:0
production:0
production:0
production:0D
production:0D
production:0
production:0
nale:49217

nalr:49216

127.0.0.1:5737
127.0.0.1:42216
127.0.0.1:49217

emucrian0
192 .168.0.6:2128
. I H

Pucynox 68 — IIpoBepka cocTostHUS TOpTa



3areM HEOOXOIUMO 3aMyCTUTh CKAHWPOBAHHE C IMOMOMIBI0 KHOMKM CTapT Wid U3 TaHeIu

[pouiecc ckanupoBanusi otoOpakaercss B okHe 2Kypuaa (PucyHok 69), CHHCOK TOCTYITHBIX

Ilocne 3aBepmieHuss ckaHupoBaHUs B OKHE JKypHaJ IOABUTCS CIMCOK HEYCTaHOBJICHHBIX

obHosieHnii (Pucynok 69).
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0

HHCTPYMCHTOB C ITIOMOIIBIO KHOIIKN .

CoxpaHuTh pe3yiabTaThl MOXHO C MOMOIIBIO KHOIKH

COXpaHCHUA OTYCTA.

€0 10

AynuT o6HoBneHMA Windows

obHoBcHHI — B okHe QO0HoBJeHusa Microsoft pist pazanunbix Bepeuii Windows.

- Ha IIaHeIu MHCTpyMeHTOB. llpu

HaKaTUM Ha 3Ty KHOMNKY MosiBUTCS OKHO (Pucynok 70), B KOTOpOM HEOOXOAMMO yKa3aTh MAIKy s

~Cl py MalunHa ~Q microsoft ana p Bepcuit windows
Toruk (anmunicTpatop) [Jane | Ipanpec [192.168.5.89 | o e T [<]
[E- Xp - service pack 0 nakeT obHoBNEHW
apcay [ ] dory [139 ] [c3 -x:- servwce%a:k 1 nakeT o6HOBNEHUIA
- Xp- service pack 2 NaKeT oBHOBAEHMIA
[ Vista - service pack 0 nakeT o6HOBNEHUIA
[ Vista - service pack 1 NaKeT oBHOBAEHMIA
~Hypi [ Vista - service pack 2 naket oBHoBACHMI
(- 7, 2008 - service pack 0 nakeT o6HOBNEHUIA
27/04/17 08.07: Pe3ynbTaTbl CKaHUPOBaHMA: d G- 7, 2008 - service pack 1 nakeT obHoBnEHWIA
-8 8
Bepews OC: MaikpocoT windows 8.1 MpodecenaransHas - 2883200 Hotfix
Bepcwa Service Pack: 0 2894029 Hotfix (-
[aTa v BpeMA CKaHNpoeaHnA: 2017-04-27 08:07:21 2894179 Hotfix
~ 2884846 Hotfix
CnWCoK HeyCTaHoBNeHHbIX 0bHoBNeHWi: 2898742 Hotfix
Bcero uzeecTHO . 75, yo 12, He YCT: 73. 2902892 Hotfix
http://support.microseft.com/kb/2901101 ~ 917607 Hotfix
http://support. microsoft.com/kb/2883200 - 2900986 Hotfix
http:/{support.microsoft.com/kb/2887595 2862152 Hotfix
http:/fsupport.microsoft.com/kb/2898871 2868626 Hotfix
http://support. microsoft.com/kb/a31125 - 2876331 Hotfix
http:/{support.microsoft.com/kb/2843630 2887595 Hotfix
http:/fsupport.microsoft.com/kb/2916036 2898514 Hotfix
http://support. microsoft.com/kb/2919907 - 2901101 Hotfix
http:/fsupport.microsoft.com/kb/2917993 2906956 Hotfix
http:/fsupport.microsoft.com/kb/2919442 2908174 Hotfix
microseft.c 30 -~ 2899189 Hotfix
http:/fsupport.microsoft.com/kb/2930157 2892074 Hotfix
http:/fsupport.microsoft.com/kb/2911134 2893294 Hotfix
http://support. microsoft.com/kb/2908174 - 2903939 Hotfix
http:/fsupport.microsoft.com/kb/2908816 2911134 Hotfix
http:/fsupport.microsoft.com/kb/2909210 2909569 Hotfix
http://support. microsoft.com/kb/2888853 - 2904266 Hotfix @
http:/fsupport. microseft.com/kb/2892074 g 2913152 Hotfix

Pucynok 69 — Pe3ynbrar cCkaHHpOBaHHUS

N )

AyawTt obnosnenni windows

Bepcus Service Pack: 0
LaTa W BPEMA CKaHUPOBaHuA: 2017-04-27 08:07:21

CrMCOK HeyCTaHOBMeHHbIX 0BHOBARHMIA:
Bcero w3eecTHo obHOBNEHMA: 75, YCTEHOBAEHO: 2, HE YCTaHOB
http://support.microsoft.com/kb/2901101
http://support.microsoft.com/kb/2883200
i m/kb/2887595
m/kb/2898871
m/kb/931125
m/kDb/2843630
m/kb/2916036
m/kb/2919907
http://support.microsoft.com/kb/2917993

http://support.microsoft.com/kb/2919442
k .microsoft.com/kb 30

- CoxpanuTe B x
~ CKanupy maluHa ows
Roru (apuemcrparop) [ane || Nepsmk [Siroot [Jleocomm
Napons nl |2 Komnsiotep \ Wms / |FazMep |Tw| |nm szeHeHMﬁl E:ﬂ:m
= Buaeo Manka  27.04.17 8:04  OBAGHNA
[X] CKpLITE/NOKa3aTs NAponk 5 OokymenT Nanka  27.04.17 8:04 LoaneHni
9 3arpyaku Nanka  27.04.17 8:04 onennin
" 5 W3obpakeHun Manka  27.04.17 8:04 HoBNEHNA
[ 5 Myzeika Nanka  27.04.17 8:04 iomnewmi
9 ObwenocTynHbe Nanka 27.04.17 8:04 {0B/ICHNA
27/04/17 08.07: Pe3y/loTaTbl CKAHMPOBAHWA: &5 PaGoun cron o v oa 1808 o nennin
Bepcus OC: MaiikpocodiT windows 8.1 Mpogeccuonanshas 5 wabnokel Nanka  27.04.17 8:04

Wmn daiina:

Tunel paitnos: | Bee daiine (*)

hittp+//support. microsoft.com/kb/2930157

2892074 Hothx
http://support.microsoft.com/kb/2911134 2893204 Hotfix
http:/fsupport.microsoft.com/kb/2908174 2903939 Hotfix
http://support.microsoft.com/kb/2908816 -~ 2911134 Hotfix
http://support.microsoft.com/kb/2909210 2909569 Hotfix
http://support.microsoft.com/kb/2888853 2904266 Hotfix 2]
http://support.microsoft.com/kb/2892074 2913152 Hotfix

Pucynok 70 — Coxpanenue oTdera

3.7.4.3. 3aBepuieHue paboTbl ¢ MOJyJIEM

Jlnst BBIXO@ M3 MOAYJIST HEOOXOAMMO HaXKaTh

B BEPXHEM IIPaBOM yTIi1y pabodero okHa.
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3.7.5. Cucremublii ayuTop

CucreMHBI ayquTOp IpeIHA3HAuYeH JUIsl MHBEHTApU3alUu MpOrpaMM U allapaTHBIX CPEACTB
JIOKaJIbHOM paboyel CTaHIIUH.

3.7.5.1. 3amyck momyst

Monynb 3amyckaercss u3 BeO-unTepdeiica CHCTEeMHBbI ayiuTOpP WIM W3 MOJIMEHIO CTapTepa
npuinoxxenui (red hat) — ®opensuka — CucTeMHBI ayAUTOP.

[Tocie 3amycka MoayJist OTKpoeTcs pabouee okHO (Pucynok 71).

L] CHCTeMHBIH ayanTOp - oOx

Otyer AyawT bBazaoTtyetos Cnpaeka

] " ik
‘ H CoxpaHuTe html-oT4éT Kak ... ‘ ‘ @’g OTKpLITE B Dpay3epe ‘ ‘ m Beixon ‘

‘O 3anyck ayauTa ‘ K HacTpoiku ayonTa

—OTYeT CKaHWpOBaHUA

— MypHan

17/04/20 13:00: YOoa4HLIA 3aNyCK CUCTEMHOIO ayauTa.

Pucynok 71 — Pabouee okHO MonyJist
3.7.5.2. Pabora ¢ mogynem
Jnis mosryyeHust otyera 00 anmapaTHbIX KOMIUIEKTYIOMIUX JOCTAaTOYHO 3alyCTUTh CKAaHUPOBAHUE,
Ha)XaB Ha KHONKY 3amycK ayAuTa UK BHIOpaTh MOJMEHIO AyAMT — 3amyck ayauTa....
I[J'ISI IMOJIYYCHHUA B OTUCTC HOHOHHHTGHBHOﬁ I/IH(bOpMaIII/II/I O CHCTEMCE H606XOJII/IMO HaXXaTb Ha
kHOonKy HacTpoiiku aynura u B nmosiBuBIIeMcs: okae (PUCYHOK 72) OTMETHTh HY)KHBIEC TTYHKTHI U HA)KaTh

IpusATH.
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i HacTpoWKW ayauTa - 0 %

BENKYWATL B OTYET:

[%|:AnnapaTHoe obecneyexue

[ | Usb HakonuTenu
[ | Usb ycTpoRcTea

[ ] OnepayMoHHLIE CHCTEMBI

[ ] nporpammHoe obecnieqeHmne
[ | nons3oeaTeny, naponn u Wik

|:| CTETUCTWKE MOCELLEHWA CAWTOB

[ OTMETUTL BCE ] [ CHATL BCe ]

[ MpUHATE l [ OTMeHa ]

Pucynok 72 — Hacrpoliku aynura

BozBare okHO HacTpoiikm ayaura MOXHO albT€pHAaTHUBHBIM CIOCOOOM, BBIOpaB B BEpXHEN
4acTH INIaBHOTO OKHAa MeHI0O Ayaut — Hacrpoiikn ayaura....

[Tocie BpIOOpa HYXHBIX HACTPOEK JJIsl aHAIM3a UH(OPMAIMK O cUCTeMe HEOOX0IMMO HaXKaTh Ha
KHOIIKY 3anmycK ayauTa.

Pesynbrarel aHanM3a NIpENCTaBICHBI B TeMaTHYECKUX paszaenax: OnepanuoHHbIE CHCTEMBI,
Cucrema, [amsare, Xpannianma, Iepudepuss 1 Kommynnkamun (Pucynok 73). Kaxaeii pazgen
COJIEP’KUT NOJAPOOHYI0 HH(pOpMaIMel 0 KOHKPETHBIX CUCTEMaX U yCTPOMCTBaX.

B pasmene OmnepanuoHHBIE CHCTEMbI MPEACTABICHO  KOJWYECTBO  YCTAHOBJIEHHBIX
OTIEPAIMOHHBIX CUCTEM U UX XapaKTEpUCTUKH, a Takxke HMH(popmanus 00 yCTaHOBIEHHOM MPOTrpaMMHOM
o0ecreyeHn , MoJIb30BaTeNsAX U UX NaposX.

B pasnene Cucrema (PucyHok 73) mpencraBieHbl XapaKTEPUCTHKA OCHOBHBIX CHCTEMHBIX
YCTPOWCTB, TaKMX KakK IEHTPAJIbHBIA MPOIECCOp, MaTepUHCKas Tuiata, MocT (Bkiaanku LleHTpanabHblii

npoueccop, MarepuHckas njara, MocT COOTBETCTBEHHO).
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o CHCTEMHBIA AayOHTOR

OT4eT AyowT bBaza oT4eTo  Cnpaeka

3anyck ayouTta

—OTYeT CK 1MA

[s]

_ HacTpoiiku ayouTa

Eﬂ CoxpaHuTe html-oT4éT Kak ... l l eg OTKpHITE B Gpay3zepe

M Brixog

wienoH

KoMnnaKcHan BeaanacHocTs Uens cxauposanms:

CKaHMpOBaHME NPOBOAMAOCE: 17/04/23 10:32

Cucrema

LieHTpanbHbIi poLeccop, MaTeprHeKas aara, MocT.
[ T weromeas v T vecr

LieHTpanbHeIi npoueccop

Hoentnchbukatop (1]
Npoaykr: Intel{R) Core(TM) i5-2400 CPU @ 3.10GHz
MpoussoguTens: Intel Corp.

Dua.nneHTuchrkarop: 0

Bepecua: 6.10.7
Cepua: 0002-06A7-0000-0000-0000-0000 —
Pasmep 3100000000

Pucynok 73 — OTueT ckaHHPOBaHUS CUCTEMHOT'O ayiuTa
Paznen [lamMaTh conepkUT HHGOPMALIHIO O BUJE U 00BEME ONEPaTUBHON MaMSITH.
Paznen Hakxonurteam (PucyHok 74) comepXUT WHPOpMaIHi0 00 OCHOBHBIX YCTpOMCTBaxX
XpaHeHHsl JaHHBIX U MX CBOMCTBaxX. Bo Bkimaakax CD/DVD, USB, Kecrkue aucku, Toma npuBoasTCs

OCHOBHBIC JaHHBIC COOTBETCTBYIOIIINUX HOCHUTEIEH I/IH(I)OpMaI_II/II/I.

e CHCTEMHBIN ayAUTOpP

OTtyer AyawT baza oTyeTtoB CrnpaBka

l 3anyck ayauTa

~OT4eT CK

" HacTpoiku ayauTa

Eﬂ CoxpaHuTk html-oT4éT Kak ... l { ﬁ OTKpEITE B Hpay3epe

M Brixof

® HMCTeMHadA MHPOpMaLHAa.

SwenoH

= [
KOMANEKCHaR Be3oNacHocTL L

£Mb CKaHHPOBaHMWA:

CKaHMpOBIHH

[EES— ) E r— g .

Hakonurenun

LlanHble o Hakonutensax MHbopMAaLIMK.

(oo T T I

CD/DVD

Wpentudpukatop 0
‘Onucanne: DVD-RAM writer
MponykrT:

Dus. upgeHTugukarop: 0.0.0
Wuna: scsi@2:0.0.0

Pucynok 74 — Paznen «Haxonurenn»
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Nudopmanus o USB-moakimrodeHUsX MPEeIOoCTaBIsSeTCS B BHIAE TaOJNUIBI C MOAPOOHBIMHU

naHHbIME 00 oOHapykeHHbIX USB-ycTpoiictBax (Pucynok 75).

Oruer Ayaur  Crpaska

{ [ € srvecapara

CHCTeMHLIA ay ANTOoP

" Hancrpoiika aynata

[ El CoxpaHuts htmkoTugr kax I [ ﬁ OrkpuTs 8 Bpaysepe I I M Buxon

~Oruet p
USBSTORIDiskA-DATA__USB_Flash_Drive| 1]
ADATAUSE |, 0.03.18  2010-03.18 E::ggggzg-g:ﬁ_ﬂsszgﬁgfwe_
" i i e e isk.inf. %di . 3 - 3
| A-DATA | USB_Flash_Drive EI;;hD[;C;; 13:02:00 13:02:01 @disk. inf,%disk_devdesc%,; 16 DATA__USB_Flash_Drive_1 A-
DATA__USB_Flash_Drive_1 USBSTOR\GenC
GenDisk
USBSTOR\DiskJetFlashTranscend_4GB__| | B.
lJetFlash USBSTOR\DiskJetFlashTranscend_4GB__| ||
Transcend ||2010-03-16 |2010-03-30 USBSTOR\DiskJetFlash
JetFlash T d_4GB disk.inf,%disk_devdesc; 18
-etrias |- ranseend_ 4GB USB  |[12:39:19 11:06:24 @disk inf, %disk_devdosc USBSTORWeiFlashTranscend 4GB 8
Device lJetFlashTranscend_4GB__ 8 USBSTOR\Ge
GenDisk ’1:|
USBSTORIDiskJetFlashTS 16GJFVE5
etFlash USBSTOR\DiskJetFlashTS16GJFVES
2010-04-02 ||2010-04-02 L o o USBSTOR\DiskJetFlash
|_JetFlash | TS16GJFVES LzWBSDG:‘::ESS 13:13:50 13:04:30 @disk.inf,%disk_devdesc%,; 18 USBSTORWetFlashTS 16GJFVES s
IetFlashTS16GJFVES 8 USBSTOR\GE@
GanNisk
[ |
~XKypHan
10/04/21 18:04: [owek xypHance nocewenui Gpaysepos [=]
10/04/21 18:04: Firefox
10/04/21 18:05: Opera D
10/04/21 18:05: Co3naHe TEXHUECKDR UHDOPMALMM B
10/04/21 18:05: Ckarnposarne yoasHo IasepueHo. |

Pucynok 75 — Otuer 06 oOHapyxeHHbIX USB-ycTpoiicTBax

Pasnen Ilepudepusi (PucyHok 76) COOEpKUT OCHOBHYHO HH(OPMALHUIO O MYJIbTUMEAUHHBIX
ycTpoiicTBax, Buaeokapre u USB-ycrpoiictBax (Bkmagkum MyabTtumenusi, Bugpeo u  USB

COOTBETCTBEHHO).

L CHCTEMHBIA ayauT

OT4eT AyauT baza oT4eToE  CripaBka

’ 8 3anyck ayanTa

—OTYeT cK 1A

HacTpoiiku ayauTa

’ EI CoxpaHuTs html-oT4éT kak ... | l ﬁ OTkpeITs B Gpay3epe

@ Beixog

L ]

[ OnepaunoHHbIe CUCTEMbI T Cuctema T NamaTe T Hakonutenn T Mepudpep T K Y

Nepucpepus

WHgbopMalins o MynsTuMenua, BHaeokapTe, MOHUTOPE.

Bupeo MyneTaMenua

Bupeo

WaenTudgukaTop: 0

‘Onucanne: VGA compatible controller
Mponyxr: SVGA |l Adapter
Mpon3sonuTenD: VMware

us.maeHTRcbuKaTop: f
bus infa: pci@0000:00:0f. 0
Bepcua: 00

KD

Pucynok 76 — Paznen «Ilepudepus»
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B pasnene KommyHukanmu (PucyHok 77) NpHBOASTCS JaHHBIC O CETEBBIX CHCTEMHBIX

ycrpoiicTBax (OecripoBoanbix, Ethernet u T.1.).

L) CHCTEMHBLIA ayauTop - ox

OT4eT AyowT Gaza oT4eToB CrpaeEka

{ O Janyck ayanTa

—OTYeT CKaHKu 1MA

i HacTpoilk1 ayauTa

{ Eﬂ CoxpaHuTs html-0THéT Kak ... I l Qg OTKkpeITE B Gpay3epe

w Beixog

@ CucteMHana wHgpopMmauua. OTHeT.

SwenoH

KOMNAEKCHaA Be3sonacHocTL

[ OnepaunoHHBle CHCTEMBI T Cuctema T MNamaTe T Hakonutenn T MNep

KoMMyHMKaunm

WHcpopmaums o ethernet, wifi u 1.1.

(o

™

HaexTudomkarop: 0

Onucanue: Ethernet interface

MpoaykT: B2545EM Gigabit Ethernet Controller (Copper)
MpoussoguTens: Intel Corporation

dusmpenTuchukatop: 1

bus info pck@0000:02:01.0

Bepcus: 01

Pucynok 77 — Paznen «KoMMyHHKAITIN

3.7.5.3. Pabora c oT4eTaMu CUCTEMHOT'O ayIuTa

[TosnydeHHbII OTYET CUCTEMHOIO ayIuTa MOXHO coxpaHuTh B popmarax HTML, XML u PDF.

Hns coxpanenus ordeta B popmare HTML HeoOxoaumo HakaTh Ha KHONKY B BEpXHEW MaHENTH
riaBHOro okHa Coxpanuts html oTyer kak wim Bocnosnb3oBarbes MeHI0O OTyer — Coxpanuts html
OTYeT... ¥ Jajiee BbIOpaTh TUPEKTOPUIO COXPAHEHUs OTUETA.

Uro06s! coxpanuth oTueT B popmare XML, HeoOxonumo BbIOpaTh MeHI0O OTyer — CoXpaHHTh
xml oTyer...

s coxpanenus oryera B popmare PDF, neo6xoaumo BeiOopats MeHio Otyer — Ileyarars html
otuyera B pdf...

B monyne CucremHblii ayauTop peanu3oBaHa (QYHKIUS XpaHEHHUS M CpPaBHEHHsS] OTUETOB 3a
pa3iauyHble Mepuoasl BpeMeHH. JlJis 3TOro HeoOXOOUMO 3aJaTh MECTOPACIIONIOKEHHE Oa3bl OTUETOB,
BeIOpaB noaMeHo baza orueroB — OTKpBITH 6a3y (PucyHnok 73). B nosiBuBiiemcs okue ba3a oryeroB
(Pucynox 78) neoOxommmo HaxaTh 3agaTh 0a3y W yKazaTh MECTOPAcCIOJIOKEHHE 0a3bl B 3apaHee

CO3/1aHHOM KaTasiore. OTueTsl coxpaHstorcs B 6aze B popmare XML.
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™ Baza oTyeToOB -0 x

—CNWUCoK OTYETOB

Lens | DaTa v BpemMa [ JapaTe bazy l

| 3arpy3uTb OTHETH |

[ OTKpLITE OTYET l

[ ¥oanute oTHeT l

<1 an

Pucynok 78 — baza otueroB
[Tocne 3amanust 6a3wl U 100ABJICHUS TEKYILETO OTYETa HEOOXOMMMO BBIOpaTh moameHio baza
or4yeTroB — Jlo6aBuTh oTueT (Prcynok 73).
Jlns mpocMoOTpa OTYETOB B YKa3zaHHOW Oa3e HeoOXomaumMo B OkHe ba3za oT4eToB Haxath

3arpy3uthb ot4etbl (PucyHok 79).
L Baza oT4yeTOB o

—CnNUCokK 0TY4eTOB

Lenk | HaTta v Bpema [ 3apaTthk bazy l
1 VM2 51?:04:25 07:02

[ 3arpy3uTb OTHETH ]
2 (VM1 17:04:26 06:42

|

[ OTKEpPLITE OTHET l

[ Y0oanuTe oT4eT l

a oo

Pucynok 79 — Cnucok 3arpy>KeHHBIX OTYETOB
Jis mpocMOTpa BBIIETIEHHOTO OT4eTa HeoO0xoaumo B okHe Bba3za oryeroB HaxaTh OTKpPBITH
otryer. OTyer oToOpakaeTcs B paboyeM OKHE MOAYJIS.
Jlns ynaneHus BBIIEIEHHOTO 0TYeTa Heo0xo1uMo B okHe ba3a oTueToB HaXaTh YAaJIuTh 0T4eT.
Jlns cpaBHeHUs OT4eTOB B Oa3e HeoOxoauMo BbiOpaTh moaMeHio ba3za oryeroB — CpaBHMTH

otuetsl. [losBnsercs okHo CpaBHenune or4eToB (Pucynok 80).
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e CpaBHEHWe OTHeTOoB - o x

—CNWCOK OTHETOB

. Uens | llata v BpemMsa
17:04:26 07:02

HNaTta u Bpema

17:04:26 07:02

17:04:26 06:42 17:04:26 06:42

[ | KDY K1 I (]

3arpy3nTb OTYETHI ] [ CpaBHUTL l [ 3akpLITE

Pucynok 80 — CpaBHeHue 0TUETOB
B nanHOM OKHE HEOOXOAMMO HaXXaTh 3arpy3uTh 0TYeThbl, BIOpAaTh OTYETH U Ha’kaTh CPaBHUTH.
B pabouem oxHe Monyins Oyner oToOpakeHa MH(OpMaIUs O CPaBHEHUU OTYETOB. Pe3ynbTaThl
CPaBHEHMsI paclojiaraloTcsi B TEMaTHYECKUX pasfeniax, cpeaud KOTOpbiX OmnepanuoHHbIE CHCTEMBI,

IMporpammuoe o6ecneuenne, [lons3oBareau, USB nocurenn, USB yerpoiicrBa (Pucynok 81).

& CHCTEMHEIH ayAUTOP — 8

OTYeT AyouT Ga3aoT4eToB Crnpaska

’ 0 3anyck ayauTa

~OTyerc

“_ HacTpoiiku ayauTa

H CoxpaHuTs html-oT4eT KaK ... l ’ eﬁ OTKpEITE B Opay3epe

m Buxon

D}

CPEBHEH.WQ oryeros.

Lens:
[INepsoe ckaHnposaxme: 17/04/26 06:42

Bropoe ckannposanue: 17/04/26 07:02

OnepauUWOHHbIe CUCTEMbI

u YctaHosneHHble OC: MaMeHeHWniA HeT

‘Byﬂaneun: W3MEHeHUR HeT
MporpamMmHoe o6ecnedeHne

Monb3oBarenun

Usb Hocutenun U

Usb veTponcTBa @

Pucynok 81 — Pe3ynbTaThl cpaBHEHUS

3.7.5.4. 3aBepmicHue pabOTHI C MOTyJIEM

Jns BBIXOAA W3 MOAYJS HEOOXOIMMO BOCIIONB30BATHCS KHOMKOW BbIxoa (.) Ha TaHEIn
MHCTPYMEHTOB B IJIaBHOM OKHE MOYJIS.

3.7.6. CpencTBo rapaHTHPOBAHHOTO YHUYTOXKEHUSI HH(POpMAIHH

CpencTBo TrapaHTHPOBAHHOTO YHUYTOKEHHS WHQPOPMAIMU TpEeTHA3HAYCHO [UI  YAaJCHHS
uHpOpMaMK TyTeM 3aThpaHusd ¢aiina ciaydaliHBIM HAa0OpPOM CHUMBOJIOB JJIsl TPEIOTBPAIICHUS
BOCCTAHOBJICHUS JJAHHBIX.

3.7.6.1. 3amyck moxmyns
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Monynb 3amyckaercst u3 BeO-unrepdeiica [apaHTHpoBaHHOe YHUUTOKeHHe HHGOPMAMU WK
U3 MoIMeHK craprepa mnpuioxenuit (red hat) — OcraabHble npuio:xkeHuss — I[Ipouee —

I'apanTHpOBaHHOE YHHUYTOKEeHUE MH(POPMAIIHH.

[Tociie 3amycka cpeacTBa MOSBUTCS pabodee okHO Moayast (Pucynok 82).

@6®—+-x-ﬂ =] @

| @anne/KaTanorn ona yoaneHns ]:[:E]

|HMﬂ

E bln
= dev
= etc
= home
& lib
= media
B mnt
¥ opt
9 proc
. root
B run
.- [ sbin
= srv
7 sys
= tmp
= usr
.- [ war

[« (D)

[l nobaebTe hainbl B CNACOK HAa YHHYTOXEHWE M HaXXMHTe "CTapT'

Pucynox 82 — Pabodee okHO MOIyIIst
B BepxHeit yacTi pabouyero okHa HaXOAUTCS MaHeNIb UHCTpYMeHTOB. KHOMKY, pacnosyio;keHHbIe Ha
MaHeJIM MHCTPYMEHTOB, IIPEJICTAaBJICHbI B TAOIHUIIE HUXKE.

Tabnuma 3 — Onmcanue KHOTIOK MOJTYJIsS

[Tuktorpamma HazBanue Onucanue
[Iporpamma BO3BpamiaeT MOJb30BATENd B
@ Homon
JIOMAIITHIOI0 TUPEKTOPHIO (JOMAIIHIOO MAIKY)
[Ipu Ha)xaTHHM HA KHONKY OOHOBISICTCS CIHCOK
OO0OHOBHUTH
(aiinos




[Tponomxkenue Tabauib! 3
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[TuxTorpamma HaszBanue Onucanue
BosmoxHbie BapHaHThI OTOOpaXKeHHUS:
Oro0paxeHue M0Ka3aTh BCE, I0KA3aTh BCE, KPOME CKPBITOTO U

IIOKa3aTh TOJBKO ITaIlKH

KonuuyectBo 3aTupanmii

KomnuecTBo 3atupanuii  daina ciaydallHbIM
HAaObOpOM CHMBOJIOB 4YTO  HpPEJOTBpAaIIacT

BO3MOXXHOCTH BOCCTaHOBJICHUS (paiina

J1060aBUTH B CIIUCOK

JloGaBneHne BbIOpaHHOTO (haiiia B CIIMCOK Ha

YHUYTOXKCHHUC

YaaJauTh U3 CIUCKa

VYnanenue BeIOpaHHOTO (haima M3 CHUCKA Ha

YHUYTOKCHHUC

O4YMCTUTDL CIHCOK

OuncTKa CIIKCKa Ha YHUYTOKCHHUC

3amyck/oCTaHOBKa TMpoIlecca  YHUUTOXCHHS

@)
-
+
<
3,
-1

Crapt/Cron
nHpopmanuu
Brixoa Brixon u3z monyns
I[Ipy wHaxatuu Ha KHONKY B OJOKHOTE
OTKPBIBACTCS JKYpPHAJI, COJAEpXAIINil HMeHa
Kypnaa

ylajdeHHbIX (aillloB ¥ pe3ysbTaThl BHITOIHEHUS

Ooncpalu yaajlCHUusd

3arpyska oryera

[Ipu HaxaTuum Ha KHONKY IOSIBUTCA OKHO, B
KOTOPOM HEOOXOAMMO BBIOpaTh MAamnkKy ¢

OTYETOM CcpeacTBa ITIOHUCKa OCTaTOYHOM

uHdpopmarmu (Pucynok 83)
[Ipu HaXkaTH¥M Ha KHOTIKY TIpeJjIaraeTcsi BRIOOP
OTtuer
(hopmMaTOB OTYETOB JIJIsi COXPAHEHUS
[Tpu Ha)kaTUM HA KHOTIKY OTOOpaskaeTcst OKHO €
o IHoMomb uHpopmanuer o0 MoAylde M O TOPSYHX

KJIaBHIIIaxX
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™ BeibepuTe oTueT diskfind - o0 x
MNepelTu K: [E;mutfnew |v] 09O 0 @[
[El KomneioTep Hims / |Paamep |THn |ﬂ,aTa H3MEHEHHH|
¥ root | #17:04:26_06:42.xml 2 K6 xml...ann 26.04.17 7:01

| 7 #17:04:26_07:02.xml 2 Kb xml...ain 26.04.17 7:02

B diskfind-2017-...v sr0-100%.xml 9 K6 xml...ann 26.04.17 7:33

Wma danna: [ diskfind-2017-04-26T06:03:01-_dev_sr0-100%.xml ] w OTKpLITE
Tunbi (paitnos: | Bee dains (*) R4
2

Pucynok 83 — 3arpy3ka otuera

B wHmwxHelt yactu pabodero OKHAa HaxXOOUTCS CTPOKa COCTOSHUS Monyns. Ecmu mporecc
YHUUTOXKEHUS WH(GOpMAallMK HE 3amylleH, TO B CTpOKe oToOpaxaercs: «J{oOaBpTe (ailfibl B CIIUCOK H
Haxxmute 'Ctapt'».

Ecnmu mpouiecc yHHUTOXeHHS WH(GOpPMAIMK 3alylIeH, TO B CTPOKE OTOOpaKaeTCsl COCTOSHHE
BBITIOJTHEHUS TPOLIETYPhl YHUUTOKEHUS.

3.7.6.2. Pabora c mogynem

UTo0Bl 3amyCTUTh MPOLECC YHUYTOXKEHUS HH(POpMaluu, HEoOXOauMO BBIOpaTh Qailibl U
N00aBUTH UX B CIIUCOK C TOMOIIbIO 3HaUKa J[00aBUTH B CIIUCOK + . Yanute u3 crucka Ui OYUCTUTH

Criucok BbIOpaHHBIX (DAilJIOB Ha YHHYTOKEHHE OTOOpakaeTcsi B MpaBod 4acTH pabouero OKHa

CIIMCOK MOXKHO C IIOMOIIBIO KHOIIOK YAAJHTh U3 CIIHCKA — 1 OUHCTHTDH CIIHCOK

moyis. (Pucynok 84).
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@6®—+-x.-ﬂ J= ) €@

[ @ainu/KaTanoru ana ynanequa l.n

xml: froot/new/diskfind-2017-04-26T06:03:01
jroot
froot/new/diskfind-2017-04-26T06:03:01-_de
froot/Bupeo/new

#17:04:26_06:42.xm|
#17:04:26_07:02.xm|

& inew

- [ JIOKYMEHTHI
- [ 3arpyaku

- [ M3obBpaxeHna

-~ 9 My3blKa

- 9 OBLenocTynHbIe
- 9 Pabouwni cTon
9 LWabnoHe

[l nobBaBbTe halNbl B CNUCOK Ha YHHUTOMEHHE W HaXXMKTe 'CTapT ]

Pucynox 84 — BriOpaHHbIe A1t YHUUTOKEHUS (haidiipl
3areM He0OXOMMO YKa3aTh KOJMYECTBO 3aTUpaHuil B osie KosmyecTBo 3aTHpaHuii.
IIpumeyanue. MakcuManbHOE KOJIUYECTBO 3aTUpaHui — 35.

Hns 3amycka mporeAyphl TapaHTUPOBAHHOTO YHUYTOXKEHUsS HWH(OpMaAnuu HEO0O0X0IUMO

BOCHOJIb30BaThCs kKHOMKoM Ctapt/Cron g’ Ha IIaHEeIW MHCTPYMEHTOB MoayJs. IIponecc yHudroxeHus
MOJKET OBITh OCTAHOBJIEH B JIFOOOH MOMEHT € TIOMOIIBIO TOBTOPHOT'O HaskaTHsl Ha KHONKY Ctapt/Crom.
[lepen Havanom mporecca YHHUUTOXKEHHMsI MOSABISETCS cOooOIlIeHue, Tpedyroliee MOATBEPIUTh

ynanenue ¢aiiios (Pucynok 85).
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| FrapaHTHpoBaHHOE YHHUYTOXeHWe WHGOoOpPMaLLUK

oI+ =X O

" @annui/KaTtanoru ana ynanexma l.u

xml: froot/new/diskfind-2017-04-26T06:03:01

froot
froot/new/diskfind-2017-04-26T06:03:01- der

jroot/Buoeo/new

CooblieHne

F1/7.08.26_U7 02"
B diskfind-2017-04-26T06:(
E- = Bupeo

- [ JIOKYMEHTI
- [ 3arpyaKm

- [ M3oBpaxeHns

- [ My3kIKa

-9 OBlwenocTynHble
-9 Pafouwin cTon
9 LWabnoHw

[l nobaebTe halNbl BE CNHCOK Ha YHHYTOMEHHE M HaXXMHTe 'CTapT' ]

Pucynok 85 — Coobuienue
Ipumeuanue. [Ipyu NMoONbBITKE YHUUYTOXKEHUS CHCTEMHBIX (DAalJIOB, MOSBHTCS TpPEAYNpEkICHHE,

MMOKa3aHHOE Ha PUCYHKE 86.
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| FrapaHTMpoBaHHOE YHHHYTOXEeHWe WH(OoPMaLUK

B4+ =XxXOul O

BEHnMaHne

CnenywollWe KaTanoru:
Jshin
ABNAKTCA CHCTEMHBIMK K By oYyT NPONYLLEHG.

)

[l nobaebTe hainbl B CNWCOK HA YHHYTOMEHMWE M HaXMMTe 'CTapT'

Pucynok 86 — Ilpenynpexnenue
3.7.6.3. 3aBeprmicHue pabOTHI C MOTyJIEM

Jlns BBIXOAA M3 MOAYJNSE HEOOXOIMMO BOCHOJNB30BaThCs MoaMeHio Maiiin — BbIXoa uinm HaxkaTh

KHOTIKY BbIxoa Ha TIaHEeI HHCTPYMEHTOB.

3.7.7. CpenctBo ayauTa OECIIPOBOJIHBIX ceTei

CpenctBo aynuta OecpOBOAHBIX CeTeH MpeaHa3HAYEHO Al OOHAPYKECHHs, CKAaHUPOBAHHS H
MPOBEJICHUS MACCUBHBIX W aKTHBHBIX aTak Ha moadop maponeit B OGecripoBoanbix cetsx ¢ WEP, WPA,
WPA-2 mmdpoBanuem.

3.7.7.1. 3amyck cpencTBa ayauTa OSCIIPOBOIHBIX ceTei

Monynp 3amyckaercss w3 BeO-uHTepdeiica AyauT OecHpPOBOAHBIX ceTeill WU W3 TMOIMEHIO
craptepa npwioxenwuii (red hat) — AyauT 6ecnipoBoAHBIX ceTeii — AyIHUT 0eCIIPOBOIHBIX CETEH.

[Tocne 3amycka mosBUTCS pabouee okHO Moyt (PucyHok 87).
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AynwT DecnpoBoOOHBIX cETER - 0x

e
‘ s ObHOBMTEL |

BribepeTe aganTtep

-
W) CKaHMpOBaHWE TOYEK JOCTYNa

=1) WEP Cratyc obHapyxeHus

€

i. - I. | WPA CraTyc obHapyxeHus

| | Basa Knw4en Knio4n oTCyTCTBYIOT

@ MNapameTpel WIFI aTaku

Pucynok 87 — Pabouee okHO MOayIIst

IIpumeuyanune. CoucoK NOJAEPKUBAEMBbIX aJJalTepoB NpuBeACH B Tabnuue 2.1 npunoxxeHus 2 K
HACTOSILEMY JJOKYMEHTY.

3.7.7.2. IIpocnymmBaHue ceTH, ucronb3yromeidd WEP mudposanue

Jns oOHapykeHusT TOYeK JOCTylna HeoOXoIMMO YKa3aTb HHTepdeic B moine BbiOpath
uHTepdeiic 1 HaxaTh KHONKY CKaHMpOBaHUe TOYeK aoctyna. [locie ckaHupoBaHuUs B paboueM OKHE

MOIyJIs OyIeT oTpaXkeHa HH(OpMAIKsI O KOJTUIECTBE HalICHHBIX Touek noctyna (PucyHnok 88).

AynnT GecnpoBOAHEIX CETER - ox

I aa wlan0 j _{: OBHOBMTE |

PeWM MOHWTOPWHIa BKIKYEH Ha wlan0mon

N
W) AKTWBHO

i) wepa 1 OBHapy#eHo

@ WEP 1 OBHapy»eHo

| | Baza Knouen Kno4w oTCyTCTBYIOT

@ NapameTpol WIFI aTaku

Pucynok 88 — OOHapykeHHBIE TOUKH JTOCTYIIa
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s mepexona K HacTpoiike aTtaku Ha Touky jgoctyna ¢ WEP mmppoBanuem HaKMUTE KHOIKY

WEP. B oTkpbIBIIEMCS] OKHE YKAXHUTE TOUKY AOCTYIIA U BUJ] ATAKH.
YroObl yKa3aTh JONOJHUTEIbHbBIE HACTPOWKM aTakd B pabodyeM OKHE MOAYJI HaXMHUTE KHOIKY

IMapamerpsr WIFI aTaku. B oTKpbIBIIIEMCS OKHE YKa)KUTE HE0OX0auMble TapameTpsl (PucyHok 89).

- HacTpoitku MAC-agpeca no-yMon4aHuo

=]
2]
e
=
=
T-.
T
[k}
=
juk}

YcTaHoBuTE MAC-2Oopec no yMOm4aHWIo 04 Npoee

| YCcTaHoEWTE MAC-aopec

- HacTpoinkw danna 3axeaTa

YCTaHOEWTE Ka3Tanor ONA CcOXpaHeHA annoe 2axearta ons ofdnaH WCNoNe30BaHKUA

=Y
Obzop

Pucynok 89 — Ilapamerps! aTaku

Jlis Havana WM OCTAaHOBKM aTaKu HaXXMHUTE KHONKY Artaka/CTom, pacloioXeHHYIO ClpaBa OT

touek poctyna (Pucynok 90).

bepuTe Lenesy TO4KY A0«

&) :

DIRECT- test-net

Noppepxka WPS

@ OO6bivHas aTaka

CBs3b C TOYKOW AoCTyna

CTaTyC BOIMONKHOCTH MHBEKLMN
C6op nakeToB

MHbekuna ARP nakeToB

B3noM WWPHPOBAHNA 708 ivs

3ageplueHo

Pucynox 90 — Hactpoiiku aTaku

[Tocne 3aBepiieHUs aTaku B HUKHEH 4acTH OKHA HACTPOEK aTaku OyAeT oToOpakeH pe3yibTar

B3nmoma (Pucynox 91).
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bepuTe Luenesyio TO4KY A0

DIRECT-

CeA3b C TOYKOW AoCTyna

Cbop nakeToB

MHbekumna ARP nakeTos
B3nom wngposaHna

FoToeo

19950 ivs

3/10MaHo

Pucynok 91 — Pe3ynbTat B310Ma

Nopnepxka WPS

U UHBEKUWN

v

Jli1st mpocMoTpa B3IIOMaHHBIX Tiapoliell B pabodeM okue Moyt (Pucynok 87) nHaxxmure kHorky basa

KiIo4veil. B oTkpeiBIIEMcsT OKHE OTpakeHa MH(OpMalus 0 HaWACHHBIX MapoJisIX B mporecce ayauta. UToOsl

700aBUTh HOBBII KJTFOU BPYYHYIO, BOCIIONB3YHTECh KHOMKOW J{06aBUTH HOBBIIi Kk (PucyHok 92).

nU,ﬂ,ﬂﬁpaHHblE KN4 EIECI'IFIDBBJ].HI:I}( CeTen aBTOMaTHYeCKW COXPaHRAKTCA Nocne yCnewHon
aTakW. Bel Tak¥e MoxeTe 000aBUTE KNKYK BPYHHYID

&y DyKa pocTyn| == MAC-agpec | LUndpoeaHue | &5 Koy @ Kauan
1 |test-net 10:BF:48:E5:... |WPA 12345678 3]
2 |test-net 10:BF:48:E5:... |WEFP 37DD5A0TAL |6
CoxpaHWTe M3MEHEHWA ONoB3aEnTL HOBLIA KKOY YoanuTe

Pucynok 92 — baza kmroueit
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3.7.7.3. IIpocnymmuBaHue cetu, ucnoib3yromeid WPA mmdposanue

Jns  oOHapyXeHHs TOYEeK JOCTyma HeoO0XoamMo yka3aTh uHTepdeiic B mone BbiOpaTh
uHTepdeiic 1 HaxaTh KHONKY CkaHMpoBaHue To4ek aoctyna. [locie ckanupoBaHus B paboueM OKHE
MOIyJIs OyIeT oTpakeHa HHPOPMAIIKsI O KOJUYECTBE HallIeHHBIX ToueK gocTyna (Pucynok 88).

s mepexoja K HacTpoike ataku Ha Touky goctyna ¢ WPA mmdpoBannem HaxMuTe KHOIKY
WPA. B oTKpbIBLIEMCSI OKHE YKaXHUTE TOUKY JOCTyHa M BHUJ aTaku. [ OCyIIECTBICHUS aTaKh TAaKXKe
HE00X0AUMO 3arpy3uTh (paiiil ¢ BO3MOXKHBIMH KOMOMHaUUsAMH naposel. [ 3Toro HaKMUTE KHOIKY
00630p u BeIOEpUTE HEOOXOMUMBIH (haitsr. UTOOBI yKa3aTh JOMOTHUTEIIBHBIC HACTPOMKH aTaku B pabodyem
okHe Moayns Haxwmure kHonky Ilapamerpst WIFI araku. B oTkpbIBHIEeMCS OKHE YKaXHUTe
HeoOxouMbIe mapameTpsl (PucyHok 89).

Jlis Havana MM OCTAHOBKM aTakKu HaXKMUTE KHOINKY ATaka/CToll, paclolioXEHHYIO CIIpaBa OT

touek poctyna (Pucynok 93).

@ ©

Noppepxra WPS

NpoBxan Touka pocTyna

CraTtyc peayTeHTMOURaUNN

Handshake craTtyc

ATaxa WWHPOBAHNA NONHEIM Nepebopom Texywan ¢paza

Sagepwexo

Pucynox 93 — Hacrpoiiku ataku
[Tocne 3aBeplieHHs aTakd B HIDKHEH 4acTH OKHA HACTPOEK aTaku OyJeT OTOOpa)KeH pe3yibTar

B3noma (Pucynox 91).
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Noppepxka WPS

Handshake 3axsaT

ATaka nonHeiM nepebopom WPA wngposaHus 12345678

rotoso

Pucynox 94 — Pe3ynbTat B310Ma
Jlns mpocMoTpa B3JIOMaHHBIX Mapoiieil B padouem okHe Moayins (Pucynok 88) HaxxmuTe KHONKY
Ba3a kiiodeii. B oTkpbIBIIEMcst OKHE OTpakeHa HH(GOPMAIs O HAalICHHBIX ITapoJisiX B MPOIIECCe ayAuTa
(Pucynoxk 92).

3.7.7.4. Bpixon u3 cpeacTsa ayauTa 0€CIpOBOTHBIX CETEH

Jnis BBIXO1a M3 MOJTYJISl HEOOXOTMMO HaKaTh 8 B BEpXHEM IIPABOM YTy OKHA.

3.7.8. CereBoiil ananuzarop

Monynbs ceTeBOro aHanm3a IpenHa3HaueH IS IepexBaTa, aHalnu3a W (QIIBTPALUU CETEBOTO
Tpaduka.

3.7.8.1. 3amyck moxyns

Mopnyne 3amyckaercs u3 BeO-mHTep(eiica CeTeBOl aHAIM3ATOP WIM U3 ITOJAMEHIO CcTaprepa
npunoxerni (red hat) — Cuuddunr u cnypunr — CereBoii aHaIH3aTOP.

[Mocrne 3amycka MOYJIs OSBIIIETCS pabouee okHO Moayiist (PucyHok 95).
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CeTeBoOWM aHaNWzaTop

®ain MoHWTOpWMHr HacTpoRKwW

Pucynox 95 — Pabouee okHO MOmyIIst
3.7.8.2.  Hauano paboTsl ¢ MOyJIEM
Jns Hayana paboThl C MOIyJIeM HEOOXOAMMO BHIOpATh B MyHKTE MEHIO MOHHUTOPHHI BUJ CETH

quist ananu3a (Pucynok 96).

CeTeBOW aHANWIATOP

Dain MoHWTOPWMHI HacTpoWKn

7 OBkl4HEA CeTk... Shift+U
& KomMmyTWpyeMan ceTsb... Shift+B

[ 3apaTs dwuneTp pcap... |

Pucynox 96 — Bri6op cetu ans ananusa
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Jlns 3amycka mpoliiecca aHainmu3a ceTeBoro rpaduka HeoOXoauMo BeIOpaTh NyHKT MeH0 Hauamo

— Hauats MmonuTopunr (Pucynok 97).

s CeTeBOW aHanWIaTop - 0O x
Ha4ano Uenw Xoctel Bug MITM @ ©uneTpel MypHanupoBadwe [NarvHel
. Ha4yaTe MOHWTOPWHI Crl+W
@ OcTaHOBWMTE MOHUTOPUMHT Ctri+E
Ctri+X

Brixon

O

11
O

............. Ll ekl B

Hu¥eHel oo UID 65534 GID 65534...

33 NNarvHoe
42 NpoTOKONOE NOArPY*eHo

57 NopTOoB OCMOTREHD
16074 MAC-agpecoe NponzeoguTensn
1766 TCP oTtne4aTkoe OC
2182 CcepEWCOBE M3BECTHO

Pucynox 97 — Hauasno MoHUTOpUHTA
Jlns Havana aHanm3a HeoOxomumo omnpenenuTh IP-ampeca xoctoB cetu. J[ns 3TOro HEOOXOAUMO
BbIOpaTh MojMeHI0 XocThl — CkanupoBanue xoctoB (Pucynok 98). B noamenio Xocrsl — Cnucok

XOCTOB Oy/IeT IpejicTaBieHa HH(OopMaIns O MPOCKaHMPOBAHHBIX XocTax ceTH (Pucynok 99).
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L CeTeBoOW aHanuW3aTop - ox

Ha4ano LUenn XocTel Bua MITM ©@unsTpel MypHanupoeaHwe [NarvHbl

[ Cnmcok xocTos H
Q CKaHWpoOBaHWe XOCTOB Ctri+5
3 3arpysute us anna... ctri+o

& CoxpanuTe B haiin... Ctri+s

0

11
0

L - - e

— =
INpuBMnerum cHuAeHsl oo UID 65534 GID 65534...

33 nnarnHoe

42 NpoTOKONOE NOAMPYXEeHO

57 NopTOE OCMOTPEHO
16074 MAC-anpecoB NpoWsBoanTenen
1766 TCP oTne4yaTkos OC
2182 CcepBWCOB MEBECTHO

Pucynox 98 — MeHto «XocTbI»

¥ CeTeBOW aHanWsaTop - O X

Havano Uenn XocTel Bug MITM @uneTpel MypHanupoBaHue [narvHbl

CnwWcok xocToe 3 |

-IP appec MAC apgpec OnucaHne
192.168.239.1 C2:01:17:14:00:00
192.168.239.2 00:50:56:EE:29:12
192.168.239.3 00:50:79:66:68:01
192.168.239.4 00:50:79:66:68:00
192.168.239.120 00:50:56:C0:00:08
192.168.239.254 00:50:56:FD:6E:4E

Ynanute XOCT NobaewTe K Llens 1 NobaeuTe K Llens 2

MpocnyLWWEIETCA:

eth0 -= 00:0C:29:13:6A:DC
192.168.239.129/255.255.255.0
feB0::20c:29ff:fel3:6adc/6d

SSL dissection TpebyeT npaeuneHeR ‘redir_command_on' ckpunT B hanne
etter.conf
MpueKnerM cHxeHel Ao UID 65534 GID 65534...

33 nNarvHoe
42 NpOTOKONOE NOATPY¥EeHOo
57 NopToOB OCMOTpEHO
16074 MAC-agpecoB Npov3BoguTEnan

e = e . PPy fatad

Pucynox 99 — Crnincok xocToB
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B mento Iean HEoOXOAMMO yKas3aTh aapeca XOCTOB, KOTOpPbIE OyIyT MpoaHAIM3UPOBaHBL. J[ist
BbIOOpa HOBOTO X0CTa HEoOXoauMO HaxxkaTh Bbioop menu (ueneit) (Pucynok 100), manee ykaszatp IP-

aapec. nu u3 crimcka xoctoB BeIOpaTh IP-ampec n Haxkath Jlo6aButh K meau 1 wiu Jod6aBuTs K 1neun

2 (Pucynok 99). Jlns mpocMoTpa ¥ peAaKTUPOBAHUS CII

noamerio ean — Texymme mesmm (Pucynok 101).

UCKa TEeKyUIMX Iesied HeoOXOAMMO BBIOpATh

s CeTeBOW aHanWzaTop - o x

ObpaTHOE CorNacoBaHue

2 OYMCTWTE CMWCOK Lenen Shift+w
L

e e R e T R e e L

Mpuennerun cHuxedsl Ao UID 65534 GID 65534...

33 nnarvHoe

42 NpoTOKONCE NOAOTPY*eHo

57 NOpTOB OCMOTREHO
16074 MAC-anpecoB NpoU3ECONTENen
1766 TCP oTneyatkoe OC
2182 cepeWCOB M3BECTHO

Ha4yano Uenw XocTel Buog MITM ©@uneTpel MypHanupoBaHwe [narvHel
Q Texkylwre uenu T
% Buibop uenen Ctrl+T
"% MpOTOKON... P

e e R L e

Pucynok 100 — Menro «Llemm»
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s CeTeBOW aHanNWu3aToOp =

Ha4ano Uenw XocTel Bug MITM ©unbTpel MypHanwpoBadHwe [narvHel

Cnwvcok xoctoe 2 | Llenw 3

Uens 1 Uene 2

192.168.239.3

YnanuTe OobaeuTe YnanuTe OobaeuTe

e

16074 MAC-aapecoB NpoW2BEOANTENSH

1766 TCP oTne4yatkoe OC

2182 cepBVUCOB W3BECTHO

FanpgomMuzauMAa 255 X0CToOB ONA CKAaHWPOBaHMWA...
Scanning the whole netmask for 255 hosts...

3 xocToB nobaBneHsl B CNWCOK XOCTOB...
PaHpooMuzayna 255 XxoCcToB ONA CKaHWPOBaHWA...
Scanning the whole netmask for 255 hosts...

4 xocToB nobaBneHsl B CNWCOK XOCTOB...

¥ocT 192.168.239.3 npobaeneH K uenm 1

ARP poisoning victims:

GROUP 1:192.168.239.3 00:50:79:66:68:00

GROUP 2 : ANY (all the hosts in the list)
Pucyrnok 101 — Criucok TeKynux nemiei
Jlis omnpeneneHuss MPOTOKOJIA MO KOTOPOMY OyJeT NMPOU3BOAMTHCS aHAIM3 BBIOPAHHBIX LEJIEH,
Heo0xoauMo BeIOpatTh noaMeHto Lenn — Ilporokodr... u B oTkpeiBiemMcst okHe (Pucynok 102) ykazath

Ha3BaHUC MMPOTOKOJIA. I[J'I}I HCIIOJIb30BaHHUA BCEX MPOTOKOJIOB HCO6XO)II/IMO Brcarts all.

Beopg, - o x
<v> NpoTokon: [E]] l
<Hok @ OTmMeHUTL

Pucynok 102 — Br160p uCHonbp3yeMbIX IPOTOKOJIOB
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Jlist mpocmoTpa nH(MOpPMALIUK O TTapaMeTpax YCTAHOBJICHHBIX COCTUHEHUI HE0OX0IUMO BHIOpAThH

noameHio Bux — Coeannenus (Pucynok 103, Pucynok 104).

s CeTeBRoW aHanNW3aTop =
Ha4ano Uenw Xoctel Bwg MITM ©uneTpel MypHanupoBadwe [NarvHel
[ 1 = .
CoennHeHna ¥ = CoegWHEeHWA Shift+C
= NMpodmnm shift+0
Xocv Nopr |- [¢] CraTucTHka 5

Pazpewenwne IP-agpecos

[ Cnocob BM3yannaaumm... v

Q, PerynapHoe BLIpakeHne BU3YaNN3aLAN: R

Q YcTaHoeuTe Kmo4 WEP.. W
Moka3zaTe NnogpobHocTk PazopeaTe coeguHEeHKE BeIMEpKHYTE COEAMHEHWA

== R = S

42 NpoTOKONOE NOATPYXEHD
57 NopTOoB OCMOTREHD
16074 MAC-anpecoB NpoU3ECONTENEN
1766 TCP oTne4yaTroe OC
2182 cepEWCOBE M3BECTHO
PaHpoMW3aUuWAa 255 X0CTOB ONA CKAHWPOBaHWA...
Scanning the whole netmask for 255 hosts...
6 xocToB AobaBneHbl B CNWCOK XOCTOB...

Pucynok 103 — Menro «Bumy»
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s CeTeBOW aHaNWzaTop -8 x

Ha4ano Uenw XocTel Bug MITM ©uneTpel MypHanupoeaHwe [narvHel

[
CoeguHeHWA 3

XocT MopTt - XocT MopTt MNpoTokon CocToAHWe BaWThI

MNokazaTb I'ID,EIPDEHDCTI-"I PazopeaTk COEOWMHEHWE BhlHEepKHYTE COEBOMHEHWA

42 NpoTOKONOE NOArpY*eHo
57 NOpTOB OCMOTPEHO
16074 MAC-agpecoB NpoMBogNTENSl
1766 TCP oTne4vaTkoe OC
2182 cepBNCOB WZBECTHO
PaHpoMWzaUumMA 255 Xx0CTOB ONA CKaHWpOoOBaHWA...
Scanning the whole netmask for 255 hosts...
6 ®xocToB AobaEneHbl B CNWCOK XOCTOE...

Pucynok 104 — Iloagmento «CoequHEHUS
[Tonmento Buag — Ilpodgmau coxepxur crnmcok IP-anpecoB ananusupyemMon ceTH, KOTOPBIN

MOJET OBITh MpeoOpa3oBaH B criucok xoctoB (Pucynok 105).

s CeTeBOW aHanW3aTop -0

Hayano Uenn Xoctel Bua MITM ©uneTpel XypHanupoeadwe [naruvHbl
CoeguHeHws 2 | MNMpodgunm 3

IP appec MmMA xocTa

192.168.239.1

192.168.239.2
192.168.239.3
192.168.239.4
192.168.239.120
192.168.239.254

O4MCTUTE NOKankHLIE O4UCTUTE YOANEHHEIE MpecbpazoBaTk B CNMWCOK XOCTOB Hamn e hann

42 NpoTOKONOE NOATPY*EHD
57 NOpTOE OCMOTPEHO
16074 MAC-anpecos NpovM3eoanTenen
1766 TCP oTne4yaTkoe OC
2182 CepeWCOB M3BECTHO
PaHpgoMuzauna 255 X0CTOB ANA CKaHWPOBaHMWA...
Scanning the whole netmask for 255 hosts...
6 xocToE foBaBNeHEl B CMWCOK XOCTOB...

Pucynok 105 — IToamento «IIpodwmmy»
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B moamenio Buag — Crarucruka oroOpakeHa noapoOHas uHGOpMAIMs O MOJIYYCHUU U

nepenauun makeros (Pucynok 106).

BT CeTeBOW aHanwuzaTop - O x

Havyano Uenn Xoctel Buag MITM @uneTpel ypHanwpoeaHwe [narvHbl

CoeguHeHus % | MNpodwnmn & | |[CTaTUCTUKE 3

Mony4eHHBIE NaKeTLI: 0

OTBpoLwWweHHbIe NakeThbl: 0 0,00 %
MepepaHHBIE NaKeTLI: 0 BanT: 4}
Tekywasa AnMHa o4epeu: 0o

YacToTa zamepos: 50

Mony4eHo NakeToB B HWKHER NONOBUHE: pck: 0 bytes: 0
Mony4eHo NakeToE B BEPXHEA NONOBUHE: pck: 0 bytes: 0
WHTepecHble NakeTkl: 0,00 %

MakeToB B CeKyHAY B HWAHEA NONOBUHE: worst: 0 adw: 0 p/fs
MakeToB B CEKYHAY B BEPXHEN NONOBUHE: worst: 0 adw: 0 p/fs
MponyckHan cnocobHOCTE B HWAHER MNONOBKMHE: worst: 0 adw: 0 b/s
MponyckHas cnocobHOCTE B BEEPXHEN NONOBWHE: worst: 0 adw: 0 b/s

oy e

1766 TCP oTne4aTkoe OC

2182 CepBEMCOB M3BECTHO

PaHpgomuzauma 255 XOCTOB ANA CKAHWPOBAHWA...
Scanning the whole netmask for 255 hosts...

6 xocToE A0BaBNEeHbl B CMWMCOK XOCTOE...
PaHaoMU3aUns 255 XOCTOB ANA CKaHWUPOBaHWA...
Scanning the whole netmask for 255 hosts...

6 xocToE A0BaBNEeHbl B CMWMCOK XOCTOE...

Pucynok 106 — Ilogmento «Cratuctukar
B noamenro Buag — Cpnocod Bu3yaaM3amMM... MOXHO YKa3aTb pa3jIMYHblE BapHaHTbI
oroOpakeHHsI U (popMaTHUpPOBaHUS MAKETOB U CHMBOJIOB, @ TaKXe YCTAaHOBHUTh KOJUPOBKY, KOTOPYIO
MOyIb cMOKeT peodpaszoBath B UTF8 (Pucynok 107).

& Cnocob BEMZyanuzaunM -ox

hex BelBOAWTE N3aKeThl B WECTHaAUATEPUHHOM (opMaTe.

*) |ascii BelBOOAWTE TONBKO NEY3TaTAEMBIE CMMEONEI, OCTaNkHEIe By oyT oTobpamxaTeca To4kon "'
text BrIBOAWTE TOMBKO NeYaTaeMble CUMBOSLI, OCTaNbHEIE NPOMYCKaTh.
ebcdic MepeeoguTe M2 EECDIC B ASCIL.
html YBupaTe M3 TekcTa Bce TarKn. T3rom cHWTIETCA MOban NoCNefoBaTENEHOCTE MEMOY < W =.
utf8 lpecbpa3oBBIEATE TEKCT Nepeq BLIEOA0M W3 EbIDpaHHON HWXE KOOWPoOEKKM B UTF-8.

Konwpoeka: UTF-8 b

ok @ OTmeHuTH

Pucynok 107 — CriocoObl BU3yanu3auu
B noamenio Bug — PeryiasipHoe BbIpaskeHHe BH3YaJM3alMU MOXHO 337aTh BBIPAKECHUE IS

Busyanusaiun (Pucynok 108).
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‘ ' PerynapHoe BhlpaseHWe BU3yanmsauvm: ||
N\ | l

<ok @ OTmeHuTE

Pucynok 108 — PerynsipHoe BeIpaskeHHE BU3YyaIIU3alluU

B noamento Buag — YceranoButs ki WEP... neo6xoaumo ykazate kimou WEP-mmmdpoBanus,

NPUMEHSIEMBII B aHATM3UpYeMoii OecripoBoiHol cetd (Pucynok 109).

<v> Kno4w WEP: [ l
ok @ OTmeHuUTH

Pucynox 109 — Bsop ximroua WEP

Jns coptupoBKHM HMH(pOpMalMU, MOJIYYEHHOW B XOJ€ aHaJM3a HEO0O0XOAUMO BbIOPATh MOJMEHIO

®OuabTpbl — 3arpy3urs GuiabTp... (Pucynok 110).

Ha4ano Uenn XocTtel Bug MITM PuneTpel MypHanupoeadwe [lnarwvHbl
= 3arpyzuTe unbTp... Ctrl+F
@ OcTaHoBMTE (PUNLTpaL KM F
.............. o
Mpuewunerun cHWxeHs! ao UID 65534 GID 65534...
33 nharvHoe
42 NpPOTOKOMNOE NOArPY*MeHo
57 NOpTOB OCMOTPEHO
16074 MAC-agpecoE NpoU3B0OUTENEA
1766 TCP oTnevyaTkoe OC
2182 cepeBWUCOB M3BECTHO

Pucynok 110 — Mento «@UIBTPHI»
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OmnepaTop MOXXET BECTH XKYpHajl, B KOTOPOM (UKCHUPYIOTCS 3alpamiuBaeMble mapamerpsl. Jlis
aToro Heobxomumo B MeHi0 KypHammpoBanue (Pucynox 111) ykas3arh THI KypHaia W €ro uUms B

OTKpBIBILIEMCsI OKHE BBO/Ia (aitna xypHana (Pucynok 112).

(5 CeTeBOW aHaNWzaTop -

Ha4ano Uenn XocTel Bwa MITM @uneTpel MypHanupoeaHuwe [NarvHe
& 3anuce BCcex NakeToB W MHPOPMALIWK... Shift+1

'='T'-',;'2,:' 3anvck TONBKO MHGOoOPMaLKMK... |
@ OCTaHOBWTE 2anNUceE MHQOopMaL MK

| 3anwce cooblieHwi nonsz0BaTENA.. M
@ OcTaHOBUTL 3anNUCL cooblIEHMA
C)KETI:II-‘I chann

uuuuuuuuuuuuuu LN A e e ) S iR

MpuEUNErvk CHUAHEHBI ,qo UID 65534 GID 65534,,,

33 nnarvHoBe

42 NpoTOKOMNOE NOArPY#eHO

57 NnopToE OCMOTREHOD

16074 MAC-agpecoB Nponze0anTEnen
1766 TCP oTne4yaTKoe OC
2182 cepBMCOB M3BECTHO

Pucynok 111 — Menro «KypHanupoBaHue»

Ly Beon - O x

<v> @ann KypHana: [ l
<Jok @ OTmeHnTh

Pucynok 112 — ®aiin xxypHana

B monyne peanuzoBaHa (DyHKIHS HCIONB30BaHMS PA3JIMYHBIX IUIArMHOB JJISi BCECTOPOHHETO

aHajinu3a CCTH.

I[J'DI HCIIOJIB30BaHUA HCO6XOI[I/IMOFO I1aruHa CJICAYCT 3arpys3uTb €ro € IHOMOUIbIO HOJIMCHIO

Inarunsl — MeHemkep miaarunoB (Pucynok 113).
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s CeTeBOW aHanWzaTop - Oox
Ha4ano Uenn XocTel Bwao MITM @ ©uneTpel KypHanupoeaHwe [NarvHb

- .;g{aj MeHepxep NNaruHoe Ctrl+P

=51 3arpysuTe nnaruH... Ctrl+0

0

11
O

e L e ey S

MpyEUAErvM cHUXeHEBl Ao UID 65534 GID 65534...

L S e . e e T

33 nnarvHoe

42 NpoTOKONOE MNOATPY#eHo

57 NopToB QCMOTPEHO
16074 MAC-anpecoB Npon3BoAMTENEN
1766 TCP oTne4yaTtkoe OC
2182 CepEWCOE M3BECTHO

Pucynok 113 — Mento «Ilnaruas

B nmosBuBmemcs okHe cleayer BBI6paTL HCO6XOI[I/IMBIG IUIaruHbl U3 TPCACTABJICHHOTI'O CIIMCKaA C

MOMOIIIBIO JIBOWHOTO HAXKATHS JICBOW KHOIIKU MBIIIH Ha nX uMeHax (Pucynok 114).

s CeTeBOHW aHanwWsaTop - 0 x
Hayano LUenn XocTel Bua MITM @uneTpel XKypHanupoeaHwe [narvHel
MnaruHel 3 1
Hma Bepcua MWHdgopmaumnn
* arp_cop 1.1 CoobLWaTe 0 Noao3puTensHeX ARP aKTUEHOCTAX
autoadd 1.2 ABTOMaTW4eCKK A0D3BNATE HOEEIE MEPTELI B LIENEBOM OWANazoHe
chk_poison 1.1 MpoeepaAeT BBING AW 33pareHWe YoNelwHBIM
dns_spoof 1.1 Sends spoofed dns replies
dos_attack 1.0 3anyckaeT d.o.s aTaKy NPoTHE YKa2aHHoro IP-agpeca
dummy 3.0 A plugin template (for developers)
find_conn 1.0 WLWeT coeAMHEHWSA B NIOKANBHOM CETH C KOMMYTaTopoM (cBu4oM)
find_ettercap 2.0 MNebTaeTcA obHapYXUTe aKTWBHOCTE APYIrOro ceTeBoro aHanniaTopa
find_ip 1.0 WMweT Hencnonk3yeMele IP-agpeca B NoACETH
finger 1.6 Mony4aeT OTNEe4aToK YAANEHHOr0 XOCTa
B koo b 1N Eoabmait o Booocoeiod o ofbbocesnle sseokboe b
33 nnarvHoe
42 NpoTOKONOE NOArPYHAKEHO
57 NOpTOB OCMOTPEHO
16074 MAC-anpecoB Npov3BognTensn
1766 TCP oTne4aTkoe OC
2182 cepBWUCOB M3BECTHO
AKTUEWPYIO NNaruH arp_cop...
arp_cop: NAaruH 3anyLieH...

Pucynox 114 — Bri6op naruHa arp _cop
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3.7.8.3. Pabora c MmoaynemM B OOBIYHOM CETH
Jns 3amycka mporiecca aHai3a JOKIBHON CeTH HEeOOXOIMMO BBIOPATh MYHKT MEHIO MOHHUTOPHHT —
O6b1uHas ceTb. .. (PrcyHok 96).

Jlasiee B MOSIBUBIIIEMCSI OKHE HEOOXOIMMO yKa3aTh ceteBoit nutepdeiic 1 Haxxars OK (Pucyrok 115).

S CeTeBOW aHanNWzaTOop - ox

@ann  MoHWTOpMHT HacTpolku

<v> CeTeBpoW MHTepdenC: [@E l -

ok @ OTmenuTh

Pucynok 115 — BBopx cereBoro uaTEpdetica

Jnis 3amycka mpoliecca aHaju3a ceTeBoro Tpaduka HeoOXoaumo BbIOpaTh NyHKT MeHio Havasio
— Hauatp MmouuTopunr (Pucynok 97).

3.7.8.4.  Araxu tuna MITM

Jiist Havama aHanmm3a HeoOxouMo onpenenmTh IP-aapeca xoctoB cetu. [{imst 3Toro HE0OXOMMO BBHIOPATH
noaMeHio Xocrbl — CkanupoBanue xoctoB (Pucyrnok 98). B moamenio Xocrsl — CHHCOK XOCTOB Oyjier
npeJicTaBiIeHa HHPOPMAIIUS O POCKAHUPOBAHHBIX X0ocTax cetd (PrcyHok 99).

B menro Heam HeoOXx0mMo yKas3aTh aipeca XOCTOB, KOTopbIe OyayT mpoanamsupoBanbl (Pucyrok 100).

st ocymiectiaennst araku ARP-poisoning xHeobxoaumo Beidpars moamerio MITM — Araka’ARP
poisoning’... (PucyHok 116).
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s CeTeBOW aHanNW3aTop -0 x

Hayano LUenn XocTel Bug MITM @uneTpel MypHanapoeBadwe [narvHbl
ATaka "ARP poisoning”...
ATaka "ICMP redirect"...
ATaka "port stealing”...
ATaka "DHCP spoofing"...

@J OctaHoenTe MITM aTakry...

e e e e e R e e el LR

Mpuennerum cHuxedsl go UID 65534 GID 65534...

33 nnarvHoe

42 NpoTOKONCE NOAOTpY*eHo

57 NOpTOE OCMOTPREHO
16074 MAC-apgpecoB NpoOM3BEOONTENER
1766 TCP oTneYyaTros OC
2182 cepBWCOB M3BECTHO

Pucynok 116 — Menro «MITM»

B pesynbrare aTtaku Bech Tpapuk OT LesId OyIeT IPOXOAUTh Yepe3 XOCT, Ha KOTOPOM yYCTaHOBJIEH

MK «Ckanep-BC» (Pucynok 117).

Pucynok 117 — Pe3ynbraT ataku
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Uro0Obl OCTaHOBHUTH aTaky HeoOxoaumo BbeiOpath moameHro MITM — OcranoButs MITM
araky (Pucynok 116).

Hus ocymectBiaenus artaku ICMP  redirect neob6xomumo BbeiOpate mnoamenro MITM —
ATtaka’lCMP redirect'... (Pucynokx 116). B mosBuBIIEMCS OKHE HEOOXOAMMO yKa3aTh CBEACHHUS O

nutro3e cetu (Pucynok 118).

if MITM araka: nep..npaenexHue ICMP - o =

/\ WHdpopMauwa o wnoze

\‘V/ MAC appec |

IP appec

ok @ OTmeHuTs

Pucynok 118 — Mudopmarus o nuio3e cetu
B pesynbsrate araku ICMP naketsr Oyayt nepenamnpasiieHsl ot 1enmu Ha xocT [1IK «Ckanep-BCy.
Uto0bl OCcTaHOBUTH aTraky HeoOxoaumo BbiOpaTh moameHro MITM — OcranoButs MITM artaky
(Pucynoxk 116).
Jlnst ocyiiectBiaeHus ataku pPort stealing Heooxomumo BeiOpats moamerio MITM — Araka”port

stealing ... (Pucynox 116). B mosBuBIIIEMCS OKHE MOYKHO YKa3aTh JOMOJHHUTEIBHBIC MMapaMeTphbl aTaku

(Pucynoxk 119).

¥ MITM ataka: Port Stealing - 0 x
/\ OonoAHWTENEHLIE NapaMeTpkl
\/ MOHWTOPWHT YAANEHHEIX COEOWHEH WA,

PacnpocTpaHWTE Ha OpYyrue KOMMYTaTOpkI.

Fok @ OTMeHWUTL

Pucynok 119 — [TapameTpsl aTaku
PesynbraTom ataku OynmeT SBISATHCS MEpeHanpaBieHne Tpaduka OT HENH K KaKOMY-JIH0O TOPTY
Ha xocT IIK «Ckanep-BC». UToOBl OCTaHOBUTH aTaky HeoOXoAaumo BbiOpaTh moaMeHiro MITM —
OctanoButs MITM araky (Pucynok 116).
Hns ocymectBinenust araku DHCP spoofing neoOxomumo BwiOpaTh moameHto MITM —
Araka DHCP spoofing"... (Pucynok 116). B nosBuBIeMcs: OKHe HEOOXOIUMO yKa3aTh HHPOPMAIIHIO O

cepsepe (Pucynok 120).
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MITM aTtaka: DHCP Spoofing

/\ WHgpopMmauwa o cepeepe
\V/ Myn IP-appecos (HeobAzaTensHo) [|

Macka nogceTw

IP-appec DNS-cepeepa

Fok @ OTmeHuTe

Pucynok 120 — Undopmanus o ceppepe DHCP
B pesynbrare araku xoct 1K «Cxkanep-BC» O6yner ncnons3oBarbess kak DHCP-cepBep cetu no
yMoyaHuio. YToObl OCTaHOBUTH aTaky HeoO0xoaumo BbiOpath nogmerro MITM — OcranoButs MITM
araky (Pucynok 116).
3.7.8.5. Pabora ¢ MogyneM B KOMMYTHPYEMOM CETH
Jis paboThl MOAYNSE B KOMMYTHPYEMOM C€TH HE00XOAUMO BbIOPATh MYHKT MEHIO MOHMTOPHMHT
— Kommytupyemas cerb... (PucyHok 96). [l KOppekTHOI paboThI aHAIM3aTOpa B KOMMYTHPYEMOit

CeTH He0OXOIMMO YKa3bIBaTh MEPBbIN 1 BTOPO# ceTeBbie nHTep(eiich (Pucynok 121).

B3 CeTeBOW aHanMsaTop - O x

@ann MoHwTOopwHr HacTponkwu

KoMMyTHpYeMan CeTh...

/ \’ MNepBLlit ceTesoi MHTepq:-eﬂc:[@E l v
Btopon ceTeson uHTepdgenc: |Local Loopback w
ok @ OTmeHnTH

Pucynok 121 — MOHHUTOPHUHT KOMMYTHPYEMOU CETH
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B pabouem oxne monyns (Pucynok 95) HeoOXxoaumo 3amaTh IENd, MPOTOKOI U JIPYrue
napaMeTpbl aHaIH3a.

3.7.8.6. 3aBepiieHue pabOTHI C MOIYJIEM
Jnst BbIXOa M3 MOJYJE HEOOXOAMMO BOCHOJB30BATHCS IMOAMEHIO 3 | Beixog wenro Haugajo

(Pucynok 97) wiv o IMEHIO # Boixox menio ®aiia.

3.7.9. CpenctBo KOHTPOJIHHOTO CYMMHUPOBAHUS

CpencTBO  KOHTPOJBHOTO CYMMHUpPOBAHHS —IPEIHA3HAYEHO Ui KOHTPOJS  ILEJIOCTHOCTH
uHpopMaLuu.

3.7.9.1. 3amyck momyns

Monyne 3anyckaercs u3 BeO-uHTep(deiica KOHTpoIbHOe CyMMHpOBaHHE WM U3 IOJMCHIO
craprepa npuioxenuii (red hat) — ®@opensnka — MUK Duiesnon.

[Mocrne 3amycka nosiBuTCs pabouee okHO Moayiist (PucyHok 122).

4 MWK 3wenoH -0 x

Mpoexkt [HOobaenTe HacTpolkw [loMolwb

& KoHTpONbHOE CYMMMPOBaHWe © MHCOEKUWOHHEIR KOHTRONAE ’ 3anycTHTL NPOEKT

Leny | AnropuTmel | ©WUneTphl OTH4ETEI I BrinonHeHue I
Llenw onA cyMMWUpOBaHWA JocTynHele Lenn
—
g S

MNepemecTuTe dainsl MKMW KaTanorm
B 3Ty obnacTe

Pucynok 122 — PabGouee okHO MOyIst



86

3.7.9.2. Pabora ¢ mogynem

B moayne goctymHa TONBKO (DYHKIMS KOHTPOJIBHOIO CyMMHpoBaHusA. [lns ucmonb3oBaHUs
GYHKIIMM MHCIEKIMOHHOTO KOHTPOJIE MIpOorpaMMHOro obecredeHuss HeoOXoIuMO MpHOOpecTH
otaenbHbI TpoaykT AO «HITO Dmenon» «IIporpamma nancneknoHHoro koHTpoist «[IMK-Dmenon.

3.7.9.3. KoHTponpHOE CyMMHpOBaHUE

Pabouee okHO cpencTBa KOHTPOJIBHOTO CYMMHMPOBAaHUS cOAepKUT BKIaaku: Ileaun, AJropurmesi,
@uibTpsbl, OT4YeTHI, BHINOIHEHHTE.

Bxuianka Llesm mo3Bossier BbIOMparh (ailibl 1sl CyMMHpOBaHUS U cojepxuT nossa Leaun nus
cymmupoBanus u Jloctynubie nesn (Pucynok 122).

B mone JlocTynHble e MOXXHO BBIOpaTh IyTh K JHMCKY, (ailily WM TanKe W IMepeMecTHTh B
nosie Llesn 111 cyMMUpOBaHUA.

B none Lesan Aasi cyMMUPOBaHUSI MOXHO JJOOABUTH WIH YIAIUTh TUCK, (Al UK ManKy, HaKaB
MPaBOil KHOIIKOM MBIIIH U BBIOPAB COOTBETCTBYIOIIEE JICHCTBHE.

Bo Bxiiagxke AJITOPMTMBI TPUBEIACHBI KpPAaTKUE ONMCAHUS aJITOPUTMOB, HCIOIb3YEMbIX JUIS
npoBenaeHus: KoHTpois (Pucynox 123). BriOparh airopuTMbl CyMMHPOBAHUS MOKHO BPYYHYIO WIIH
BOCIIOJIb30BaThCsl KHOMKaMu BpIOpaTh croiikue 1 BuiOpath Bee. Jlyis O4MCTKH crHcKa BBIOPaHHBIX

AJITOPUTMOB MOKHO BOCITOJIb30BaThCA KHONMKON QUHMCTUTH BCE.

[ 4 MWK 3wenoH - ox

Mpoekt [OobaewTe HacTpoikwn [MomMollb

¥ KOHTPOJIEHOE CYMMMpOBaHWe ( VMHCHEKUMOHHLIN KOHTPOb ’ 3anycTUTb NpoeKT

Llenw ANropuTMel DUNLTRLI OTYETRI BrinonHeHwne |

[¥ TOCT 34.11-94 (5-6nok CryptoPro)/a]
[T rOCT 34.11-94 (TecToBblA S-6nok;|
[~ MOCT 34.11-2012 (512 6uT)

[~ MOCT 34.11-2012 (256 6uT)

[~ MD5

[~ CRC-8

[~ CRC-16

[~ CRC-32

[~ SHA-1

[~ SHA-224

[~ SHA-256 b
[~ SHA-384 LI

BuibpaTe cToORKKWE

BribpaTe BCE

OYUCTWTE BCE

Pucynox 123 — AnropuTmbl KOHTPOJIBHOTO CYMMHPOBAHUS
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B monyne peanuzoBana GyHKIUS GUIBTPAIIMU TIO paciupeHusM ¢aiioB. Bo Bkiiagke @UIbTPbI
yKa3aHbl TUIOBBIE paciupenus dainos (Pucynok 124).

[To ymonuanmio B mosiec BbpiOpannble ¢uiabTpbl ykazaHo «Bce ¢aiinb». UToObl BBecTH
OrpaHUYEHHUE Ha pacHIMpeHHst (aillloB Al KOHTPOJIBHOTO CYMMHPOBAHMSA, HEOOXOAMMO IEpeTalluTh
Ha3BaHue punbTpa u3 nosus Jocrynubie puabTpsl B 1osic BoiOpaHHble pUABLTPHI.

[Tpu HaXkaTHK Ha MpaByrO KHOIKY MbIIH B niojie JlocTtynmHble puiabTpsI nosiButcst MeHto (Pucynok 124),
MO3BOJIIIONIEE  YNAMTh WIM M3MEHUTh paclMpeHue W3 chucka noaMeHro (Yaamure u  M3meHuTs
cooTBeTCcTBEHHO). [IpH BeIOOpE oAMEHIO 3arpy3uTh CTAaHIAPTHBIE PacIIMPeHusi OyaeT BOCCTAHOBJIEH CITMCOK
10 YMOTYAHHUIO.

[ 4 MWK 3wenoH - 0 x
Mpoekt [OobaewTe HacTpoWlkwn MoMowb

¥ KoHTpOJBHOE CYMMWpoOBaHWe & WHCMEKUWOHHEIN KOHTROE ’ 3anycTHTb NPOEKT

Lenn | AnNropUTMel PUNBTPbI OT4ETHI | BuinonHeHwe |
BuibpaHHele hUnLTPSI AocTynHele PUALTRRI
Bce hannsl Bce thannkl

Apxuew (tar,gz.tgz.gzip.bz2,bzip2.tbz2.t
Bce thainel Be3 pacluMpeHWa
ObbexTHEIE W oTNagoYHele bainel (obj,
Assembler (asm.,inc)

Basic (vb)

Bash (sh)

C/C++ (cpp.c.cc.h.hpp.oxx, hxx, xpm)
C# (cs)

Java (java.jar)

JavaScript (js)

PE-dbainu (exe.dll,ocx,sys,scr.drv.cpl.oll

Perl EEI,Em,CEi}

Pyt OofaewTe...

2%? 3arpysuTe U3 Lenen
3arpy3nTb CTAHAAPTHLIE PacLUMpeHns
M3IMEeHWTE...
¥Ypnanute
¥ Y4uTbiBaTh perucTp AnA paclunpeHnin 4] | il

Pucynok 124 — JlocTymiHbie GUITBTPHI
UTo0Bl Bpy4YHYIO yKa3aTh pPACIIUPEHHUS, MPHUHUMAEeMble HAa KOHTPOJh HEOOXOIMMO BBIOpATh
noameHio Jlo6aButb. C MOMOIIBI0 TOAMEHIO 3arpy3uTh W3 Lejdeil MOXHO 100aBUTh (QUIBTP W3

pacipenuit (aiiioB, BRIOpAaHHBIX /11 KOHTPOJIBHOTO cyMMupoBanus (Pucynok 124).
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Bo Brimagke OT4€THI MOKHO yKa3aTh JUPEKTOPHIO JJII COXPAHEHHsI OTYETOB (IO YMOIYAHUIO -
PaGouwmii croi), BBECTH HA3BaHWE MANKH JJIs COXpaHEHHs OT4eToB (Mo ymomdanuto - MyProject),
BBIOpATh BU OTYCTOB U yKa3aTh apyrue Hactpoiiku (Pucynok 125).

4 MWK 3wenoH - O x

Mpoekt [OobaewTe HacTpoWkw MMoMmols

+ KOHTpONLHOE CYMMMpOBaHWe  VHCAEKUMOHHBIN KOHTPOME ’ 3anycTuTb NPoOeKT

Lienwn | ANropUTMel | OUNLTpel  OTY4ETEI | BhiMonHeHWe I

JWpekTopuA 0THETOE

|,frootfPaﬁﬂHm71 cTon/HoBbIA| j Obzop... |

JWpeKToOpUA NpoOEKTa

|M'_-,rPr0ject j

OT4eThl KC:
[V HTML

I csv
WV TxT
¥ TRE-oTuéT

HacTpolkKn oTHETORE:

¥ CozpaTte ofinomky ONA AMCKOB

¥ MokasbieaTs EPEMA CO3AEHWA/MIMEHEHWA haANOE

A

Pucynok 125 — Bxiaaka «OT4eTh
Jlns 3amycka mpoiiecca KOHTPOJIBHOTO CYMMUPOBaHUs HEOOXOAMMO HaKaTh 3aMyCTUTH MPOEKT.
[Tocne 3amycka mporecca Bo BKiajke BoinosiHeHue OyaeT 0ToOpakaThCs MPOIECC BBHITTOIHEHUS 3a/1a4H.
[Tocrme 3aBeprcHHsT KOHTPOJIBHOTO CYMMHPOBAaHUS HEOOXOIMMO HaKaTh Ha KHOMKY OTKPBITH

aupexTopuio ¢ oruyéramu (Pucynok 126).
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Mpoekt [OobaewTe HacTpoikw [MoMolls

* KOHTpONbHOE CYMMMpOBaHWE ( VHCHEKUWOHHLIN KOHTPOME b 3anycTuTbh NpoeKT

Llenn | ANropuTMel | @UNeTpel | OTYETHI BrinonHeHwe |

MNpoTokon paboTel

Starting project execution...

Mode: C8

Algorithms: gost3d411%4 -crypto

Hashing files...

Hashing complete.

Make reports...

Feport directory: /root/PafSoudd cTon/Hoew#,/MyProject
FProject has successfully completed.

| OTKPbITE AMPEKTOPMID C OTHETAMM. ..

Pucynok 126 — Bkiaaka «BrImoHeHHE)

Otuer B ¢popmare HTML moxer conepxarh cieaytomue BkIagku: CTaTHCTHKA IPOEKTa

(Pucynok 127), Kontpoabubie cymmbl (Pucynok 128), lonosnutenbHbie 0T4eThl (PucyHnok 129).
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CTaTUCTHKa NpoeKkTa - oT4éT no KC - Mozilla Firefox

/iCTaTmcTuka npoekTa-... X | 4

€ ) () fileyjfroot/Pabounin cTon/Hoewlil/MyProject/cs_report-2017-04-21-1 @ | |Q nouck ﬁ’ (=] 4+ @

OTYET No KOHTpOo/bHbIM cyMmam (KC) npoekTta "MyProject” ot 21.04.2017

MWK 3wenox 1.0.06
% Bnagenel, nuueRsun: "lemo-sepens” Ne 1. Cpok AefcTenA nuuexsum ¢ 09.09.2016 no 09.09.2017.

CTaTUCTMKA NpoeKTa KOHTpOMEHEIE CYMMEI [ononHUTeNbHEIE OTUETEI
Nokauuu "fusr/games"

Paiinoe obpabGoTaHo 0]

AupexTopuii o6paboTtaHo 1

Pazmep 8 banT

Hauyanca: 21-04-2017 11:18:20

Bpems ananuza 3akoHumnca: 21-04-2017 11:18:20

MoBTOPAKWMECA UMEHA 1]
MoeTopAwwmeca KC 0]
Konuyecteo paciuvpeHuid 0]
WMEnonb3oBaHHbIe (MNLTPLI Bce ¢ains

KOHTpoOnbHele CyMMsl MpoeKTa
FOCT 34.11-94 (S-d6nok CryptoPro) 7cc8212687198c21956d23b70fata2d1513bf77f1dcdb7a35e2cdb6echb20décd
KOHTpONbHee CyMMsl NOKaLMM “/usr/games"
FOCT 34.11-94 (S-6nok CryptoPro) 981e5f3ca30c841487830T84Tb433e13ac1101569b9c13584ac483234cd656c0

BLLIEAOH “MWK 3wenor" nporpammyoe obecnederne © 3A0 "HMO "3wenoH” hitpienpo.ru/
KOHTaKTLI TEXHWYECKOA NOAOEP#KN NPOAYKTA: Support.pik@cnpo.ru

MM HAS BEIENICHICT

Pucynok 127 — CratucTuka rnpoekra

%) KOHTpOonkHEIE CYMME! - 0TY4ET no KC - Mozilla Firefox - x

KOHTPONEHEIE CYMMEI - ... X | 4

€ | (i) | filey/yjroot/PaBoumii cTonfHoswi/MyProject/cs_report-2017-04-21-11-18-20-756/index.html £t ¢ || nouc T e 9 & & =

OTYET No KoHTponbHbeIM cymmam (KC) npoekrta "MyProject” ot 21.04.2017

MWK Swenox 1.0.06
;{L Bnagenel, nueHsnn: "lemo-Bepcua” No 1. Cpok feiicTBUA NMLeH3un ¢ 09.09.2016 no 09.09.2017.

CratucTika npoekTa KDHTpDﬂbeIE‘ CYMMbI ﬂDﬂDﬂHWTBﬂbeIE OTYETHI
Homep VMsA chaiina Paamep BpeMA CO3faHnA BpemMA U3MeHeHUA rOCT 34.11-94 (S-6nok CryptoPro)
fusr/games 23-87-2015 07:00:44 23-07-2015 87:008:44 981e5f3ca30c8414878387841b433e13ac1101569b9c13584ac483234cd656ch

4 Pacpems ooé 10 Cronbus

3 "MK Swenox” nporpamMmioe ofecnevenne © 3A0 "HMNO "Swenon” hitpfenpo.rul
LLIEAO KoHTaKTLl TeXHWueckoi nogaepxxi npogykra: support.pik@cnpo.ru

pexchan BOICAICHICTH

Pucynok 128 — KoHTpOJIbHBIE CyMMBI
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HononHWTeNkLHbIE OTYETE] - oT4eT no KC - Mozilla Firefox

OononHUTEeNbHbIE OTHE... X | e

& file:/ffroot/Pabo4wih cTon/HoebIR/MyProject/cs_report-2017-04-2: (& Mowuce ﬁ’ B 9 4 # =

OTYET No KOHTPONbHbLIM cyMmMaM (KC) npoekTa "MyProject” ot 21.04.2017

MWK 3wenox 1.0.06
4 Bragenel, nuueH3un: "demo-sepcua” Ne 1. Cpok eicTBUA nuueH3u ¢ 09.09.2016 no 09.09.2017.
p

CraTWcTiKka npoekTa KOHTPONbHEIE CyMMEl | [lONONHUTENbHEIE OTUETH |

HKypHan paboTbl
OTu4eT 0 KC B thopmarte XML
OT4&T 0 KC B thopmarte CSV
OTYET 0 KC B TEKCTOBOM (hopmaTte
GnuUkaThl MMEH B TEKCTOBOM (hopmarte
Gnukatsl KC B TEKCTOBOM chopmate
PACIUMPEHNA NPOEKTA B TEKCTOBOM (hOpMAaTe

3' UeNOH MWK 3wenoH" nporpaMmioe obecneueHne © 3A0 "HMO "3wenon” hitp:icnpo.rul
LSS VI Kowraire: Texkieckoit nogepin npogykra: support pik@cnpo.iu

Pucynok 129 — JlonoaHUTENbHbIE OTYETHI

3.7.9.4. 3aBepuicHue pabOTHI C MOTYJIEM

Jlns BbIXOJ@ U3 MOy ISl HEOOXOIMMO BOCIIOJIb30BaThes oMeHIo IlpoekT — BbIxoa nian HaxaTh
H B BEpPXHEM IIPABOM YTIIy OKHA.

3.8.  JlomomHUTEIHHBIE MOIYIU M HACTPOUKH

3.8.1. Menemxep cereBbix nmoakmouennii «Wicd Network Manager»

CereBoif MeHeKep MpeACTaBiIsAeT COOOH CTaHJapTHOE MEHI0 HAcTpOeK OECNpPOBOAHBIX U
IIPOBOJHBIX CETEH.

Menemxkep 3amyckaeTrcs H3 TOJIMEHIO craprepa mnpwioxkeHuidt (red hat) — OcranabHble
npuJioxxenusi — Uurepuer — Wicd Network Manager.

[Tocne 3amycka oTkpoeTcs pabouee okHO MeHemkepa (Pucynok 130).
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Wicd - ynpaBneHue ceTeBbIMW NOAKNIOYEHUAMN - 0 x
Bolkmo4ute Wi-Fi =& l HeT coeaunHeHuWs 5 ObHOBUTE Vv

NMpoeogHan ceThb
v ICNoNb30BaTh B Ka4eCTBe Npogus rNo yMOA4YaHuo

wired-default v %ﬂoﬁasmb ®Ynanmb

& | OTKNOHYUTLCA 2 MNapameTpbl

becnpoBoAHble CETU HE HAaWAEHbI.

Mopkno4éH kK npoeoaHon cetu (IP: 192.168.5.120)

Eciu B cetm ectb DHCP-cepBep, To kommbiotep, Ha kotopom 3amyuieH [IK «Ckanep-BC»,
aBTomaTtnuecku nonydut IP-agpec. Ecnu DHCP-cepBepa B ceTu HeT, TO JJisi B3aUMOJICHCTBUS C CETHIO

ero MOXKHO HACTPOUTh BpyuHyro. J[J1s 3TOro HeoOxoaumo Haxath KHONKY [lapamerpsr (Pucynok 130).

OTkpoercsi AuaioroBoe

BPYYHYIO 3a7aTh napameTpsl cetn (Pucynox 132), moctaBuB OTMETKY HampoTuB MyHKTa Mcmonb30BaTh

cratnueckue [P-anpeca.

Pucynok 130 — Pabouee okHO MeHeKepa

okHo IIpoBoanasi cerb - Ilapamerpwbl (Pucynok 131), B KOTOpOM MOXKHO

IIpumeyanue. AHAJOIrMYHO MPOU3BOJUTCSA HACTPOHKA OECIIPOBOIHBIX CETEH.
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) MpoeropgHan ceTk - NapaMeTphl =

WMcnonezoBaTeh cTaTH4eckKe IP

Mcnonsk20BaTe CTaTU4eCKWA DNS

DHCP Hostname sCcanner

HMcnonszo0BaTh WKWppoOEBaHWE

CueHapuK

@ OTMeHnTL Fok

Pucynok 131 — ITapaMeTpsl CETEBOTO TTOAKITIOUCHUS
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e MpoeopHan ceTek - NapaMeTpkl - 0 X

» Mcnone2oBaTe cTaTdeckue [P

IP 192.168.1.100

Macka ceTw 255.255.255.0

Loz 192.168.1.1

" WcnonezoeaTe rnobaneHele cepeepsl DNS
OomeH DNS

JoMeH NoOWCKa MMEH

DNS cepeep: 1 8.8.88

DMN5S cepeep: 2
DNS cepBep: 3
DHCP Hostname scanner

HMcnonezo0BaTeh WKMppoOBaHKWE

CueHapuK

@ OTmennTs Flok

Pucynok 132 — PyuHnas HacTpoiika mapaMeTpoB CETH
3.8.2. Menemxep 0OHOBIEHUI
Menemxep 0OHOBIIEHUH NpeHa3HaueH 171 0oHoBieHus 110 mporpaMMHOro KOMILIEKCA.
Menemxep oOHOBNIEHU 3anmyckaeTcs U3 Be0-unTepdeiica OonoBuTh Cranep-BC.

[Mocrne 3amycka oTkpoetcst padouee okHO Monyist (Pucyrnok 133).

IIpumeuanue. [Ipu nepBom 3anycke ocymectsisiercs nouck USB-nakonurens ¢ 0OHOBICHUSIMHU.
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MeHenxep obHOBNEHWRA - 0 %

YcTponcTeo flash: He HanpeHo

ObHOBWTL ceFHacl

Pucynok 133 — Pabouee okHO MOTyIst
[Moaxmrounte USB-HakonuTens ¢ 0OHOBICHUSMH, a 3aT€M BBIOEPHUTE €0 U3 CITUCKA YCTPOHCTB C
MOMOIIbIO KHOTIKK BbIOpaTh HocuTe b 1 Haxath OK (Pucyrnok 134).

IIpumeuanue. B criucke ycTpolCTB coliep:KaTcsi TOIBKO BHEIIHUE YCTPOUCTRA.

MoproToeKka HOCUTeNnA oBHOBREeHWA

BuibepuTe ycTpoicTBO sdal - TEST 'I

OK Cancel |

Pucynok 134 — Bri6op USB-nakonuTens
[Ipu mnonkmodeHnu noAroToBieHHoro USB-HakonuTtenss aBTOMAaTHYeCKH OTKPOETCS OKHO
MeHekepa ooHoBieHu. Heobxonumo Haxkate OOHOBHMTB ceifyac Juisl 3alycka Impoiecca 0OHOBJIEHUS
(Pucynox 135).

MeHenxep obHOBNEeHWHA - 0 %

YcTponcTeo flash: sdal - TEST

. [pyroi HucuTenb§ ObHOBWTE celyac |

HocuTens sdal roToB Onda 3anucu obHoBNeHWA

Pucynok 135 — 3amyck nporiecca 0OHOBICHHIA

Tekymumii cTatyc mporecca OOHOBIICHHS OTPaXKaeTCsl B CTPOKe Hajl kHonkamu (Pucynok 136).
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MeHepnxep obHOBNEeHWR - 0 %

llaTta nocneanHero obHoBneHwna: 26.06.17 07:52
YcTponcTteo flash: sdal - TEST
I

Ipyron HocuTenes ObHOBUTL celyac |
OBbHOBNEHWA Farpy*eHel C CEpBERa ;[
¥CcTaHoBKa oDHOBNEHMA ...
QOGHOBNEHKWA YCTaHOBNEHbI j

Pucynok 136 — Cratyc mporiecca 0OHOBIICHUS

3.8.3. daiinoBbIil MEHEIKED

danoBwIi MCHC/IKCP NPCAHA3HAYUCH I COXPAHCHHUA PE3YJIbTATOB CKAHHWPOBAHUSA HAa BHCIIHUC

HOCHUTCIIN.

B IIK «Ckanep-BC» USB-nakonutenu MmouTHpYIOTCS aBToMarudecku (Pucynok 137).

. DL_LABEL —m
Papn MNpagka Bég 3aknankd MNepsdTd  MHOTPYMeHTH Cnpagka
1% Lo == imedia/root/DL LABEL
To4HW EXaga e = -
B2 DoMaumian nanka ! |
¥ Faboumi cTon nepector System
— Violume
I3"'I Kool Informaticn
=
'_;:'... MpuneEEHna

R DL_LABEL £

T INeMEHTOH

Ceobagroe mecta: 4,1 MvE {Boero: 14,5 Mak)

Pucynok 137 — Ioakmouennsii USB-HakomuTensb
UToObl COXpaHHUTh JaHHBIE HA BHEIIHWUN KECTKUH NHUCK, HEOOXOIUMO €ro CMOHTHPOBaTh. J[ist

3TOTO MOJKITIOYHTE KECTKUHN TUCK K pabovell CTaHIMK 1 OTKpoiiTe mpoBoaHKK (Pucynok 138).
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Papn NMpaska Beg 3aknangkn MNepedTd HHOTpYMEHTE CNpagka

—

Fily { o ) (£ jrool at’
ToHKK BXOOA » B F’j — [ — I'_

B3 DOMAWHAR NANKA L= Lo [ @) dd |

= pafoumii cTon Beneo JLOK Y sCH T Jar pyakw Waobpamomu oy Ak

J\--.1_1 -

[__p Fopausa |—— h |——

- r e i w T
_—&I'Ipmu-.ﬂ.'_-lnm | o I | 0. | l '_'] J

e - e ObwenacTyn Pabo4mn Labnokel

L Seagate Backup Plus Drive hoe cron
B aneseHToR(18 cHpaiTa) CeobonHoe MecTo: 959 3 MuE (Boera: 2,1 Tak)

Pucynok 138 — MoHTHpOBaHHE BHEIIHETO KECTKOTO JHCKA
Haxxmute J1eBOM KHONKON MBIIIM IO HA3BAHUIO KECTKOTO Awcka. [locie 3Ttoro mauck Oyner

CMOHTHPOBaH aBromaruuecku (Pucynok 139).

| Seagate Backup Plus Drive =0 x
@aan MNpaexka Bapg dasnagew Nepedate MucTpymedT Cnpanka
B =, i e 5 i
FHY g v i G| /mediafrostiSeagate Backup Plus Drive =
Toukw Bxona h -——
(55] mowmawkss nanka | | |
[ Pabiowuii cron Seagate  Start_Here_M Autorun.inf
| IC.App
E KopanuHa
® d 1 IpRnnM EHEA
BB Seagate Backup Plus Drive &
& BNeMEHTOE|L CKp®IT) CaobogHoe MecTd: 9305 MNdE (Boera: 931.5 Mik)

Pucynok 139 — IloakmtoueHHBIA BHEITHUM KECTKUH TUCK
3.8.4. Hactpoiika aBTOpU3aIuu
Hacrtpoiika aBropuzammu B I[IK «Ckanep-BC» st ymaneHHoro goctynma K NpPOTPaMMHOMY
KOMIUIEKCY OCYIIECTBIISICTCS C TIOMOIIBIO CTAHJAPTHBIX HHCTPYMEHTOB NginXx.
Otkpoiite OkHO KOHCONHU. [|J1st 3TOro HAXKMUTE Ha KHONKY KOHCOJIb, pacroioKeHHYIO CIipaBa OT

craprepa npuinoxenuii (Pucynok 140).
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Pucynok 140 — PacnionokeHue KHOIKU
YcraHoBUTE Maposib s moib3oBarens admin. s 3Toro BBemuTe KOMaHIy, MPEACTABICHHYO
HIDKE, 1 HaXMuTe KiaBuiry Enter na knasuarype (Pucynok 141).

htpasswd -c /etc/nginx/.htpasswd admin

root@scanner: ~

Taun |'|Fl.'|FlK-‘I BxnankW {:FF-.'IFIH.-"I

Pucynok 141 — BBoa koMaHbI

Beeaute maposs u HakMuTe KiaBuiry Enter na kiaBuatype (Pucynok 142).
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root@scanner: ~

Taun [(Mpaka Brnagkw CNpaska

Pucynok 142 — BBoj maposst
Jlns moaTBEpIKACHUS MAposisl BBEAUTE €ro MOBTOPHO W HaXMUTE KiaBuiry ENter Ha kiaBuatype

(Pucynox 143).

root@scanner: —

Tann [(Mpagka Brnagpkw Cnpagka

Pucynok 143 — [loBTOpHBII BBOJ Maposs

C nomo1npio KOMaHAbl, npezcTaBieHHoN Huke (Pucynok 144), oTkpoiiTe KOH(UryparmoHHbII
daiin (Pucynok 145).

nano /etc/nginx/sites-enabled/sca-web
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root@scanner; -~
Pawn Mpaeka Benagkw Cnpaeka

Pucynox 144 — BBoja KOMaH bl

v root@scanner: —

Dann Mpaeka Benagew Cnpaska

GHU nano 2.2.6 @ain: fetc/nginx/sites-enabled/sca-web

Pucynok 145 — Kondurypaunonssiii ¢aiin

JlononHuTe KOHQUTYpAMOHHBIN (aiin mapaMeTpamH, pecTaBIeHHbIME HIbKe (PrucyHok 146).
satisfy any;

allow 127.0.0.1;

deny all;

auth_basic “Private_Layer”;

auth_basic_user_file /etc/nginx/.htpasswd;
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root@scanner: ~

@aun lpaska Brknaakm Cnpaska

GNU nano 2.2.6 ®anun: /etc/nginx/sites-enabled/sca-web Wimenen |

Pucynok 146 — V3meHeHue KoHPUTypamoHHOro (aiiina
YToOb! 3aKpbITh KOH(PUTYPAITMOHHBIHN (ailsl 1 COXpaHUTh BHECEHHbIE U3MEHEHUI B HETO, HAXKMUTE
codeTanue kinaBum kiaBuatypbl Ctrl+X 3atem kinaBumm Y u Enter.
JInst 3aBepLICHHsT HACTPOMKHM aBTOpU3AalUMH Iepe3arpy3utre NQiNX ¢ MOMOLIBIO KOMAaHJBI,
npezcTaBieHHOM Hibke (Pucynok 147).

service nginx restart

rooti@scanner: -

Daun f||_',u._'!.E-<.'| BrnankK [._I'IFI._'IBK._'!

Pucynox 147 — BBox komMaH bl

3.9.  3asepmenue padotsl ¢ I[IK «Ckxanep-BC»
Jnis BeIXOJa M3 MPOTrPaMMHOTO KOMIUIEKCA HEOOXOIMMO BOCIIOJIB30BaThCS MOJAMEHIO cTapTepa
npunoxenuii (red hat) — BoridTh.

[TosiBUTCS MEHIO C BapuaHTaMu 3aBepiicHus pabotsl (Pucynok 148).
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3asepwuTtb ceaHc LXDE 2016rcl?

| 0| BuikniouuTs

[4 Nepezarpyzuts

Lol KAayuwmin pexnm

] Cnawwmin pexxum

& CmenwnTs Nons3oBaTens
@l Lock Screen
E]Bblmw

@ OrmenunTs
g

Pucynok 148 — MeHro BeIx0/1a
[Ipu BbIOOpe BbIiiTM Oyner mnpousBeneHa Iepe3arpy3ka MPOrpaMMHOIO KOMILIEKCa, IOocie
KOTOPOH MOXHO OyJeT CMEHUTh YYETHYIO 3alHCh.
[Tpu BbiGOpe Ilepe3arpy3uth win BbIKJIIOYHTB, B 3aBUCUMOCTH OT YKa3aHHBIX NapaMeTpOB,

OyJIeT 3arpy’keHa OmepaloHHasl cucTemMa padodeil cTaHIuu Wik HOBBIN ceaHc paboTel ¢ [TK «Ckanep-
BC».
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4. COOBUIEHUMA OIIEPATOPY

TexcThl C006H_I€HI/II71, BbIIABAECMBIX B XOJI€ BBIIIOJTHCHUA ITPOrpaMMBI, IMTPEACTABIICHBI HHUXKE.

Tabmuma 4 — Cool1ieHus onepaTopy

CooOmenne

Omnucanue

Paznen/myHKT pyKOBOJCTBA

Z[aHHOC COO6H_ICHI/I€ IOABJIIACTCA, CCIIU

«BpI11en cpok aencTBUs CMmM. 1. 3.2. PabGora
CpOK necTBUs JTUICH3UU
JTULCH3UN MIPOEKTaMU
MIPOrPaMMHOTO KOMILIEKCA UCTEK.
«Are you sure you want to | CooO1ienue 0 MOATBEPKICHUU
. . Cm. n. 3.7.1.2. Pabota
continue connecting TECTUPOBaHUsI paboyell CTaHIUU C
MOJIyJIeM
(yes/no)?» yka3zaHHbIM |IP-agpecom
«BpI geiictButensHO xotuTe | CoolImeHue 0 TIOJITBEPIKICHU T
Cm. n. 3.7.3.2. Pabota
VHUYTOXXUTH BEIOpAHHBIC | YOAICHHUS  HAWJIEHHOW  OCTaTOYHOU
MOJIyJIeM
00BEKTBI?» nH(pOpMaIuyu Ha BEIOPAHHOM HOCHUTEIE
«BpI geiictButensHO xoTUTe | CoOOIIEeHNE 0 TIOJITBEPIKICHUT
Cm. n. 3.7.6.2. Pabota
VHUYTOXXUTH BEIOpAHHBIC | YOAICHHUS  BBIOPAHHBIX  KaTajoroB,
MOYJIEM
O00BEKTHI?» MamnoK, MOAMAnoK, ¢haiios
«Crnenyromue KaTtajioru:
Coob1enue 0 HeBo3MokHocTH | CM. 1. 3.7.6.2. Palora
SIBIISTFOTCSI CHCTEMHBIMU U
yIaJIeHUs] CHCTEMHBIX (haiiioB MOYJIEM

OylyT MPOMYIIIECHBI.»
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IMTPUJIOXXEHUE 1

[MPUMEPBI HEOBXOAMMbIX HACTPOEK /1JIs1 USMEHEHU S [TOPSJIKA 3AT'PY3KU B UEFI 1
PA3JIMYHBIX TUITAX BIOS
Jns yenemrnoit 3arpy3ku [IK «Ckanep-BCy» neo6xomumo ycranoButs B BIOS u UEFI npuopurer
3arpy3ku komistotepa ¢ CD-ROM/USB-HakonuTens nepes 3arpy3Koi ¢ )eCTKOro AUCKa.
1. BIOS TUITA AMI
Jnst nactpoiiku BIOS tuna AMI Heobxomimo niepeiitu B pasaen Boot (Pucynox 1.1).

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Boot Option #1 [UEFI: KingstonDT 1...]

Pucynox 1.1 — Paznen «Boot»
Janee HeoOoxoaumo B myHkte Boot Option Priorities B mosie Boot Option #1 yka3zath AuCKOBOJ
WM BHEITHUI HOCHTEIh, C KOTOpOro ruianupyetcs 3arpyska [TK «Ckanep-BC» (Pucynok 1.1).
ITocne aToro HeoOxoammo mepeiitu B pasgen Save & EXit (Boixoma) u BhIOpaTh MyHKT Save

Changes & Exit (Pucyrnox 1.2).
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Aptio Setup Utilitu - Conuright (C) 2011 American M

Launch EFI Shell from filesystem device

Pucynok 1.2 — Pasnen «Boot»
[Tocie mepesarpy3ku paboueidt cranmmm HeoOxomumo BoiTH B BIOS wum  mpowmssectn
JOTIOJTHUTENTbHBIE HACTPOMKH.
[Mepeiinute B pazaen Security BeiOepute myHKT Secure Boot menu u Haxxmute knaBuiry Enter

(Pucynoxk 1.3).

Aptio Setup Utility - Copyright (C) 2012 American Meg:

» Secure Boot menu

Pucynok 1.3 — Paszen «Security»
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Hus otkmrouenust ¢pynkuuu Secure Boot Control B Bemanaromiem crucke Boioepure Disabled

(Pucynox 1.4).

Secure Boot Control [Disabled]

Pucynok 1.4 — Pa3nen «Security»
3arem mnepeiiaute Ha BKIaaky Boot u Bkmounte dpynknuio Launch CSM B cocrosare Enabled

(Pucynoxk 1.5).

Aptio Setup Utility - Copyright (C) 2012 American Megatrends, Inc.

Launch CSM [Disabled]

Pucynok 1.5 — Paznen «Boot»

ITocne aToro HeoOXxoaMMO mepeiTu B pazaen Save & EXit u BeiOpats mynkt Save Changes &
Exit (Pucynok 1.2).
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2. BIOS TUITA AWARD, PHOENIX
Jlns HacTpoiiku HeobxoauMo BeIOpaTh myHKT MeHto Advanced BIOS Features (Pucynok 1.6) u
nepeiith Kk pemaktupoBanuto First boot device, B xkoropom HeE0OXOIUMO yKa3aTh JAUCKOBOJ HIIH

BHEIITHHUI HOCHTEIIb, C KoToporo mianupyercs 3arpyska [1K «Ckanep-BC» (Pucynok 1.7).
Phoenix - AwardBIOS CHOS Setup Utility

Standard CMOS Features
Advanced BIODS Features
fAidvanced Chipset Features
Integrated Peripherals
Power Management Setup
PnP-PCI Configurations

PC Health Status

b Fregquency-Uoltage Control
Load Fail-5afe Defaults
Load Optimized Defaults
Set Supervisor Password
Set User Password
Save & Exit Setup

Exit Without Saving

T],-iﬁ-

Esc : Select Item

F10

: Quit
: Save & Exit Setup

Time, Date, Hard Disk Type...

I
Pucynok 1.6 — Paznen «Advanced BIOS Features»

Phoenix - AwardBI0DS CHOS Setup Utility
Advanced BIOS Features

ATA 66-160 IDE Cable Msg.

CPU Feuture

Hard Disk Boot Priority

CPU L1 & L2 Cache

Hyper-Threading Technology

Quick Power On Self Test

First Boot Device

second Boot Device

Third Boot Device

Boot Other Dewvice

Boot Up Floppy Seek

Boot Up MumLock Status

Gate A28 Option

Tgpem111c Rate °ett1ng
ypematic Rate (Cha
Iypematic Delay (Hs K

Securltg Options [betup]

APIC Mode [Enabled]

MPS Version Control For 0S [1.4]

[Evabled]
[Press Enterl
[Press Enter]
[Enabled]
[Enabled]
[Enabled]
[Floppyl
[Hard Diskl
[CDROM ]
[Disabled]
[Disabledl
[On]

[Fast]
[Dlsahled]

ltem He]p

||Ii|l|||||||||||||||||||

++-/PUsPD:Value F10:Save ESC:Exit Fl:General Help
F6: Fail-Safe Defaults F?: Dptimized Defaults

tls+:Move Enter:Select
F5: Previous Values

Pucynok 1.7 — Paznen «First Boot Device»

3areM HeoOxoauMO TiepeiiTh B pasgen MeHio Save & Exit Setup (Pucymox 1.7).
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3. BIOS TUITIA INSYDE H20
Jist nactpoiiku BIOS tuma Insyde H20, neobxomumo niepeiitu B pasaeia Boot u BKIr0UnTh GYHKITHIO
External Device Boot B cocrosuue Enabled. 3atem HeoOxoauMo yka3aTh MOPAIOK 3arPy3KH B MyHKTE
Boot Priority. Ecnu mist 3arpy3ku 1K «Ckanep-BC» ucnonb3yercs DVD-auck, TO nepBbiM B CHHCKE
nomkeH ObiTh ykazan Internal Optic Disc Drive. Eciu s 3arpysku [TK «Ckanep-BCy» ucnonbssyercs
USB-nakonuteb, TO IEPBLIM B CIIHCKe HeoOXoauMo yka3aTh External Device.

YroObl COXpaHUTH HACTPOMKH, IiepeiianTe B paszaen EXit u Beioepure Save and Exit Setup.
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4. HACTPOWMKA BIOS C UEFI BOOT
Jnsa ycnemnoi 3arpy3ku IIK «Ckanep-BC» ¢ BHemHero HocuTenss HEOOXOIUMO OTKIIHOYHUTh
¢byukuuto Secure Boot. [epetiaute Ha BkiIaaky Security u otkirounte ¢pyHkinuto Secure Boot, Beiopas

B Bhinazawomniem crnucke Disabled (Pucynox 1.8).

Pucynoxk 1.8 — Paznen «Security»
3atem mepeiinqure Ha BKiIanky Boot u ycranoBute y ¢ynkimu Boot Mode 3nauenue Legacy
Support, a y pyuxiuu Boot Priority — Legacy First (Pucynok 1.9).
3arem B cnucke Legacy mepeHecuTe B Hayallo CIIMCKa HaWMEHOBAHHE HOCHTENS, C KOTOPOTO
Oyner npousBeneHa 3arpyska [IK «Ckanep-BCy». UToOBI COXpaHUTh HACTPOMKH TepeianuTe B pasaen Exit
u BeiOepute EXit Saving Changes (Pucynoxk 1.10).

Ecmu USB-nakomnurens oTCYTCTBYET B criucke Legacy, mepesarpysurte pabodyro CTaHIIHIO.

MNoasunca BbIDoOp
YCTPOWCTB 3arpy3kH...

Pucynox 1.9 — Paznen «Boot»
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Exit Saving Changes

Pucynoxk 1.10 — Pa3zmen «EXit»
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5. HACTPOWKA UEFI
B 6onpmuncTBe maTEpdeiicor UEFI B HIbKHEH yacTH IIaBHOTO OKHA Pacrojio’keHa nmaHens Boot
Priority, Ha KOTOpOIi NIEPEUUCIICHBI YCTPOICTBA 3arpy3ku. UTOOBI H3MEHUTD MIPUOPHUTET 3arpy3KH C TOTO
WJIM MHOTO HOCHTEJNS, JIOCTATOYHO HMEPEMECTHTH SIPIIBIK yCTpoiicTBa B Havano nanenu (Pucynok 1.11).

3arem npu Beixoje u3 UEFI HeoOxoauMo coXpaHUTh HACTPOMKH.

Pucynok 1.11 — HUntepdeiic UEFI

Takke IPUOPHUTET 3arpy3KH MOKHO M3MEHHUTb, Bocmosb3oBaBmck Advanced Mode. /s atoro
Heo0X0MMo Haxkath Ha kHonky Exit/Advanced Mode B BepxHeM 1paBoM yrity riiaBaoro okHa (PucyHok 1.11).
B oTkpeIBIIeMcst OKHE HEOOX0aMMO TiepeiiTu B pazaen Boot u B mynkre Boot Option Priorities

ykaszats B Boot Option #1 Bun 1 HanMeHOBaHKE 3arpy3049HOro ycrpoiictsa (Pucynok 1.12).
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Bootup Numlock State
Full Screen Logo
Wait For 'F1' If Error

Post Report

Option ROM Messages

Setup Mode P1: WDC WD1002FAEX-0023R0
P6: ATAPI iHAS424 Y
Hindows Boot Manager
Disabled

Boot Option #1

BOOt Upravn oe

Boot Option #3

> Hard Drive BBS Priorities

> CD/DVD ROM Drive BBS Priorities

Pucynox 1.12 — Pazgen «Booty

3areMm npu Bbixoae u3 UEFI| HeoOxoaumo coxpaHuTh HACTPOHKH.
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I[MPUJIOXEHHUE 2
CITMCOK IIOJJAEPXXUBAEMbBIX AJIAIITEPOB
Crmcok moIepKUBAaeMbIX a/IallTePOB MPeICTaBjIcH B Tabuie 2.1.
Tabmuna 2.1 — Cnucok noaaepKUBaeMbIX alaliTEPOB
[IpousBoaurens Mopnens dopm-dakTop Yuncer HpaiiBep
3Com 3CRDAG675 PCI Atheros Mad WiFi
3Com 3CRDAG675B PCI Atheros Mad WiFi
3Com 3CRPAG175 Cardbus Atheros Mad WiFi
3Com 3CRWE154A72 Cardbus Atheros Mad WiFi
3Com 3CRXJK10075 Cardbus Atheros Mad WiFi
3Com 3CRUSB10075 UsB Zydas ZD1211
3Com 3CRUSB10075 USB Zydas ZD1211
Abit AirPace WLP-01 PCI-E Atheros Mad WiFi
Accton WN 4402 Mini-PCI Atheros Mad WiFi
Accton WN 5301D Cardbus Atheros Mad WiFi
Accton WN 6301 Cardbus Atheros Mad WiFi
Acer built in Mini-PCI Broadcom Bcm43xx
Actiontec HWC05490-01 Cardbus Atheros Mad WiFi
Airlink101 AWLC-4030 Cardbus Atheros Mad WiFi
Airlink101 AWLH-4030 PCI Atheros Mad WiFi
Airlink101 AWLH-4130 PCI Atheros Mad WiFi
Airlink101 AWLC-3026 Cardbus Ralink rt6l
Airlink101 AWLL5088 uUSB RealTek rtl8192cu
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[IpousBoauTens Monenb dopmMm-pakTop Yuncer Hpaiisep
Airlink101 AWLL3025 USB Zydas ZD1211
Airlink101 AWLL3025Vv. 2 USB Zydas ZD1211
Airlink101 AWLL3026 USB Zydas ZD1211
Airlink101 AWLL3026 USB Zydas ZD1211

Airnet AWN108 Cardbus Atheros Mad WiFi
Airvast XN-100 Cardbus Atheros Mad WiFi
Airvast XN-200 Mini-PCI Atheros Mad WiFi
Alfa GWPC005 Cardbus Atheros Mad WiFi
Alfa GWPC006G Cardbus Atheros Mad WiFi
Alfa GWPCO007 Cardbus Atheros Mad WiFi
Allnet ALL0281 PCI Atheros Mad WiFi
Alloy WLF245401 Cardbus Broadcom Bcm43xx
Alloy WLF2454USB USB Broadcom Bcm43xx
Alloy WLF2454VP PCI Broadcom Bcm43xx
Ambit T60H906 Mini-PCI Broadcom Bcm43xx
Aopen AOI-811 Cardbus Atheros Mad WiFi
Aopen WL54 USB Zydas ZD1211
Apple Airport extreme Mini-PClI Broadcom Bcm43xx
Apple Airport extreme Mini-PCI Broadcom Bcm43xx
Apple Airport extreme Mini-PCI Atheros madwifi-ng
Approx appPCI1300 PCI Atheros ath9k
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Arcadyan WN4401C1-27 Mini-PClI Atheros Mad WiFi
Asante AL 5402-XG Cardbus Broadcom Bcm43xx
Askey WLL220 Mini-PClI Atheros ath5k
Askey WLC3010 Cardbus Broadcom Bcm43xx
Askey WLH3010 PCI Broadcom Bcm43xx
Askey WLL3010 Mini-PCI Broadcom Bcm43xx
Askey WLL220 Cardbus Atheros Mad WiFi
Askey WLL3020 Mini-PClI Atheros Mad WiFi
Askey WLL4070-D50 Mini-PCl Atheros Magﬂ\]’gl'f' /
Asus WL-100G Cardbus Broadcom Bcm43xx
Asus WL-100G Cardbus Broadcom Bcm43xx
Asus WL-103b Cardbus Broadcom Bcm43xx
ASUS WL-138G v.2 PCI Broadcom Bcm43xx
Asus WL-200 Cardbus Atheros Mad WiFi
AsUus PCI-G31 PCI Ralink rt6l
Asus WL-167G v.2 UsB Ralink rt73
Ativa AWGNA54 Cardbus Atheros Mad WiFi
Ativa AWGUA54 uUsB Zydas ZD1211
Atlantis A02-PCI-W54 v1.3 PCI Ralink r61l
Azio AWU254 USB Ralink rt73
Azurewave AW-NE771 Mini-PCle Atheros ath9k
Belkin F5D8011 v. 1000 Cardbus Atheros ath9k
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Belkin F5D7000 PCI Broadcom Bcm43xx
Belkin F5D7001 PCI Broadcom Bcm43xx
Belkin F5D7010 Cardbus Broadcom Bcm43xx
Belkin F5D7011 Cardbus Broadcom Bcm43xx
Belkin F5D7051 USB Broadcom Bcm43xx
Belkin F5D7000 v.5000 PCI Atheros Mad WiFi
Belkin F5D7010 v.5100 Cardbus Atheros Mad WiFi
Belkin F5D7000 v.6000 PCI Ralink r6l
Belkin F5D7050 v. 5000 USB RealTek rtl8187
Belkin FOL1001 USB RealTek RTL8188SU
Belkin FIL1004 USB RealTek RTL8192CU
Belkin F5D7050 v. 4000 USB Zydas ZD1211

Blitz BWI-715 rev.1 PCI Atheros Mad WiFi
Bromax WEG602B Cardbus Broadcom Bcm43xx
Buffalo WLI-CB-G54 Cardbus Broadcom Bcm43xx
Buffalo WLI-PCI-G54 PCI Broadcom Bcm43xx
Buffalo WLI-USB-G54 USB Broadcom Bcm43xx
Buffalo WLI-U2-SG54HG USB Ralink rt73
Buffalo WLI-U2-KG54L USB Zydas ZD1211

Canyon Tech CN-WF518 USB Zydas ZD1211
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CC&C WL-2100 Cardbus Broadcom Bcm43xx
CC&C WL-2400 Mini-PCI Broadcom Bcm43xx
Cisco Air-CB21AG Cardbus Atheros Mad WiFi

Cnet CWP-903 PCI Ralink rt61
Compex WLM200NX Mini-PCI Atheros ath9k
Compex WLU108g USB Atheros Mad WiFi

CompuShack CS-23-543-84 Cardbus Atheros Mad WiFi
Conceptronic C54C Cardbus Atheros Mad WiFi
Conceptronic C541 PCI Atheros Mad WiFi
Conceptronic C54WIFIU USB Zydas ZD1211

Contec Flexscan FX-DS540-PCC Cardbus Atheros Mad WiFi

Dell TrueMobile 1180 Mini-PCI Broadcom Bcm43xx

Dell TrueMobile 1300 Cardbus Broadcom Bcm43xx

Dell TrueMobile 1300 Mini-PCI Broadcom Bcm43xx

Dell TrueMobile 1350 Mini-PCI Broadcom Bcm43xx

Dell TrueMobile 1370 Mini-PCI Broadcom Bcm43xx

Dell TrueMobile 1400 Mini-PCI Broadcom Bcm43xx

Dell TrueMobile 1450 Mini-PCI Broadcom Bcm43xx

Dell Wireless 1390 Mini-PCI Broadcom Bcm43xx

Dell Wireless 1395 Mini-PCI Broadcom Bcm43xx

Delta Networks LM-WB521 Cardbus Atheros Mad WiFi

Dick Smith XH9946 PCI Atheros Mad WiFi
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Digicom 8E4213 USB Zydas ZD1211
Digitus Network DN-7031 Cardbus Atheros Mad WiFi
Digitus Network DN-7036 PCI Atheros Mad WiFi
Digitus Network DN-7003GV USB Zydas ZD1211
D-Link WNA-1330 Cardbus Atheros ath5k
D-Link DWA-547 PCI Atheros ath5k/ath9k
D-Link DWA-522 rev. Al PCI Atheros ath9k
D-Link DWA-522 rev. A2 PCI Atheros ath9k
D-Link DWA-547 PCI Atheros ath9k
D-Link DWA-642 Cardbus Atheros ath9k
D-Link DWA-652 Cardbus Atheros ath9k
D-Link DWL-650+ Cardbus Atheros Mad WiFi
D-Link DWL-A520 PCI Atheros Mad WiFi
D-Link DWL-A650 Cardbus Atheros Mad WiFi
D-Link DWL-A650 Cardbus Atheros Mad WiFi
D-Link DWL-AB520 PCI Atheros Mad WiFi
D-Link DWL-AB650 Cardbus Atheros Mad WiFi
D-Link DWL-AG520 PCI Atheros Mad WiFi
D-Link DWL-AG650 Cardbus Atheros Mad WiFi
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D-Link DWL-AG660 (rev. 1) Cardbus Atheros Mad WiFi
D-Link DWL-G510 PCI Atheros Mad WiFi
D-Link DWL-G520 PCI Atheros Mad WiFi
D-Link DWL-G550 PCI Atheros Mad WiFi
D-Link DWL-G650 Cardbus Atheros Mad WiFi
D-Link DWL-G650M Cardbus Atheros Mad WiFi
D-Link WDA-1320 PCI Atheros Mad WiFi
D-Link WDA-2320 PCI Atheros Mad WiFi
D-Link DWA-520 PCI Atheros Mad WiFi /

athsk
D-Link DWL-G520M PCI Atheros Mad WiFi /
athsk
D-Link DWL-G630 (rev. C1) Cardbus Atheros Ma:trYgILFI /
D-Link DWL-G630 (rev. D) Cardbus Atheros Masﬂ\]/g:(':' /
D-Link WDA-2320 v. 1 PCI Atheros Mad WiFi /
athsk
D-Link WNA-2330 Cardbus Atheros Mad WiFi /
athsk
D-Link DWL-AG530 PCI Atheros Madi WiFi
D-Link DWA-525 PCI Ralink rt2800pci
D-Link DWA-525 rev. A2 PCI Ralink rt2800pci
D-Link DWA-125 rev. A2 USB Ralink rt2800usb
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D-Link DWA-130rev. B usSB Ralink rt2800ush
D-Link DWA-510 PCI Ralink rt6l
D-Link DWL-G510 rev. C2 PCI Ralink r6l
D-Link DWL-G510 rev.C1 PCI Ralink rt6l
D-Link DWL-G520+A v.C1 PCI Ralink rt6l
D-Link DWL-G630 (rev. E1) Cardbus Ralink RT61
D-Link DWL-G630 (rev. E2) Cardbus Ralink rt61
D-Link DWA-110 USB Ralink rt73
D-Link DWA-111 USB Ralink rt73
D-Link WUA-1340 usB Ralink r73
D-Link DWA-121 rev. A USB RealTek RTL8192CU
D-Link DWA-120 uUSB Atheros ar5523
Edimax EW-73251G PCI Atheros Mad WiFi
Edimax EW-7108PCG Cardbus Ralink r61
Edimax EW-7318USg USB Ralink rt73
Edimax EW-7318Ug uUSB Ralink rt73
Edimax EW-7811Un usB RealTek RTL8192CU
Edimax EW-7317Ug USB Zydas zd1211
EDUP EP-MS8511 usB RealTek RTL8188CUS
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Eminent EM4056 v. 1.0 Cardbus Atheros Mad WiFi /
ath5k
Eminent EM4454 USB Ralink rt73
Enterasys RBTBG-AW Cardbus Atheros Mad WiFi
Eusso GL 2454-01 Cardbus Atheros Mad WiFi
Eusso GL 2454-01 PCI Atheros Mad WiFi
Farallon PN4030 Cardbus Atheros Mad WiFi
Farallon PN4032 PCI Atheros Mad WiFi
Fujitsu-Siemens E-5454 Cardbus Atheros Mad WiFi
Gemtek WL-352BW Mini-PCI Broadcom Bcm43xx
Gemtek WL-360G PCI Broadcom Bcm43xx
Gemtek WPI-100G PCI Broadcom Bcm43xx
Gemtek WL-511 Cardbus Atheros Mad WiFi
Gemtek WL-550 Mini-PCI Atheros Mad WiFi
Gemtek WL-571 Cardbus Atheros Mad WiFi
Gigabyte Tech GN-WIAGO01 Mini-PCI Atheros Mad WiFi
Gigabyte Tech GN-WIAG02 Mini-PCI Atheros Mad WiFi
Gigabyte Tech GN-WLMA101 Cardbus Atheros Mad WiFi
Gigabyte Tech GN-WLMAL102 Cardbus Atheros Mad WiFi
Gigabyte Tech GN-WLMAG Cardbus Atheros Mad WiFi
Gigabyte Tech GN-WMAGO01 Cardbus Atheros Mad WiFi
Gigabyte Tech GN-WPO1GT PCI Atheros Mad WiFi
Gigabyte Tech GN-WIOLHT Mini-PCl| Atheros MaStf\]/glI(Fl /
Gigabyte Tech GN-WPKG PCI Ralink rt2500pci
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Gigabyte Tech GN-WI01GS Mini-PCI Ralink rt61
Gigabyte Tech GN-WBO01GS USB Ralink rt73

Gigafast WF748-CUI USB Zydas ZD1211

GlobalSun Tech GL 245401-OA Cardbus Atheros Mad WiFi

GlobalSun Tech GL 2454MP Mini-PCI Atheros Mad WiFi

GlobalSun Tech GL 505401 Cardbus Atheros Mad WiFi

GlobalSun Tech GL 505402 Cardbus Atheros Mad WiFi

GlobalSun Tech GL 5054MP Mini-PCI Atheros Mad WiFi

GlobalSun Tech GL 5054VP PCI Atheros Mad WiFi

GlobalSun Tech GL 5254MP Mini-PCI Atheros Mad WiFi

Hama 62764 USB Ralink rt73
Hama 39741 USB Zydas ZD1211
Hamlet HNWU254G uUSB Ralink r73
Hawking Tech HWUG1 USB Ralink rt73
Hawking Tech HWU54G USB Zydas ZD1211
Hawking Tech HWUSDD rev. B USB Zydas ZD1211
Hercules HWGPCI-54 v. 2 PCI Ralink r61
HP AR242x PCI-E Atheros athSk
HP Wireless Mini-PCI Broadcom Bcm43xx
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HP AR5007 Mini-PCl Atheros Mad WiFi
IBM 22P7501 Cardbus Atheros Mad WiFi
Wireless 11G PCI Mad WiFi /
ICIDU Card PCI Atheros ath5k
Icom SL-5000 Cardbus Atheros Mad WiFi
Icom SR-21BB Cardbus Atheros Mad WiFi
Inexq URO055¢g USB Zydas ZD1211
Intel 3160ac rev. 83 Mini-PCle Intel iwlwifi
Intel 3160ac rev. 84 Mini-PCle Intel iwlwifi
Intel 7260ac rev. 83 Mini-PCle Intel iwlwifi
Intel 7260ac rev. 84 Mini-PCle Intel iwlwifi
Intel N6200 Mini-PCle Intel iwlwifi
Intel WCB5000 Cardbus Atheros Mad WiFi
Intel WPCI5000 PCI Atheros Mad WiFi
I-O Data WN-A54/PCM Cardbus Atheros Mad WiFi
I0Gear GWU523 UsB Zydas ZD1211
JAHT WN-5054CB Cardbus Atheros? Mad WiFi
Lancom MC-54alg Cardbus Atheros Mad WiFi
Lancom MC-54ab Cardbus Atheros Mad WiFi
Lancom MC-54g Cardbus Atheros Mad WiFi
Lancom PCIl-54a PCI Atheros Mad WiFi
Lancom PCI-54a/g PCI Atheros Mad WiFi
LevelOne WNC-0300 PCI Atheros Mad WiFi
LevelOne WPC-0300 Cardbus Atheros Mad WiFi
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LevelOne WNC-0301v.3 PCI Ralink r61
LevelOne WNC-0301 v.3 usSB Ralink r73

Linksys WPC300N v. 2 Cardbus Atheros ath9k

Linksys WECG600N PCI-E Broadcom Bcm43xx
Linksys WMP11v. 2.7 PCI Broadcom Bcm43xx
Linksys WMP300N PCI Broadcom Bcm43xx
Linksys WMP300N v. 1 PCI Broadcom Bcm43xx
Linksys WMP54G PCI Broadcom Bcm43xx
Linksys WMP54G v. 3 PCI Broadcom Bcm43xx
Linksys WMP54G v.2 PCI Broadcom Bcm43xx
Linksys WPC300N v. 1 Cardbus Broadcom Bcm43xx
Linksys WPC54G v. 1 Cardbus Broadcom Bcm43xx
Linksys WPC54G v. 3 Cardbus Broadcom Bcm43xx
Linksys WPC54GS Cardbus Broadcom Bcm43xx
Linksys WPM54G v.2 PCI Broadcom Bcm43xx
Linksys WMP300N v. 2 PCI Atheros Mad WiFi
Linksys WMP55AG PCI Atheros Mad WiFi
Linksys WPC51AB Cardbus Atheros Mad WiFi
Linksys WPC54A Cardbus Atheros Mad WiFi
Linksys WPC55AG Cardbus Atheros Mad WiFi
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: Mad WiFi /
Linksys WMP110 v.1 PCI Atheros athok
Linksys WPC11v.3 PCMCIA Prism 1 orinoco
Linksys WUSB54AG USB Intersil/Frisbee p54ush
Linksys WUSB54G v. 1 USB Intersil/Frisbee p54usb
Linksys WUSB54G v. 2 USB Intersil/Frisbee p54usb
Linksys WUSB54GP v. 1 USB Intersil/Frisbee p54usbh
Linksys WUSB54G v. 4 USB Ralink rt2500ush
Linksys WUSB54GP v. 4 USB Ralink rt2500ushb
Linksys WMP54G v. 4.1 PCI Ralink RT61
Linksys WUSB54GC USB Ralink rt73
Longshine LCS8131G3 USB Zydas ZD1211
Macromate MWN-754 Cardbus Atheros Mad WiFi
Macsense WPE-800 Cardbus Broadcom Bcm43xx
Micradigital F5D7000eaE PCI Atheros Mad WiFi
Microsoft MN-720 Cardbus Broadcom Bcm43xx
Microsoft MN-730 PCI Broadcom Bcm43xx
Microtik 5G/ABG PCI Atheros Mad WiFi
Microtik 5G/ABM PCI Atheros Mad WiFi
Minitar MN54GCB Cardbus Broadcom Bcm43xx
Minitar MN54GPC PCI Broadcom Bcm43xx
Minitar MWGUHA USB Zydas ZD1211
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Motorola WN825Gv2 Cardbus Broadcom b43
Motorola WN825G Cardbus Broadcom Bcm43xx
Motorola WPCI810G PCI Broadcom Bcm43xx

MSI UB11B USB Broadcom Bcm43xx
MSI US54SE I USB Ralink rt73
MSI US54SE USB Zydas ZD1211
NDC NWH1054 Cardbus Atheros Mad WiFi
NEC WL-54AC Cardbus Atheros Mad WiFi
NEC WL54AG Cardbus Atheros Mad WiFi
Netegriti EM-500AG Mini-PClI Atheros Mad WiFi
Netgear WPN511 (rev. 1) Cardbus Atheros ath5k
Netgear WNA-1100 USB atheros ath9k
Netgear WN511B Cardbus Broadcom Bcm43xx
Netgear HA 311 PCI Atheros Mad WiFi
Netgear HA 501 Cardbus Atheros Mad WiFi
Netgear WAB501 Cardbus Atheros Mad WiFi
Netgear WAG311 PCI Atheros Mad WiFi
Netgear WAG511 Cardbus Atheros Mad WiFi
Netgear WG 311 PCI Atheros Mad WiFi
Netgear WG 311T PCI Atheros Mad WiFi
Netgear WG111T uUSB Atheros Mad WiFi
Netgear WG5H11T Cardbus Atheros Mad WiFi
Netgear WG511U Cardbus Atheros Mad WiFi
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Netgear WPN111 USB Atheros Mad WiFi
Netgear WPN311 PCI Atheros Mad WiFi
Netgear WG5H11v. 3 Cardbus Intersil/Frisbee p54pci
Netgear WG111v.1 USB Intersil/Frisbee p54usb
Netgear WG111lv.2 USB Realtek rtI8187
Netgear WG111v. 3 USB Real Tek rtI8187

Nortel/E-mobility 2201 Cardbus Atheros Mad WiFi

Nortel/E-mobility 2202 Cardbus Atheros Mad WiFi
Ovislink W542USB USB Ralink rt73
Ovislink W54USB v. 2 uUSB Ralink r73
Ovislink WT-2000USB USB Ralink rt73
Passys ipw4965 PCI-E ipw4965 iwlwifi
Passys ipw5100 PCI-E ipw5100 iwlwifi
Passys ipw5150 PCI-E ipw5100 iwlwifi
Passys ipw5300 PCI-E ipw5300 iwlwifi

Passys ipw5350 PCI-E ipw5300 iwlwifi

Philips PH 10819 Cardbus Atheros Mad WiFi
Philips PH 11107 Mini-PClI Atheros Mad WiFi
Philips PH 11840 Mini-PClI Atheros Mad WiFi
Philips SNN6500 Cardbus Atheros Mad WiFi
Philips PH 12127E Mini-PCl| Atheros Mad WiFi /

athsk
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Philips SNU5600 usB Zydas ZD1211
Phoebe PHWL54 Cardbus Broadcom Bcm43xx
Phoebe PHWL54-PCI PCI Broadcom Bcm43xx
Planet WL-3560 Cardbus Atheros Mad WiFi

Technology
Planet Mad Wifi /
Technology WL-8310 PCI Atheros athsk
Planet WL-U356 USB Zydas ZD1211
Technology
Planex GW-NS540a Cardbus Atheros Mad WiFi
Pluscom WP-AR2413 PCI Atheros athsk
Pluscom WMP-RT2561ST Mini-PCl Ralink 6l
Pluscom WP-RT2561T PCI Ralink rt6l
Pluscom WU-RT2571 UsB Ralink rt73
Pluscom WU-TR2571W UsB Ralink rt73
Pluscom WU-RTL8187 USB RealTek rtl8187
Pluscom WU-ZD1211B USB Zydas ZD1211
Proxim 8450 Cardbus Atheros Mad WiFi
Proxim 8451 Cardbus Atheros Mad WiFi
Proxim 846005 Cardbus Atheros Mad WiFi
Proxim 846105 Cardbus Atheros Mad WiFi
Proxim 8470 Cardbus Atheros Mad WiFi
Proxim 8470 WD Cardbus Atheros Mad WiFi
Proxim 8471 Cardbus Atheros Mad WiFi
Proxim 8480 Cardbus Atheros Mad WiFi
Proxim 8480 WD Cardbus Atheros Mad WiFi
Proxim 8481 Cardbus Atheros Mad WiFi
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Proxim 8482 PCI Atheros Mad WiFi
Roper RO80211GA-CB Cardbus Atheros Mad WiFi
Rosewill RNX-G300EX PCI Ralink r6l
Safecom SWLU-5400 USB Zydas ZD1211
Sceptre SC254g Cardbus Atheros Mad WiFi
Senao/Engenius 3054pcia PCI Atheros Mad WiFi
Senao/Engenius 5354cbha Cardbus Atheros Mad WiFi
Senao/Engenius SL-3054CB Cardbus Atheros Mad WiFi
Senao/Engenius SL-3054MP Mini-PCI Atheros Mad WiFi
Senao/Engenius SL-5054CB Cardbus Atheros Mad WiFi
Senao/Engenius SL-5054CB Dual Cardbus Atheros Mad WiFi
Senao/Engenius SL-5354CB Cardbus Atheros Mad WiFi
Senao/Engenius SL-5354MP Mini-PCI Atheros Mad WiFi
Senao/Engenius SL-NMP 8602 Mini-PCI Atheros Mad WiFi
Spst’eiee thi sz 1024 ver.2 PCI Broadcom Bcm43xx
Siemens-Gigaset usb 108 uUSB Atheros Ma;:iﬂ:/;/ii(Fi /
Sitecom WL-100b Cardbus Broadcom Bcm43xx
Sitecom WL-110b PCI Broadcom Bcm43xx
Sitecom WL-170v. 1 Cardbus Ralink r61
Sitecom WL-171 PCI Ralink r6l
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Sitecom WL-113 v. 1.002 USB Ralink rt73
Sitecom WL-172 USB Ralink rt73
Sitecom WL-113 USB Zydas ZD1211

SMC 2335W Cardbus Atheros Mad WiFi
SMC 2336W-AG Cardbus Atheros Mad WiFi
SMC 2536W-AG Cardbusp Atheros Mad WiFi
SMC 2735W Cardbus Atheros Mad WiFi
SMC SMCWPCI-G PCI Atheros Mad WiFi
SMC SMCWPCIT-G EU PCI Atheros Mad WiFi
SMC SMCWBCT Cardbus Atheros Mad WiFi /
ath5k
SMC SMCWUSB-G uUSB Zydas ZD1211
Sony PCWA-C300S Cardbus Atheros Mad WiFi
Sony PCWA-C500 Cardbus Atheros Mad WiFi
Sony PCWAC700 Cardbus Atheros Mad WiFi
Sony IFU-WLM2 USB Zydas ZD1211
Sparklan WL-352 Mini-PClI Broadcom Bcm43xx
Sparklan WL-660GT PCI Broadcom Bcm43xx
Sparklan WL-555 Mini-PClI Atheros Mad WiFi
Sparklan WL-558 Mini-PClI Atheros Mad WiFi
Sweex LWO051v. 1.0 Cardbus Atheros Mad WiFi
Sweex LW052 PCI Atheros Mad WiFi
Sweex LWO053 USB Ralink rt73
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TDK WN-5CB01 Cardbus Atheros Mad WiFi
TDK WN-5MPO01 Mini-PClI Atheros Mad WiFi

Tecom WL5021 Cardbus Broadcom Bcm43xx

Tellus C6100 Cardbus Atheros Mad WiFi

Tellus M6100 Mini-PCI Atheros Mad WiFi
Topcom 40019 USB Ralink rt73
Toshiba AR2413 Mini-PCI Atheros ath5k
Toshiba Atheros AR5001 PCI Atheros ath5k/ath9k
Totolink N200UP uUSB Ralink rt2800ush
TP-Link TL-WN350GD PCI Atheros athsk
TP-Link TL-WNB851ND PCI Atheros athok
TP-Link TL-WNB861IN v1.1 Mini-PClI Atheros athok
TP-Link TL-WN861N v2 Mini-PClI Atheros ath9k
TP-Link TL-WN881IND v.1.1 PCI Atheros ath9k
TP-Link WN721N USB Atheros ath9k
TP-Link WN751IND PCI-E Atheros ath9k
TP-Link WN781ND PCI-E Atheros ath9k
TP-Link WN951N PCI Atheros ath9k
TP-Link WN322G v. 3.0 USB Atheros ath9k_htc
TP-Link WN422G v. 2 UsSB Atheros ath9k_htc
TP-Link WN722N uSB Atheros ath9k_htc
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TP-Link WN822N v.2 USB Atheros ath9k_htc
TP-Link WN550G PCI Atheros Mad WiFi
TP-Link WN551G PCI Atheros Mad WiFi
TP-Link WN560G Mini-PClI Atheros Mad WiFi
TP-Link WN610G Cardbus Atheros Mad WiFi
TP-Link WNG620g USB Atheros Mad WiFi
TP-Link WN651G PCI Atheros Mad WiFi
TP-Link WN510G Cardbus Atheros Mad WiFi /

ath5k
TP-Link TL'WDTEZOO fev. USB Ralink r2800usb
TP-Link WN321G USB Ralink rt73
TP-Link TL-WN8200ND USB RealTek RTL8192CU
TP-Link TL_WN823N USB RealTek RTL8192CU
TP-Link Tl-wn821 v.4 USB RealTek RTL8192CU
TP-Link WN322G USB Zydas ZD1211
TP-Link WN422G v. 1 USB Zydas ZD1211
TP-Link WN442G USB Zydas ZD1211
TRENDware TEW-401PC Cardbus Broadcom Bcm43xx
TRENDware TEW-403PCl PCI Broadcom Bcm43xx
TRENDware TEW-441PC Cardbus Atheros Mad WiFi
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TRENDware TEW-443PI PCI Atheros Mad WiFi
TRENDware TEW-424UB v.1 USB Zydas ZD1211

Trust 13645 PCI Atheros Mad WiFi
Trust 13647 Cardbus Atheros Mad WiFi
TwinMOS G240 usB Zydas ZD1211
Ubiquiti RC-UBI-SRC Cardbus Atheros Mad WiFi
US Robotics USR5417A PCI Broadcom Bcm43xx
US Robotics USR5421 USB Broadcom Bcm43xx
US Robotics USR805423 usB Zydas ZD1211
USI MP-G-BR-01(3A) Mini-PClI Broadcom Bcm43xx
usl CB-AG-AT-01 Cardbus Atheros Mad WiFi
usl MP-AG-AT-01(3B) Mini-PCl Atheros Mad WiFi
Wistron CB-300G Cardbus Broadcom Bcm43xx
Wistron EM-300G Mini-PCl Broadcom Bcm43xx
Wistron CB-100AB Cardbus Atheros Mad WiFi
Wistron CB-500AG Cardbus Atheros Mad WiFi
Wistron EM-500AG Mini-PCI Atheros Mad WiFi
Wistron EM9-AB(VM4) Mini-PClI Atheros Mad WiFi
W-Link WEN-2091 PCI Broadcom Bcm43xx
W-Link WEN-2200 Mini-PClI Broadcom Bcm43xx
X-Micro XWL-11GPAG Cardbus Atheros Mad WiFi
X-Micro XWL-11GUZX usB Zydas zd1211
Z-Com AG-320 Cardbus Atheros Mad WiFi
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Z-Com XV5300 Cardbus Atheros Mad WiFi
Z-Com XV5350 Cardbus Atheros Mad WiFi

Zonet ZEW 1500S Cardbus Atheros Mad WiFi
Zonet ZEW 2501 USB Zydas ZD1211
Zyxel Zyair G-102 Cardbus Atheros Mad WiFi
: Mad WiFi /
Zyxel Zyair M-102 Cardbus Atheros athsk
. Mad WiFi /
Zyxel Zyair M-302 PCI Atheros ath5k
Zyxel Zyair G-220 USB Zydas ZD1211
Zyxel Zyair ag-225h USB Zydas ZD1211
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basic input/output system. ba3oBas cucrema BBO1a/BbIBOIA;

identification data. nentudukarop;

super video graphics array. I'paduueckuii Bumeoaganrep;

unified extensible firmware interface. YuuduuupoBanuslii pacimpsemMbiii nHTEPGEic
BCTPOEHHOTO (06a30BOT0) MPOTPAMMHOTO 00ECTICUCHHSI;

universal serial bus. YuuBepcaibHas mociieoBaTe/bHas IIHHA,

wired equivalent privacy. Anroputm ais obecriedeHns 6e30MacHOCTH OSCIPOBOIHBIX
ceTei;

wireless fidelity. becipoBonas ceTb;

Wi-Fi protected access. AnroputM s obecreueHuss 0€30IacHOCTH OECIPOBOIHBIX
ceTei;

nH(POPMAIMOHHAS CHCTEMA;

OTIEpaLMOHHAS CHCTEMA,

IIporpaMMHOC obOecIieyeHue.



